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ABSTRACT 
Cloud provides resources to the user on pay per use basis. Although it appears that cloud possess infinite resources 

but due to mass community of users using recourses offered by cloud hence resources become limited. In addition, 

intention of the users within cloud is uncertain. Thus, there can be attacking users who can corrupt the resources 

provided by Cloud service provider. For this purpose, encryption strategies along with deduplication can be used. 

This means same file is not allowed to upload on the cloud. In addition, the proposed system also uses DNA 

encryption-based mechanism to provide extra security while transmitting the data towards destination nodes. The 

results is expressed in the form of encryption time, decryption time, total execution time, throughput and reliability. 

Almost all the metric shows improvement in terms of the specified metrics.  
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I. INTRODUCTION 
Cloud computing provides resources to clients. The clients and service providers are bound by the service 

level agreements. Clients as well as service providers cannot violates the service level agreements. As the users will 

be of uncertain intention, they can corrupt the resources provided by the cloud. Thus, some security procedure must 

in place to tackle the issue of security procedure is resolved through bloom filter (Geneiatakis et al., 2009). Bloom 

filters calculate the amount of data transferred from source towards destination(Changsong et al., 2020). Bloom 

filter will perform the task of cycle stealing which mean word counter will reduce by one as the word is transmitted. 

As the word counter becomes zero, control will be taken back and given to the next user in sequence.  

 
Figure 1: Cloud services and security  

The cloud computing ensures that that user can access the resources provided by the cloud without causing too much 

pressure of buying the resources. The security procedure in terms of deduplication and DNA encryption proposed 

through the proposed system can provide better security procedure as compared to procedure with bloom filter. The 

security procedure along with DNA encryption is described in the section 3. 
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II. LITERATURE SURVEY 
 

This section presents the encryption mechanism that is used to secure cloud. The security of cloud computing is 

considered at distinct levels. At first level, we will consider least secure mechanisms and continue towards more 

secure mechanisms of security toward cloud computing.  

 

2.1 Level 1 Security mechanisms 

Level1 security mechanisms include security systems that can be further improved or in other-words are least 

secure. Comparison table 1 provide insight into the level1 security.  

 

Technique Security metrics Merits Demerits Considered in 

RSA Key Size 

Execution time 

Key that is formed 

depends upon 

random prime 

numbers. 

 

Encryption using 

random 

mechanisms are 

more secured. 

Public Key formed 

can be hacked 

easily that is 

transmitted over the 

public medium.  

(Rani & Sagar, 

2018) 

DES Key Size Key size is small 

and is a building 

block for most of 

secure encryption 

standards in modern 

era  

Encryption 

standards are poor 

using 56 bit key 

size  

(Shaukat & Hassan, 

2017) 

Homomorphic 

Encryption 

Key Size 

Execution time 

Key size is reduced 

but complex by the 

use of random 

number generator  

Encryption 

standards uses both 

public as well as 

private key 

mechanisms that 

makes entire 

mechanism 

complex 

(Singh et al., 2015) 

 

Table 1: Level 1 security standards  

Random number generator is missing in almost all the studied literature given in table 1. In addition, security of data 

is at stakes by the use of public key mechanisms.   

 

2.2 Level2 Security Mechanisms 

 

Level 2 security is advanced as compared to level 1 security levels. The random number generator is accommodated 

within most of the mechanisms to provide security among encryption mechanisms. 

Considered 

in 

Technique Description Advantage Disadvantage 

(Song et al., 

2015) 

Dynamic 

DNA coding 

It firstly generate the Chaotic 

sequence of the image pixels. Then 

it uses DNA encoding to encrypt 

the image pixels . 

It gives better 

security to image and 

can effectively resist 

statistical, shear, and 

other attack, 

Reliability is low 

(Miguel, 

2015) 

BCD based 

coding 

In this the BCD code is used to 

encode the data and the key is used 

once. It also used 1’s complement 

and 2’s complement for encoding. 

It gives efficient and 

performs well for text 

crypto.  Throughput 

of system is high 

CPU time is more 
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(Andem, 

2003) 

RSA based In this firstly image is input and 

then sum of the ASCII values of 

each character of the string input 

by the user is stored as x. It selects 

prime number as encryption key. 

Gives better cyber 

security 

It is very 

computationally 

intensive and time 

consuming 

(Khan et 

al., 2019) 

Playfair 

algorithm 

using XOR 

It converts image pixels into matrix 

and then calculated key value using 

XOR 

It makes it hard for 

the attacker to 

perform a frequency 

analysis based on the 

used pixel digraphs 

Complexity is high 

(Awad et 

al., 2018) 

Hamming 

code along 

with 

arithmetic 

operation 

In this firstly checked the received 

data is error free or not using 

hamming code and then subtraction 

is done to find encrypted. 

Security is high Time consuming 

process 

 

Table 2: Level 2 Encryption mechanisms  

These mechanisms are more secured as compared to strategies without random number generator. The mechanism 

employed could be further enhanced by employing strategies to tackle the issue regarding key generation.  

2.3 Level 3 Security mechanism 

 

Level 3 security mechanism are more secure as compared other two levels. To manage the abnormalities within the 

dataset, pre-processing mechanisms are employed. In addition to manage the storage, deduplication is also utilized.  

The mechanisms ate discussed in table 3.  

 

Considered in Technique Description Merit Demerit 

(Zhao & Chow, 

2017) 

Proactive Fault 

tolerance for cloud 

security 

Problem is tackled 

before the 

occurrence of 

problem 

Pre-processing 

mechanism 

employed tackled 

the issue of cloudlet 

execution within 

prescribed time 

interval 

Overhead in 

determining the 

problem is 

extremely high 

(Gupta et al., 2021) Homomorphic 

encryption 

This encryption 

determine 

complexity of key 

and space 

conservation is 

applied 

Less space but more 

complex key 

Space conservation 

may cause 

additional overhead 

(Li et al., 2016) Deduplication with 

RSA encryption 

This encryption is 

performed at server 

side and encryption 

along with space 

conservation is 

employed 

Complex operation 

is simplified by 

accommodating 

space conservation 

along with random 

key generation 

Essential attributes 

can be lost using 

this mechanism 

(Hussain, 2015; Seo 

et al., 2016) 

Security of cloud 

storage using 

BLOOM FILTER 

approach 

This approach is of 

encryption based on 

DNA with high 

security 

Complex key 

generation is 

included 

Collision problem 

is not tackled 

   

Table 3: Level 3 Security mechanisms for security of cloud 

There is problem of collision within discussed literature. Collision resolution can be resolved by the use of chaining 

in proposed system. The problem discovered in BLOOM FILTER approach that is discovered to be most secured 

than rest of the literature is given in table 4 

 

http://www.ijcstjournal.org/


International Journal of Computer Science Trends and Technology (IJCST) – Volume 10 Issue 1, Jan-Feb 2022 

 

ISSN: 2347-8578                                     www.ijcstjournal.org                                               Page 66 

FEATURE QUANTITY AND DESCRIPTION PROBLEM 

Number of phases 5 

• Uploading 

• File Checking 

• Encryption 

• Downloading 

• Decryption 

Phases causes execution time to 

increase in case uploaded file is 

large in size 

Encryption One algorithm BDNA Division method employed 

within DNA encryption generate 

key that is prone to collision 

Key Size 1 key with 32 bits Key size can be extended to 64 

bits for increasing complexity 

Execution time It is a metric defining least time for 

key generation 

Duplicate contents within file 

could cause high execution time 

during translation 

Future Enhancement Additional phases with duplicate 

content handling and collision 

detection 

---- 

 

Table 4: BDNA problems  

The proposed system accommodates BDNA with excess 3 code rather than binary codes.  

 

III. Cloud Security with Deduplication and DNA encryption 
 

Security of cloud is critical and to accomplish the security process we need to ensure same contents are not 

uploaded on cloud again and again. Cloud deduplication process indicates that same contents cannot be uploaded 

again and again by the user within the cloud. The deduplication process encounters the mild security procedure as 

well but that is not that effective in establishing high form of security. Existing system uses bloom filter that is 

capable of ensuring only countable contents can be transmitted within the cloud but sometimes multiple users may 

required to transmit large amount of contents over the cloud. The proposed system working is described as under 

3.1 Deduplication  

With deduplication we means that proposed system does not allow multiple data to be uploaded on the cloud again 

and again. The block level deduplication mechanism is used in this case. The repeated content within the block level 

deduplication will be replaced with the index number of the word. This mechanism will reduce the length and 

complexity of overall operation.  

3.2 DNA Encryption 

The problem of collision is significant in BDNA encryption along with binary encoding operation. This problem can 

be rectified using chaining and excess 3 encryption. The overall procedure of proposed Binary encoding scheme 

employed in BDAN approach is less secure since plane encoding can simply be hacked and security is at stake. To 

resolve the issue binary encoding scheme is further made secured using excess 3 encoding. The length of key is 

increased and hence security is also enhanced. system starts with initialization of queue that will store the generated 

key.  

The proposed model converts the generated key with BDNA approach into more secured form by the application of 

excess 3 encoding scheme. The model also incorporated pre-processing by handling collision at early stage and 

hence reliable key generated in least execution time. 

The proposed model works in phases. Pre-processing mechanism is considered that convert the data file into 

normalized form by eliminating collision from generated keys. The procedure that is used for collision resolution is 

known as chaining. After the collision is resolved, excess 3 mechanisms is applied on the generated key though the 

DNA approach. In addition, Binary code mechanism is replaced with excess 3 code in proposed approach to 

enhance the security further. The worth of proposed system is proved in the next section considering different 

parameters.  

3.3 Proposed system flow 
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Figure 2: Proposed System 

 

IV. PERFORMANCE ANALYSIS AND RESULT 
 

The proposed system makes the changes in the BDNA approach at two distinct levels. First, key generation is 

modified by accommodating chaining with queue. In addition, binary codes at encryption phase is replaced with the 

excess 3 mechanism to ensure more secured encryption as compared to binary encoding scheme. The result is given 

in terms of execution time and key length. The size of the file being uploaded is varied and result is obtained. The 

result is given within the table 6 and table 7. 
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File length(Bytes) Bloom Filter(ms) Proposed DNA(ms) 

1000 10 9 

2000 19 11 

3000 28 15.5 

4000 39.98 18.98 

5000 45.63 21.45 

 

Table 5: Execution time comparison of BLOOM FILTER and Proposed approach 

The execution time with different file size with proposed approach is minimized. The result improvement of nearly 

10% is observed that Is significant and plots for the same is given in figure  

 

 
 

Figure 3: Execution time comparison with BLOOM FILTER and proposed approach 

The complexity of key is also enhanced by the use of excess 3 code and Channing mechanism. Key complexity is 

increased significantly that is demonstrated with the table 6. 

 

 File length(Bytes) BLOOM FILTER(bits) Proposed BDNA(bits) 

1000 14 64 

2000 14 64 

3000 32 128 

4000 32 128 

5000 32 256 

 

Table 6: Key size with different file size 

The key length in case of BLOOM FILTER is maximum of 32 bits. The proposed model is based upon larger key 

size since multiple data entries are contained within same index values. This is also demonstrated within figure 4 
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Figure 4: Key size for BLOOM FILTER and proposed approach 

The results indicates that by accommodating chaining and excess 3 mechanism security is enhanced and result in 

terms of execution time is improved.  

The encryption time and decryption time is next parameter that is compared to determine the validity of result. The 

result is reflected within table 7 

 

File length(Bytes) Bloom Filter(ms) Encryption and 

Decryption time 

Proposed DNA(ms) encryption and 

decryption time 

1000 120 90 

2000 198 112 

3000 288 150.5 

4000 390.98 188.98 

5000 405.63 201.45 

 

Table 7: Encryption and Decryption time 

The reliability corresponding to the proposed approach is also better as compared to the existing bloom filter. The 

reliability is given within the table 8 

 

File length(Bytes) Bloom Filter Proposed DNA 

1000 6 9 

2000 6 8 

3000 5 9 

4000 4 8 

5000 3 8 

 

Table 8: Comparison of reliability 

The reliability in the existing system decreases with file size. In the proposed system however, result does not vary 

much with the increase in file size.  

 

V. CONCLUSION AND FUTURE 

SCOPE 

 
The DNA based encryptions is most secured 

that is based upon human DNA structure. The DNA 
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based encryption although is secured but prone to 

collision problem. The problem exists as division 

method is employed in key generation. This means 

distinct data item can yield same keys that results in 

collision. To tackle the issue, queue is placed at the 

encryption end. In case same key is generated that 

must be stored at same index value is placed within 

queue. In addition to improve the security, excess 3 

code is accommodated in BDNA rather than binary 

coding scheme. This scheme ensures that more 

secured key is generated that has increased length as 

compared to binary encoding scheme. The result due 

to least collision is improved in terms of execution 

time and complexity. Key becomes more complex 

and execution time is improved by the margin of 

10%. 

In future, security mechanism of BDNA with excess 

3 code can be demonstrated within ECG signals. The 

application is most suitable within Internet of Things 

with medical provisioning application. 
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