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ABSTRACT 
There is a pressing need to reduce processing power clustering by powerful mining farms for mining cryptocurrencies to 

prevent monopoly and bias in blockchain networks. Technology-based enterprises could play a major role in bringing this 

transformation. Most of the servers used by medium-scale and large-scale technology-based enterprises do not receive 

consistent traffic and therefore do not utilize their processing power completely. This paper presents the Distributed 

Cryptocurrency Mining Framework, a system that can utilize the remaining processing power in enterprise data centers by 

running a distributed, scalable, modular, and enterprise-safe cryptocurrency mining framework that allows mining for different 

cryptocurrencies. Enterprises can run their servers in hybrid modes where cryptocurrency mining is stopped or performed at 

much lower priority during periods of regular or higher main application traffic. During off-peak hours and low-traffic periods, 

the servers can perform cryptocurrency mining at much higher rates to better utilize the processing power available on their data 

centers. 
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I.     INTRODUCTION 

In the recent years, there has been a steady surge in 

cryptocurrencies that utilize proof-of-work based algorithms. 

Most of the cryptocurrency mining is performed at dedicated 

cryptocurrency mining farms that utilize specialized hardware 

such as application-specific integrated circuit (ASIC) miners 

to perform mining at much higher rates than traditional 

processors and GPUs. According to [1], with the advent of 

these mining farms, most of the cryptocurrency mining is 

performed by a handful of powerful mining farms and very 

less mining is performed by other smaller miners in the 

network. If these trends continue, these powerful mining 

farms could dominate or even alter the future development of 

the cryptocurrencies in a manner that would directly benefit 

them. Several such incidents are discussed in [2], [3] and [4], 

where when miners attained control of more than 50 percent 

of the mining hash rate of the network, they acquired the 

privilege to halt or even reverse transactions. Such scenarios 

are known as the 51 percent attack and are discussed further 

in [4] and [5]. Addition of a large number of smaller and mid-

sized cryptocurrency mining farms to the network could 

counter their dominance, ensure that cryptocurrencies mined 

are less clustered towards a smaller set of powerful mining 

farms and prevent bias & network takeovers. Technology-

based enterprises could play a major role in bringing this 

transformation. 

Most medium-scale and large-scale technology-based 

enterprises make use of data centers that run hundreds or 

thousands of servers. Most of the servers do not receive 

consistent traffic and therefore cannot utilize their processing 

power completely. The demand for data center processing 

power experiences peaks only at certain periods of the day, 

and it remains much lower at other periods. These drastic 

demand variations for computing power in data centers are 

discussed further in [6]. With the prevalence of restful 

services and microservice based architectures, even more 

servers are handling IO intensive traffic and do not completely 

utilize their computing power. Servers that perform batch 

processing also receive traffic only at specific intervals and 

are generally idle at other times.  

These observations present an interesting opportunity and 

potential for further utilization of thousands of servers owned 

by an enterprise to perform alternate non-invasive background 

tasks that can further generate revenue. One such non-invasive 

operation is cryptocurrency mining. By acting as smaller or 

mid-sized cryptocurrency mining farms, there enterprises 

would not only better utilize the processing power of their 

data centers but also contribute towards making the 

cryptocurrency network less clustered towards a few powerful 

mining farms.  

This paper presents DCMF (Distributed Cryptocurrency 

Mining Framework), a system that can utilize the remaining 

processing power in enterprise data centers by running a 

distributed, scalable, modular, and enterprise-safe 

cryptocurrency mining framework that allows mining for 

different types of cryptocurrencies. Cryptocurrencies are also 

experiencing exponential growth in the recent years, which 

could add to the net earnings for the enterprises. 

II.     SYSTEM DETAILS 

DCMF allows picking up a group of computing nodes from 

an enterprise’s data centers and converting them into a full-

fledged mining farm with one or more mining pools. DCMF’s 

architecture consists of several mining nodes that perform 

cryptocurrency mining, and a group of one or more mining 

servers that handle the configuration of all the mining nodes. 

All cryptocurrency mining computations are performed only 

at the mining nodes. A system with a group of mining servers 

and several mining nodes forms a mining pool. Several such 
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mining pools could be run in an enterprise’s data centers to 

utilize all the unused processing power for performing 

cryptocurrency mining.  

In contrast to traditional cryptocurrency mining farms 

where mining is performed on dedicated nodes, DCMF is 

designed to run in parallel with an existing application as a 

non-invasive background process such that it does not have a 

significant impact on the performance of the existing 

application running on the servers. This is achieved by 

varying the configuration of the mining process running on 

the mining nodes, which includes adjusting the number of 

threads performing mining and the thread priority of the 

mining threads.  

In most real-world web applications, the traffic varies 

throughout the day such that the traffic peak is anywhere 

between 1.5 and 5 times the average traffic. This allows 

significant amount of processing power to be reused for 

cryptocurrency mining, especially in applications where pool 

resizing strategies to add or remove new servers are 

discouraged for their inability to support sudden surge in 

application traffic. 

 

 

 

Fig. 1 presents the structure of a typical DCMF mining pool 

with one or more mining servers and the mining nodes. The 

mining servers store configuration for all the mining nodes in 

the pool. The configuration for each mining node consists of 

details such as whether mining is enabled or disabled, number 

of mining threads for a specific mining node, the thread 

priority for the threads performing mining and other necessary 

configuration specific to the host. This allows modify the 

configuration for one or more mining nodes directly from the 

mining server to perform cryptocurrency mining aggressively 

during off-hours and low traffic periods, or to perform mining 

less aggressively during regular and high traffic periods.  

The mining servers store shared data and pool statistics for 

the mining pool. The system also consists of a global shared 

repository for storing any global system parameters shared 

across all mining servers. The mining servers can access data 

from the global shared repository and provide them along with 

the pool shared data to the mining nodes.  

Mining servers run a restful service that allows mining 

nodes to fetch their active configuration and data useful for 

the mining algorithms. For the purpose of maintaining enough 

mining nodes in a mining pool, the mining servers also 

maintain a list of backup hosts where they can start mining if 

the number of active mining nodes drop below a specific 

threshold. If a mining node comes back online, it is added to 

the backup hosts list and stops all mining activity. 

 

 

 

 

Fig. 1. Mining pool structure 
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Fig. 2. DCMF components in a mining farm 

 

 

The mining nodes periodically synchronize their 

configuration with the mining server. This process also 

enables the mining servers to track heartbeat of the mining 

nodes which facilitates monitoring the system health. Since 

the mining nodes only call the servers periodically, a group of 

one or more mining servers can scale to thousands of mining 

nodes in a pool. To ensure fault tolerance, the group of mining 

servers consist of multiple server nodes where all mining 

servers store a replica of the client configurations, pool data 

and system health details. All pool data and system health 

details are replicated periodically between the mining servers. 

The structural units of a mining farm are presented in Fig. 2. 

Mining pools can run one or more mining algorithms but 

running a single mining algorithm for a pool makes them 

simpler. An enterprise can run multiple mining pools, each 

using a specific mining algorithm. This also allows the pools 

to mine different type of cryptocurrency that use the same 

mining algorithm. The nodes can be part of a particular 

mining pool based on different criteria suitable for the 

enterprise, such as combining computing resources located at 

a particular geographical location into a mining pool or 

combining resources from a particular department into a 

mining pool.  

The pool status and mining statistics can be monitored via a 

user interface that retrieves mining statistics from the mining 

servers from all mining pools. The system also supports 

configuration of policies for the mining pools to control 

mining schedule and activity. This allows pre-configuration of 

aggressive mining activities during planned maintenance, 

known low traffic periods and other special occasions. 

III. FEATURES OF DCMF 

The DCMF abstractions allows programmers to use any of 

the existing mining algorithms or add their own by extending 

the base miner class to provide their mining algorithm that 

could be run in parallel on several mining nodes. The mining 

nodes can either work together mining for the same block by 

mining on different nonce ranges, or they can mine their own 

blocks independent of the other nodes, depending on the 

algorithm and configuration. This allows the ability to plug-

and-play any existing and upcoming crypto-mining algorithms 

used by hundreds of proof-of-work based cryptocurrency 

mining algorithms to mine different cryptocurrencies. 

Some of the most important features and characteristics of 

DCMF are discussed below. 

A. Hybrid-mode mining support 

DCMF is designed to run along with an existing application 

in the form of a non-invasive background process without 

significantly impacting the performance of the existing 

application. This enables enterprises to enter the 

cryptocurrency domain without making any significant 
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investment on the infrastructure needed for performing 

cryptocurrency mining, and at the same time allows them to 

utilize their existing infrastructure more efficiently and 

enhance further their income. Enterprises could also add more 

hardware that are initially utilized for cryptocurrency mining 

and can later be used for serving the main application traffic 

incrementally. Some of the most rewarding use cases for 

DCMF adaptation includes applications with larger 

differences between peak traffic and average traffic, batch 

applications that are idle for a significant portion of the day 

and newer applications that are expected to grow rapidly in 

the near future where resources need to be allocated in 

advance to support the rapid growth and ramp-up. 

B. Scalability 

Scaling the mining capacity of a data center is as simple as 

identifying new nodes from the data center that are under-

utilized and adding them to either an existing or a brand-new 

mining pool to start mining cryptocurrencies. 

The mining servers in the DCMF structure are also easy to 

scale. The DCMF mining servers receive traffic only 

periodically from the mining nodes for configuration 

synchronization and health reporting. This allows one server 

to handle thousands of mining nodes in a single pool without 

acting as a bottleneck. A mining farm can consist of thousands 

of such mining servers from an enterprise, making the whole 

system highly scalable. The structure of the mining server and 

the mining nodes are also very simple. 

C. Fault Tolerance 

The system is fault-tolerant in terms of mining server 

failures. The mining server group consists of one or more 

mining servers that replicate all pool data and configuration. 

Therefore, if one or more servers fail, the remaining servers 

serve the mining nodes. Since the mining nodes perform the 

actual mining operation, complete failure of the mining 

servers or their unavailability for a short duration may not 

affect the mining operation, but it might delay mining activity 

scheduling. In the worst case, the mining nodes that are unable 

to synchronize their configuration with the mining server may 

keep performing mining aggressively which could impact the 

performance of the main application running on the same 

servers. 

The mining performance can degrade if multiple mining 

nodes fail. To prevent this scenario and to always ensure 

enough mining nodes, the mining servers maintain a list of 

backup hosts where they can start mining if the number of 

active mining nodes drop below a specific threshold for the 

pool. 

D. Modularity and Extensibility 

The mining nodes could run any of the standard mining 

algorithms. New mining algorithms could be added very 

easily by extending the base miner class to accommodate any 

new and upcoming mining algorithms. The modular design 

and ease of onboarding future cryptocurrency algorithms 

could mean that enterprises that adopt DCMF could keep 

utilizing it for much longer by just adding newer algorithms or 

fine-tuning the existing algorithms.  

E. Enterprise-safe Algorithms Support 

The safety of the source code running on the data centers is 

a top concern for enterprises to prevent malware, ransomware, 

or other potentially harmful code from running on their data 

centers. DCMF facilitates this process by exposing the mining 

algorithms as an independent entity of the system that could 

be reviewed and certified separately. The mining nodes would 

run the mining algorithms reviewed and certified by an 

enterprise making it safer to run these algorithms and perform 

mining.  

F. Security 

In most cases, since the mining nodes are located within a 

data center safeguarded by the enterprise’s firewalls and 

access control policies, the system is secure against most 

unauthorized external access. Furthermore, the mining servers 

utilize authentication and authorization for the restful services 

to ensure that only authorized users could add new mining 

nodes to the mining pool, remove mining nodes from existing 

mining pools or reconfigure the mining activity for a pool. 

The restful services perform authentication and authorization 

via OAuth 2.0 standard by using bearer tokens. The restful 

services rely on transport layer security (TLS) version 1.3 to 

protect the data while in transit. [7] and [8] provides more 

details on the OAuth 2.0 standard, bearer token usage details 

and security analysis of the OAuth 2.0 standard. DCMF is also 

compatible with blockchain-based tokens discussed in [9]. 

Further details on the TLS protocol version 1.3 and its 

security and privacy aspects are discussed in [10], [11], [12] 

and [13]. 

IV. DISCUSSION 

DCMF does not aim to replace traditional mining farms. It 

is an attempt to facilitate the introduction of large number of 

smaller mining farms that can perform cryptocurrency mining 

by utilizing the existing infrastructure more efficiently rather 

than introducing new dedicated computing resources. Since a 

large number of these computing resources are used by 

technology-based enterprises, they could be an immediate 

benefactor of this technology. Most of the features and 

characteristics of DCMF are designed around making it easier 

for enterprises to adopt and utilize the system on their data 

centers. Moreover, if enough number of such smaller mining 

farms get added to the network, they could together make up a 

significant portion of the net processing power. This would 

not only reduce bias but also make the cryptocurrency 

networks more stable in terms of changes in the net processing 

power in case some of the mining farms decide to leave the 

network. 

A. Mining profitability 

A major factor that dictates whether utilizing DCMF is 

economically feasible or not is the profitability of the mining 

operation. DCMF can enable enterprises to utilize their 
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unused processing power and perform cryptocurrency mining, 

but the enterprises need to evaluate a few parameters 

themselves to evaluate the potential gains from the mining 

process. This profitability analysis is similar in nature to the 

evaluation process employed by the traditional cryptocurrency 

mining farms. 

The profitability in performing cryptocurrency mining is 

dependent on several factors which include the electricity rate 

at a particular geographical location, the cost of purchasing 

and maintaining the mining infrastructure, the cost for cooling 

the hardware, the real-estate costs for the facility which hosts 

the mining hardware, and the increase in value of the 

cryptocurrency mined over time.  

Several factors that affect mining profitability are discussed 

in detail in [14], [15], [16] and [17]. The energy consumed 

during the proof-of-work based cryptocurrency mining 

process, especially for Bitcoin production is discussed in 

detail in [14]. It is important to note that energy consumption 

would be lower for proof-of-work based cryptocurrencies with 

lower mining difficulty. [15] compares the cost of mining 

Bitcoin in relation to the volume of transactions processed and 

suggests that the relative cost of mining Bitcoin has remained 

relatively constant. [16] presents a study on the profitability of 

the Bitcoin mining operation in a span of four years between 

2012 and 2016 to suggest that Bitcoin mining has become less 

profitable over time when the hardware investments and 

energy costs are considered. [17] also presents a similar 

picture for Bitcoin miners where the mining profitability has 

been falling for existing mining farms due to the increasing 

difficulty of the mining process. These results suggest that 

alternative cryptocurrencies with lower mining difficulty 

could be more profitable from cryptocurrency mining 

perspective for smaller mining farms. 

Technology-based enterprises own an inherent advantage in 

the mining process when compared with traditional 

cryptocurrency mining farms since they already own or rent 

the data centers that host the hardware, and they already pay 

for the cooling, maintenance, and real-estate costs. The only 

extra expense incurred would be for the extra power utilized 

for performing mining. Selecting a location with better 

electricity rates and the right cryptocurrency could enhance 

the long-term mining profit. The enterprise could also 

selectively mine the cryptocurrencies that are expected to 

appreciate the most or can exchange the easy-to-mine 

cryptocurrencies mined by their pools for more desirable 

cryptocurrencies suitable for long-term holding. 

Despite these advantages, the mining hash rate from a 

hybrid approach would be significantly lower than the hash 

rates achieved by powerful ASIC miners and other specialized 

hardware employed by traditional mining farms. The 

profitable approach for smaller standalone DCMF based 

miners could be to focus on cryptocurrencies with lower and 

medium mining difficulty. Smaller DCMF mining enterprises 

could also collaborate with other smaller DCMF mining 

enterprises by pooling their resources to form large powerful 

mining pools. There large mining pools could not only 

compete in processing power with traditional mining farms 

with specialized hardware but would also increase the chances 

of mining a block for the smaller enterprises. In a globally 

distributed configuration with multiple smaller enterprises, 

each mining farm within an enterprise would act as a mining 

node that performs mining for the same block, and the profits 

from mined blocks are split based on the portion of the 

processing power contributed by the individual nodes. This 

resource pooling approach is similar to the one discussed in 

[18], [19] and [20] for Bitcoin mining pools, but in this case, 

each node is a DCMF mining farm.  

V.    CONCLUSION 

There is a pressing need to reduce processing power 

clustering by powerful mining farms for mining 

cryptocurrencies to prevent monopoly and bias in blockchain 

networks. Technology-based enterprises could play a major 

role in transforming cryptocurrency networks to become even 

more unbiased and de-centralized in nature. With its 

capability to convert a traditional data center into a full-

fledged mining farm, DCMF can play a major role in bringing 

this transformation.  

DCMF provides a powerful, scalable, fault-tolerant, 

modular, easily extensible, and secure cryptocurrency mining 

framework. Enterprises can utilize DCMF to run their servers 

in hybrid mode where unutilized processing power is utilized 

for performing cryptocurrency mining. During off-peak hours 

and low-traffic periods, the servers can perform 

cryptocurrency mining at much higher rates, whereas 

cryptocurrency mining could be stopped or performed at much 

lower priority during periods of regular or higher main 

application traffic. 

DCMF does not aim to replace traditional mining farms 

with enterprise servers performing cryptocurrency mining as a 

background non-invasive operation. Rather, it strives to 

introduce large number of smaller mining farms that can 

perform cryptocurrency mining by utilizing the existing 

infrastructure more efficiently. 
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