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ABSTRACT 
Previously in vehicular ad-hoc network Public Key In frastructure (PKI) scheme was used for authenticat ion. this scheme was 

used as Vehicu lar Signature application for maintaining integrity of message and for verifying senders identity. Using this 

scheme lot  of time was required  for verification as RSU verifies received message one by one and was difficult for RSU to 

identify the vehicle. So proxy Based Batch Authentication is being proposed which reduces computational overhead of RSU 

using number of proxy  vehicles which  performs  batch authentication of message and sends the result to RSU. A lso an expedite 

key negotiation scheme is des igned for transmitting very critical messages. 

Keywords:- Vehicular ad-hoc network, Proxy vehicle, Proxy based authentication, privacy preservation, Key negotiation, 

Vehicular ad-hoc network. 
 

I.     INTRODUCTION 

VANET has become a popular topic as it has a potential to  

offer road safety and good driving experience it also provides 

value-added services such as internet facilities, Wi-Fi, 

vehicles position, direct ion, speed etc. As communication in  

VANET is wireless there are certain security issues so certain 

attacks are possible. Such security attacks leads to bad user 

experience and create drastic consequences. So to make 

VANET secure is one of the key objective for designers. 

Some security schemes such as Public key infrastructure 

(PKI) have been proposed an application for vehicu lar 

signature[1] to ensure information exchanged is authenticated 

and fully trusted. Here message sent by RSU are verified one 

after another simultaneously. This scheme is time consuming 

and fails to satisfy computational efficiency. 

In order to overcome with this above difficulty Zhang et al. 

in [22] introduced a scheme called efficient batch signature 

verification scheme for vehicular communication, in which  

multip le messages can be verified simultaneously. But it does 

not meet VANET authentication speed. A protocol named  

Dedicated Short Range Communications (DSRC) were RSU 

must verify around 2500-5000 message per sec if vehicle 

broadcasts messages after every 100-300ms  which is the most 

challenging task for any current batch-based digital signature 

scheme. 

Using this scheme the goal is to overcome with the above 

efficiency problem. So this paper is used to design and 

implement a Proxy  Based Authentication Scheme (P BAS) 

were proxy vehicle p lays  vital role, here in this scheme 

multip le messages can be authenticated using verificat ion 

function. In addition to this concept of batch key negotiations 

is being added where, RSU verifies messages simultaneously 

and broadcast single message to all vehicles in RSU range. 

Some of the design requirements of the proposed scheme are 

as follows: 

 The scheme should meet authentication and message 

integrity requirement.  

 It should be resistant to replay attack 

 It should meet privacy preservation requirement. 

 The scheme should verify  processes even if small number 

of proxy vehicles has been compromised. 

 

Remainder of paper explains as follows: Section II outlines 

literature survey. Section III describes proposed system along 

with process summary. In section IV mathematical model is 

being explained followed by conclusion made in section V. 

II.     RELATED WORK 

An Raya et al. presented Public-Key Infrastructure (PKI) 

based scheme in which RSU verifies received messages one 

by one at any time which is difficult for pred icting identity of 

vehicle. But it requires time for processing and are unable to 

satisfy some of the efficiency requirement, which  leads to 

transmission overhead and computational complexity of RSUs 

if number of vehicles are increased for authentication. So 

Zhang et al. in [22] introduced an efficient batch signature 

verification scheme used for communicat ion between vehicle  

and infrastructure communicat ions in which an RSU can 
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verifies mult iple signatures (near about 1600 messages per sec) 

at a time so that time required  for verification can be 

significantly reduced. According to the Dedicated Short 

Range Communications (DSRC) protocol in [23], each 

vehicle should broadcasts a traffic safety message after every 

100-300 ms such that RSU will verify 2500-5000 msg if 

number of vehicles are around 500. But problem with this 

IBV scheme is it suffers from replay attacks. 

In vehicular communicat ion messages can be 

authenticated using the Elliptic Curve Dig ital Signature 

Algorithm (ECDSA) were fo r each message one certificate is 

included. A major challenge is to reduce the consumption of 

resource in transmission and consumption. Although it 

provides better security, verify authenticity and non-

repudiation but it does not overcome security attacks and also 

it contains most expensive operation like modular inversion, 

scalar multip licat ion operation. Some of the limitations of 

using this scheme are Message Delay and Message Loss Rate. 

Chim et al. in [16] introduced a Secure and Privacy 

Enhancing Communications Scheme (SPECS), here in  this 

scheme after batch authentication, a group of vehicles is 

formed and they communicate with one other securely without 

RSUs which is called as group communication protocol.  

However, in [7], Shi-Jinn Horng et al. found that SPECS is 

susceptible to impersonation attacks, were a malicious vehicle 

can act as an real entity to broadcast false messages or even 

force vehicles belonging to other group to send fake messages 

securely among themselves. 

To overcome this weakness of SPECS scheme Shi-Jinn 

Horng in [7] proposed b-SPECS+ scheme. This scheme 

satisfy a variety of security requirements and overcome the 

weaknesses under certain assumptions like TA is always 

online, the redundant TA should avoid being a bottleneck 

or a single point of failure. 

Shim et al. in [13] p roposed a scheme called Conditional 

Privacy Preserving Authentication scheme, here in this 

scheme each message is mapped to pseudo identity and Trust 

Authority is responsible for regaining real identity. RSU 

verifies multiple received signatures thus reducing total 

verification time. Main goal is to use identity based signature 

(IBS) scheme under computational DiffeHellman (CDH) 

assumption.  This scheme uses general hash functions instead 

of using MapToPoint function which is not efficient. And 

after that a secure conditional privacy-preserving 

authentication scheme (CPAS) is constructed for secure V2I 

communicat ions using a pseudo-IBS. CPAS supports fastest 

batch verificat ion process so it can verify 750 signatures in 

less than 300 ms. 

Albert et al. in their work [5] introduced an protocol 

called  expedite message authentication protocol(EMAP) 

which is alternative to CRL checking process and is done by 

using secure HMAC(Hash Message Authentication Code) 

function. Advantage of using this protocol is that it is not only 

suitable for VANETs but it can be applied to any network 

employing a PKI system and is the first solution to reduce 

authentication delay caused by CRL checking. Additional 

feature of EMAP is that it uses a novel probabilistic key  

distribution, where a secret key is shared securely and updated 

by non-revoked OBUs. Advantage of using this protocol is 

that it can significantly decrease the message loss ratio. 

According to analysis, it is concluded that EMAP is 

demonstrated to be secure and efficient protocol. 

III. PROPOSED WORK 

Proposed system consist of proxy vehicles, RSUs were 

each proxy vehicle p lays an vital ro le in authenticating 

multip le messages simultaneously using verificat ion function. 

After verification of message done by proxy  vehicles, results 

are sent to RSUs for verificat ion of signature. Using this 

concept the computational overloads of RSUs can be reduced. 

This is done by mechanism designed for RSU to verify output 

given by different proxy vehicles using verification function 

so that RSU can evaluate the valid ity of d ifferent messages 

which is as shown in fig. 1. 

 
Fig. Proxy Based Authentication Scheme were S 1: Generation of 

Message and signature by Vi,  S 2: Di generating another signature, 

S 3: Batch verification Result by Vproxy 
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Following fig  shows main  characteristics features of the 

proposed PBAS scheme. 

In this proposed Proxy  Based Authentication 

scheme(PBAS) computational load of RSUs is  reduced using 

cooperate communication amongst proxy vehicles, where 

each proxy vehicle verifies the signatures using a verificat ion 

function and then it sends output to nearby RSU. After getting 

the results from proxy  vehicle RSU verifies the output which 

results in consuming less computing resource by RSU. 

Cryptographic operations are performed for verification in an  

authentication scheme and these operations are executed using 

traditional authentication schemes by RSUs. 

 

Process Summary 

1) Generation of public and private keys for the system 

This step is the fundamental step which init ializes the system 

or execution environment 

with the init ial parameters required for authentication 

purposes and all the private and public parameters for the 

network elements and components are calculated separately. 

The network elements and components are then loaded with 

these parameters. Also for each Road Side Unit a tamper 

proof device is installed and initialized for further processing. 

 

2) Generation of signatures for messages 

In this step each vehicle, which is sending a message signs it 

with its pseudonym and corresponding private key identifier 

generated in the earlier process. The vehicle sends this 

message and its signature to a proxy vehicle for verificat ion 

purpose. 

 

3) Batch Verification using proxy vehicles 

In this process, a set of dedicated proxy vehicles with respect 

to Road Side Unit are provided with the messages to perform 

a batch verification of the signatures. The proxy vehicle 

actually verified the messages with the help of bi-linear 

mapping within a set of messages received. 

 

4) Verification of Outputs at Road Side Units 

The Road Side Units are equipped with a set of procedural 

steps. These steps are carried out in series of tasks. There are 

in all three tasks. The first task ensures that message sender is 

a genuine proxy vehicle and that while forwarding the 

message was not modified. The second task checks whether 

the output submitted by the proxy vehicle is correct. The third  

task denotes the proxy vehicle if it fails to perform properly. 

IV. MATHEMATICAL MODEL 

The implementation of the paper comprises of mult iple 

cryptographic techniques were each element and component 

carrying out these calculation are important. Below shows the 

arithmetic representation of the system. It includes execution 

routine that performs calculat ion based on following 

representation.   

Here all the required  public and private keys of system such 

as for vehicle, RSU, Tamperproof are generated using 

standard key generation algorithm such as SHA-1. 

Some of the additional calculat ion required for 

implementation of system is as follows. 

Notation Description 

II Message Concatenation 

 
jth private master keys where j={1, 2, 3} 

 
ith vehicle 

 
Public key of system, where k ={1,2,r} 

 
Private key of vehicle Vi 

 
Pseudo identity of vehicle Vi 

 
Real identity of vehicle Vi 

 
Real identity of RSU 

 
Message from a Vehicle 

H(.) MapToPoint hash function     

h(.) A one-way hash function such as SHA-1 

 

A. Pseudonym for identity of Vehicle: 

Pseudonym key is generated by  Vec i  which is used to 

achieve privacy preservation were ri is different for different 

areas as shown below. 

 = (  ) 

a)  = P 

b)  =  ⊕ H(  ) 

 

B. Signature for Vehicle's message: 

Veci picks the pseudo identity key generated using above 

calculations from tamperproof device and signs the message 

Mi using the below formula. 

=   + h(   

 

C. Signature for tamper proof device: 

Tamper proof device generates its own signature using 

master key Master3 

=( + +(h( )+ ) )  

 

D. Calculation for batch verification at proxy vehicle: 

Before Batch verificat ion Veci sends message containing 

{ , Mi, , } and then both L.H.S. and R.H.S 

are calculated.  
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map( , P)= map( , ) 

map( ‖ ), ) 

Where, 

map  = bilinear mapping over additive cyclic group of prime 

order 

If both the values are identical it means that identity of 

sender and message integrity are preserved. 

 

E. Calculation of verification of output from proxy vehicles 

at RSUs: 

In this phase RSU mainly focuses on three task using this 

below calculation. It checks identity of proxy vehicle, 

correctness of verificat ion output send by proxy  vehicle and 

revokes proxy vehicle if it finds any fake proxy  in  this 

system. 

map( )=map{

} 

V. CONCLUSION 

Using PBAS overloads of RSUs can be reduced using proxy  

vehicles if the design requirement is satisfied, such that each 

proxy  vehicle will authenticates mult iple messages from the 

other vehicles and sends the generated result to RSU. PBAS 

should offers fault tolerance i.e. even if a small number of 

proxy  vehicles are compromised in  VANETs the scheme 

continue operating. Only assumption in designing this system 

is that vehicles are fully trusted under condition of efficient 

message delivery.  
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