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ABSTRACT 
Wireless sensor network (WSN) is highly indispensable for securing network protection. Highly critical attacks of 

various kinds have been documented in wireless sensor network till now by many researchers. The Distributed 

denial of service (DDOS) attack is a typical kind of attack in WSN, consisting two types, namely passive attacks and 

active attacks, of which the latter can cause greater threat. Initially network is divided into number of clusters, every 

cluster has one header and the header is directly communicated to destination.  From that the nodes  which  

frequently  misbehaves  and  based  upon  their  miss  ratio  they  will  be  eliminated from the network.  The 

effectiveness of our proposed detection system is evaluated using some performance measures and it’s implemented 

in network simulator. 
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I. INTRODUCTION 

A wireless sensor network (WSN) is a wireless 

network consisting of spatially distributed 

autonomous devices using sensors to monitor 

physical or environmental conditions [1]. LEACH 

protocol is the first protocol of hierarchical routing 

which proposed data fusion; it is of milestone 

significance in clustering routing protocol. Routing 

strategies and security issues are great research 

challenge [2-34]. A network that  tunnel  information  

to  another  network,  that is it get the data from one 

network replicate it into another network through 

tunnel that particular  network  may  confused  due  

to  this action.  At that time hacker may easily enter 

and do misuse  inside the network [35-47]  A DDOS 

attack (better known as a Distributed Denial of 

Service attack) is a type of web attack that seeks to 

disrupt the normal function of the targeted computer 

network. although several solutions were projected to 

unravel the DDoS downside and a few sorts of the 

attacks area unit so [5] countered, DDoS attacks still 

be a main threat within the net. The goal of this 

attack is to create a large enough presence of false 

traffic such that legitimate web traffic intended for 

actual web users is slowed down and delayed [6]. 

Various works deal  with  ways  of  preventing  

unauthorized  access  to  data  or  with  the  necessary  

precautions  to  guarantee  data  authenticity  and  

integrity  inside  the  network.   DoS attacks are  

prevent  the  source  node  to  deliver  its  data  to  the  

destination [7]. The application of wireless sensor  

 

 

network, resembling a military force, monitors 

absence of restriction on the infrastructure as well as 

in the intermediate hop nodes [10]. WSN has several 

issues like energy, computation, communication 

capabilities, deployment, storage, power 

consumption, longevity etc. that makes it prone to 

various attacks[11]. 

II.    LITERATURE REVIEW 

In 2012 Usman Tariq rt al. [12] have proposed the 

studied attacks and mitigation scenarios to analyze 

network wide DDoS security anomalies. T This will 

identify the potential threat of different DDoS attacks 

for such platform and traffic scanning activity to 

avoid detection of attacks such as Ping to Death 

DDoS attack.  This longitudinal analysis was 

necessary for understanding the progression of the 

threats and vulnerabilities. In conclusion, while 

analyzing our early results concerning large-scale 

DDoS attack. We used a hybrid approach to diminish 

and prevent the attack. Network Simulator 2 (NS-2) 

is used to imitate the real environment and to create 

attack traffic with different attack strength. The 

simulation results are encouraging as we were able to 

establish, and approximate strength of DDoS attack 

efficiently. 

k-Means Clustering In Wireless Sensor Networks by 

Sasi kumar and Sibaram Khara in 2012.[13] recently 

clustering through distributed methods is being 
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developed for dealing with the issues like network 

lifetime and energy. In our work, we implemented 

both centralized and distributed k-means clustering 

algorithm in network simulator. k-means is a 

prototype based algorithm that alternates between 

two major steps, assigning observations to clusters 

and computing cluster centers until a stopping 

criterion is satised. Simulation results are obtained 

and compared which show that distributed clustering 

is efficient than centralized clustering.  

Wireless Sensor Networks (WSN) has wide 

applications in data gathering and data transmission 

via wireless networks by Shital Patil, Sangita 

Chaudhari [14]. Due to the weaknesses in the WSN, 

the sensor nodes are vulnerable to most of the 

security threats. Denial-of-Service (DoS) attack is 

most popular attack on these sensor nodes. Some 

attack prevention techniques must be used against 

DoS attacks. There are different techniques to 

prevent DoS attack in wireless sensor network.  An 

immune system is proposed for the DoS attack on 

WSN which will improve the accuracy rate of attack 

prevention, reduce the false alarm rate and able to 

recognize different Dos attack. 

In 2017 Nejla Rouissi et al.[15] have suggested the a 

novel energy-efficient and data integrity version of 

LEACH based routing protocol on Watermarking for 

wireless sensor networks because LEACH routing 

protocol does not take the security aspect into 

consideration and the secure improved LEACH 

works are based only on cryptographic techniques. 

Our hybrid proposed approach based on the 

Watermarking-LEACH achieves not only data 

integrity but also Energy-Efficient. It is the first 

schema that attempts to add security based on 

watermarking to LEACH routing protocol. 

 In 2014 Sonali Swetapadma Sahu rt al.[16] the 

author surveyed the DDoS (Distributed Denial of 

Service) is an attack where a number of compromised 

systems attack a single target, thereby causing denial 

of service for users of the targeted system. The flood 

of incoming messages to the target system essentially 

forces it to shut down, thereby denying service to the 

system to legitimate users. Not much research work 

has been done in DDoS in WSN. We are conducting 

a review on DDoS attack to show its impact on 

networks and to present various defensive, detection 

and preventive measures adopted by researchers till 

now. 

 

 

III. IMPLEMENTATION 

METHODOLOGY 

WSN are susceptible to both passive and active 

Distributed Denial of Service Attacks (DoS) 

attackers. A  passive  attacker  listens  to  the   

channel  and  may  access  the  packet  containing  

secret  information transferring from source to 

destinations. The virtual topology network is 

industrialized that encompasses a set of various 

sensor nodes, one base station and server considered, 

this nodes are grouped based on different mobile 

network using K means clustering to cluster the 

nodes, Moreover all clusters group are choose one 

cluster with help of trust measure and anticipated 

scheme marks a sensor as a cluster head, if it has 

minimum energy consumption.  Based on the 

clustered node detect the attacked node of network 

topology, for this identifications process  consider 

Low-energy adaptive clustering hierarchy (LEACH) 

protocol to node moving process.  All the paths are 

stored in the routing table at source node. The main 

idea in LEACH is during route discovery procedure 

to compute multiple paths for contending link failure. 

With help of Cluster Head Detect the abnormal 

behavior nodes, this attacker  enters  sensor  network  

topology  and  attacks  the  network  as  external  

attacker,  internal  attacker  or  a  compromised  

internal  attacker  and  causes  malicious  activities  

like  provides  illusion  as  the  shortest  path 

neighbor’s performs Denial of Service, performs 

disruption in routing. 

IV.   NETWORK STRUCTURE 

Designing a network topology is the first step in the 

logical design phase of the top-down network design 

methodology. To meet a customer's goals for 

scalability and adaptability, it is important to 

architect logical topology before selecting physical 

products or technologies and its this structure shown 

in figure 1.  This proposed designing process follows 

the LEACH protocol, this protocol operates 

reactively to reduce overhead finding routes only on 

demand.  

4.1 Cluster Formation for Node Detection 

A Cluster helps to increase the performance of 

MANET at some extent. If algorithm is strong 

enough, it will increases data transferring rate, 

decreases delay rate. In a cluster, Cluster head and 

boundary node form a virtual backbone for routing 

among all clusters which are very close to CH. The 

cluster head plays the role of coordinator within its 
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substructure, which acts as a medium for data transfer 

between the nodes. Each CH acts as a temporary base 

station within its cluster and communicates with 

other CHs by using gateway nodes. The Gateway 

node has two or more cluster heads as its neighbor’s. 

When the clusters are disjoint, at least there one 

cluster head and another gateway node should 

present.  

4.2 Distributed denial-of-service (DDoS) Detection 

Algorithm 

The DDoS attacks are among the hardest security 

problems today to detect, defend and trace because of 

the limitation of current network components, 

multiplicity of attack methods and invisibility of the 

operators to host sites. To identify the DDoS attacks, 

endow an alarming agent with a tapestry of reactive 

rules. All attacks seek to make influence on victim. 

But DDoS attack differs from the point where victim 

demonstrated its weakness. By doing some 

improvement on the LEACH protocol, the probability 

of selecting a route with a DDoS node will be greater 

reduced. 

Detection Steps 

Initialize the network topology (Size from 1 to 100). 

The BS is fixed and located far from the sensors with 

correct threshold value. 

A Cluster  contains  nodes  which  are  in  the  

communication  range  of  each  other.  A  node  

among  sensor  nodes  acts  as  an  attacker.  Attacker  

node  has  capability that it sense data from 

environment but does  not  send  it  to  the  cluster  

head  or  base  station.   

If the node i which is trying to access data is the one 

of the nodes to whom frames are multicast then hit is 

count else miss will be count. 

This attacker node may become a cluster head any 

time.  A  CH is elected by the sensor nodes.  

Then clusters  are  formed, cluster heads  are  elected  

and  it  becomes  the  responsibility  of  the  Base 

Station to detect if any cluster head becomes an  

attacker.  All  the  cluster  heads  are  in  the  control  

of  base  station. 

Every 8 Intervals check attacked node and of the 

node as MALIOUS means the miss ratio as high 

compared to our fixed threshold value.  

Until check all nodes (up to 100) in network. 

V.  CONCLUSION 

DDos attack reduces the performance of the system. 

The privacy and security of data are the major issues 

concerning about the wireless sensor networks. 

Special prevention techniques are required to deal 

with the DDoS attacks in WSNs. Above section 

deeply discussed the DDoS detection process 

discussed and the performance also evaluated based 

on performance measures with LEACH protocol. 

Furthermore, the main objective of this technique 

was to maximize PDR on the number of nodes, 

clusters and confidentiality of the transmission. The  

main  problem is that there are still many insecure 

machines over the  Internet  that  can  be  

compromised  to  launch  a  large-scale  coordinated  

DDoS  attack. . Besides, the comparison result has 

proven that our detection system outperforms in 

terms of detection accuracy. 
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