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ABSTRACT

Cloud computing is an evolving technology that provides data storage and highly fast computing services at a very
low cost. All data stored in the cloud is handled by their cloud service providers or the caretaker of the cloud. The
data owner is concerned about the authenticity and reliability of the data stored in the cloud as the data owners. Data
can be misappropriated or altered by any unauthorized user or person. This project desire to suggest a secure public
auditing scheme applying third party auditors to authenticate the privacy, reliability, and integrity of data stored in
the cloud. This proposed auditing scheme composes the use of the AES-256 algorithm for encryption, SHA-512 for
integrity check and RSA-15360 for publickey encryption. And perform data dynamics operation which deals with

mostly insertion, deletion, and, modification.
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I. INTRODUCTION

This project desire to suggest a secure public
auditing scheme applying third party auditors to
authenticate the privacy, reliability, and integrity of
data stored in the cloud and perform data dynamics
operation which deals with mostly insertion, deletion,
and, modification. In Existing approaches, have
prospective a way to support public auditing and
privacy- preserving, in their approach, HLA and BLS
signature along with MHT are used in this proposed
work. In their approach support data dynamic by the
Merkle hash tree. They have also maintained
integrity. In their approach, confidentiality is not
maintained and batch auditing is supported. In Other
Existing Approach, have prospective a way for
securing the cloud data. In their approach, they have
used the AES for data confidentiality and TPA for
data auditing. They have used the SHA-2 for
generating the message digest. They have not
mentioned which version of the
AES(128,192,256)algorithm applied. They also not
mentioned which version of SHA2(224,256,512)
applied. They did not mention how data are split and
how these are encrypted due to there, we do not say
their approach is secured.because all versions of AES
and SHA that secure.

Il. RELATEDWORKS

Qian Wang, Cong Wang proposed Enabling
Public Auditability and Data Dynamics for Storage
Security in Cloud Computing. Cloud Computing has
been envisioned as the next-generation architecture
of IT Enterprise. It moves the application software
and databases to the centralized large data centers,
where the management of the data and services may

not be fully trustworthy. This unique paradigm brings
about many new security challenges, which have not
been well understood. This work studies the problem
of ensuring the integrity of data storage in Cloud
Computing. In particular, we consider the task of
allowing a third party auditor (TPA), on behalf of the
cloud client, to verify the integrity of the dynamic
data stored in the cloud. The introduction of TPA
eliminates the involvement of the client through the
auditing of whether his data stored in the cloud are
indeed intact, which can be important in achieving
economies of scale for Cloud Computing. The
support for data dynamics via the most general forms
of data operation, such as block modification,
insertion, and deletion, is also a significant step
toward practicality, since services in Cloud
Computing are not limited to archive or backup data
only. While prior works on ensuring remote data
integrity often lacks the support of either public
auditability or dynamic data operations, this paper
achieves both. We first identify the difficulties and
potential security problems of direct extensions with
fully dynamic data updates from prior works and then
show how to construct an elegant verification scheme
for the seamless integration of these two salient
features in our protocol design. In particular, to
achieve efficient data dynamics, we improve the
existing proof of storage models by manipulating the
classic Merkle Hash Tree construction for block tag
authentication. To support efficient handling of
multiple auditing tasks, we further explore the
technique of bilinear aggregate signature to extend
our main result into a multiuser setting, where TPA
can perform multiple auditing tasks simultaneously.
Extensive security and performance.
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Kan Yang,Xiaohua Jia. Proposed An Efficient and Secure Dynamic Auditing Protocol for Data Storage in
Cloud Computing. In cloud computing, data owners host their data on cloud servers and users (data consumers) can
access the data from cloud servers. Due to the data outsourcing, however, this new paradigm of data hosting service
also introduces new security challenges, which requires an independent auditing service to check the data integrity
in the cloud. Some existing remote integrity checking methods can only serve for static archive data and, thus,
cannot be applied to the auditing service since the data in the cloud can be dynamically updated. Thus, an efficient
and secure dynamic auditing protocol is desired to convince data owners that the data are correctly stored in the
cloud. In this paper, we first design an auditing framework for cloud storage systems and propose an efficient and
privacy-preserving auditing protocol. Then, we extend our auditing protocol to support the data dynamic operations,
which is efficient and provably secure in the random oracle model. We further extend our auditing protocol to
support batch auditing for both multiple owners and multiple clouds, without using any trusted organizer. The
analysis and simulation results show that our proposed auditing protocols are secure and efficient, especially it
reduce the computation cost of the auditor.

Kan Yang,Xiaohua Jia. Proposed Privacy Preserving Public Auditing for Secure Cloud Storage. Using
cloud storage, users can remotely store their data and enjoy the on-demand high-quality applications and services
from a shared pool of configurable computing resources, without the burden of local data storage and maintenance.
However, the fact that users no longer have physical possession of the outsourced data makes the data integrity
protection in cloud computing a formidable task, especially for users with constrained computing resources.
Moreover, users should be able to just use the cloud storage as if it is local, without worrying about the need to
verify its integrity. Thus, enabling public auditability for cloud storage is of critical importance so that users can
resort to a third-party auditor (TPA) to check the integrity of outsourced data and be worry free. To securely
introduce an effective TPA, the auditing process should bring in no new vulnerabilities toward user data privacy,
and introduce no additional online burden to user. In this paper, we propose a secure cloud storage system
supporting privacy-preserving public auditing. We further extend our result to enable the TPA to perform audits for
multiple users simultaneously and efficiently. Extensive security and performance analysis show the proposed
schemes are provably secure and highly efficient. Our preliminary experiment conducted on Amazon EC2 instance
further demonstrates the fast performance of the design.

.III. PROPOSED SYSTEM ARCHITECTURE

It requires to grow a robust auditing method and do data dynamics operation. It’s no passed data on third-
party auditor about auditing method. It performs a communication model. It uses AES256, RSA-15360, and
SHAS512 algorithm. AES256 is a standard and most acceptable algorithm for encryption and decryption processes. It
works on the input block size of 128 bits having a key size of 256 bit. Therefore, it has 2256 possible a key
combination which is 78 digits number. It exponentially generates the number of astronomically in the observable
universe. In this prospective method, DO encrypt the data and store CS. Although data is encrypted only by the
symmetric key that DO can only see the data. CS can not knowledge about data. TPA requests for encrypted data to
CS to check integrity. After that CS sends encrypted data to TPA. To protected data from an external attacker then
CS has again encrypted the encrypted data to the public key. Because the key size is very increased then not affect
the external attack.In this prospective method, No knowledge about the whole key. They know only about what they
are authorized.

In this data owner module, the data owner uploads their data with its File Blocks block in the cloud server.
For the security purpose the data owner encrypts the data File Blocks and then store in the cloud. The data owner
can change the policy over data File Blocks by updating the expiration time. The Data owner can have capable of
manipulating the encrypted data File Blocks. And the data owner can set the access privilege to the encrypted data
File Blocks. The cloud service provider manages a cloud to provide data storage service. Data owners encrypt their
data File Blocks and store them in the cloud for sharing with data consumers. To access the shared data File Blocks,
data consumers download encrypted data File Blocks of their interest from the cloud and then decrypt them. Third
party auditor (TPA), who has capabilities to manage or monitor the outsourced data under the delegation of data
owner, who has expertise and capabilities that a common user does not have, for periodically auditing the
outsourced data. This audit service is significantly important for digital forensics and credibility in clouds and
setting time period to update the old secret keys to new secret keys. The Cloud User who has a large amount of data
to be stored in cloud and have the permissions to access and manipulate stored data and performs the following
operations such as Searches for File Blocks based on Content’s keyword, Requests for File Blocks, Request File
Blocks for downloading with current sec key for the corresponding File Blocks from the cloud and dec, download.
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Fig.1 Proposed architecture

IV.RESULTS AND DISCUSSION
The output screens obtained after executing and running the system are shown from Fig.2 to Fig.9
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V. FUTURE

CONCLUSION

Proposed a secure cloud storage protocol for dynamic
data (DSCS 1) based on a secure network coding
(SNC) protocol. To the best of our knowledge, this is
the first SNC-based DSCS protocol that is secure in
the standard model and enjoys public verifiability and
have discussed some challenges while constructing
an efficient DSCS protocol from an SNC protocol
and have also identified some limitations of an SNC-
based secure cloud storage protocol for dynamic data.
However, some of these limitations follow from the
underlying SNC protocol used. A more efficient SNC
protocol can give us a DSCS protocol with better
efficiency and have also identified certain SNC
protocols suitable for append-only data and
constructed an efficient DSCS protocol (DSCS 1) for
append only data.

SCOPE AND

REFERENCES

[1T B. Sengupta and S. Ruj, “Publicly verifiable
secure cloud storage for dynamic data using
secure network coding,” in ACM Asia
Conference on Computer and Communications
Security, 2016, pp. 107-118.

[2] G. Ateniese, R. C. Burns, R. Curtmola, J. Herring,
L. Kissner,Z. N. J. Peterson, and D. X. Song,
“Provable data possession at untrusted stores,” in
ACM  Conference on  Computer and
Communications Security, 2007, pp. 598-609.

[3] A. Juels and B. S. Kaliski, “PORs: Proofs of
retrievability for large files,” in ACM
Conference on Computer and Communications
Security, 2007, pp. 584-597.

[4] H. Shacham and B. Waters, “Compact proofs of
retrievability,” Journal of Cryptology, vol. 26,
no. 3, pp. 442-483, 2013.

[5] C. C. Erway, A. K'upc, ~ u, C. Papamanthou, and
R. Tamassia, “Dynamic provable data
possession,” ACM Transactions on Information
and System Security, vol. 17, no. 4, pp. 15:1-
15:29, 2015.

[6] Q. Wang, C. Wang, K. Ren, W. Lou, and J. Li,
“Enabling public auditability and data dynamics
for storage security in cloud computing,” IEEE
Transactions on Parallel and Distributed
Systems,vol. 22, no. 5, pp. 847-859, 2011.

[7] D. Cash, A. K'upc, " u, and D. Wichs, “Dynamic
proofs of retrievability via oblivious RAM,” in
EUROCRYPT, 2013, pp.279-295.

[8]

[9]

International Journal of Computer Science Trends and Technology (IJCST) — Volume 10 Issue 5, Sep-Oct 2022

B Prasanalakshmi, A Kannammal "Secure
credential  federation for hybrid cloud
environment with SAML enabled multifactor
authentication using biometrics” International
Journal of Computer Applications,
(2012),Vol .53, Issue.18.

Satish, Karuturi S R V, and M Swamy Das.
"Review of Cloud Computing and Data
Security." IJAEMA (The International Journal
of Analytical and Experimental Modal Analysis)
10, no. 3 (2018): 1-8, 2018.

ISSN: 2347-8578

www.ijcstjournal.org

Page 87



http://www.ijcstjournal.org/

