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ABSTRACT

The objective of this work is to simulate in Packet Tracer a video supervision system using connected object
technology. This device, based on facial recognition, uses a Raspberry Pi nano computer to which a camera is
connected and uses cloud services to store the faces of people with authorization to enter the company. This system,
thanks to the motion detector, makes it possible to detect the presence of a person around the door of the company.
Indeed, the motion detector lights up to signal a human presence, which triggers the activation of the camera which
films the scene in real time. If after 6 seconds the detector has turned off then the siren is triggered because this
means that the face has not been recognized. From this moment, an email containing a message and the image of the
scene is sent to the administrator to report the presence of an intruder. The latter, through his control interface in his
telephone, has the possibility of activating the equipment (opening/closing of the door, activation/stopping of the
siren, etc.). If, on the other hand, after 6 seconds, the detector has not turned off then this means that the face has
been recognized (this is manifested by the activation of the LED) then the door opens. The administrator receives an
email containing the image of the scene in addition to the opening message.

Key words: Internet of Things (1oT), Raspberry Pi, Cloud Services, Deep Learning, Closed circuit television system
(CCTV).

l. INTRODUCTION

Facial recognition is a means of identification that is the subject of much research. Among these
works, the use of the Internet of Things (1oT), which relies on connected objects [1], has shown
its effectiveness. For example, in ultra-modern systems, we use biometric facial recognition
technology for physical access control to a door (automatic opening or closing).

In our previous works, on a practical level, we realized a facial recognition device for the
authorization of the opening of a door based on deep learning. The models (Deep Learning,
convolutional neural networks: CNN) embedded in a raspberry pi nanocomputer make it possible
to automate a chain of actions, from detecting a person's movement, taking their photo,
recognizing this person to authorize the opening of a door and finally the sending of notifications
(SMS and email) to authorized persons [2].

This work was published in October 2022 in a scientific article with the title “Facial Recognition
in the Opening of a Door using Deep Learning and a Cloud Service” [3].

Figure 1 below shows the architecture of this device.
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Figure 1: Architecture of the device [2] [3]

In this new work, we want to simulate with Packet Tracer, for educational purposes, the
automatic access control system to a door by recognition using Deep Learning and a Cloud
notification service (SMS and mail) [ 4]. We will put into perspective aspects such as the
comparison of our educational tool with our practical device on the one hand, and with other
devices on the other hand.

1. METHODOLOGIE

2.1. CCTV system
Today, CCTV systems have become an essential part of our infrastructure. These systems play an
essential role in our lives due to their enormous benefits, such as the security of public and
private places. [5]

CCTV consists of placing cameras in an environment, keeping track of people observed and
detecting suspicious behaviour by trained operators. CCTV systems are typically used to monitor
high security areas. [5] As the number of cameras increases, this mission becomes very complex
and sometimes impossible. It is for this reason that a particular aspect of artificial intelligence has
emerged. This is the development of computer vision algorithms. These algorithms make it
possible to process visual data and provide observations similar to those of a human being,
making this system more intelligent. [5]
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2.1.1. Technological Evolution
The technological evolution of video surveillance is correlated with the improvement of cameras.
We have moved from 1GSS generation systems to 3GSS and 2GSS [6] [7]. Thus, three (03) types
of innovation that punctuate the video surveillance revolution. It is:

e The first generation (1GSS 1960-1980) : all is analogue [8] [9] [10] ;
e The second generation (2GSS 1980-2000) : hybrid system [11] [12] ;
e The third generation (3GSS 2000-nowadays): all is digital [11].
2.1.2. New generation of video surveillance system: the Internet of Video Objects

Over the past decades, a large amount of data has been generated by multi-camera surveillance
networks. [13]. this rapid evolution of camera-generated data poses many significant challenges
to conventional video surveillance systems.

Faced with this evolution, a new generation of video surveillance systems called the Internet of
Video Things (loVT) is emerging to increase flexibility and address the challenges of
conventional systems in terms of network, architecture, optimization, and real-time operation.
[14].

The Internet of Video Things 1oVT - (in French: L’Internet des objets vidéo IdOV -) network
of distributed visual sensors or intelligent cameras, which are unambiguously uniquely identified,
operating in an loT (Internet of Things) environment. These cameras can interact and
communicate with each other and/or with other 10T and human objects using information and
communication technologies (ICT) for distributed processing, data exchange/sharing and
increased system autonomy. [15]

The Internet of Video Things (IoVT) infrastructure is constituted of the following elements [5]:

o Smart cameras: These smart devices consist of cameras and microcontrollers to
acquire, store, process information, and even communicate with each other and/or with
other objects in the IoVT environment.
o The network: The communication networks that connect the smart cameras to
each other or to others and transmit the data collected through various recent technologies
(such as BLE, Wifi, ZigBee, etc.).
o Applications: The link between the loVT interface and end users (people or
systems), this is a layer for processing, storing and analysing the large volumes of data
received from smart cameras.
o Computing paradigms: Modern loT paradigms such as cloud computing, which
allows large amounts of data to be stored and analysed thanks to their significant storage
capacity and high computing power. Fog computing which effectively manages and
controls a set of smart cameras located in its geographical area.

The Internet of Video Things (1oVT) infrastructure is illustrated in the figure below.
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Figure 2: Infrastructure of the 1oVT [15]

Model of Artificial Intelligence: The Deep Learning

Deep Learning is a set of machine learning methods attempting to model data with a high level of
abstraction through articulated architectures of different nonlinear transformations. These
techniques have fostered rapid advances in the fields of sound or visual signal analysis and in
particular facial recognition, voice recognition, automated language processing, etc. [4]

Deep Learning techniques constitute a class of machine learning algorithm whose characteristics
are as follows:

e They use different layers of nonlinear processing unit for feature extraction and
transformation. Each layer takes as input the output of the previous one. Algorithms can
be supervised or unsupervised and their applications include pattern recognition or
statistical classification.

e They work with learning at several levels of detail or data representations. Through the
different layers we pass from low level parameters to higher level parameters.

e These different levels correspond to different levels of data abstraction.
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e This new field of study aims to advance further towards artificial intelligence capabilities.
Its architectures now make it possible to give meaning to data in the form of an image,
sound or text. [4]

e A Deep Learning system is based on artificial neural networks, which consists of a set of
hidden layers, the word deep (deep learning) comes from the large number of layers and
also neurons. This type of algorithm requires significant computing capacity, for this it is
necessary to use GPUs in order to be able to perform complex operations in a short time.

In the literature, Deep Learning models for face detection and recognition are a combination of
different architectures that have been developed for other uses (most often for image
classification and pattern recognition) but which are equally valid for faces. Thus, we distinguish
for example some approaches such as:

e Facenet: a neural network made up of 22 deep layers [17].

e GoogleNet : a neural network made up of 22 deep layers.[18]

e DeepFace: a neural network made up of 9 deep layers. [19]

e Resnet50: a neural network made up of 50 deep layers: 49 convolution layers and 1 layer
fully connected. [20]

e VGG-19: a neural network made up of 9 deep layers: 8 convolution layers and 3 layers
fully connected.[21]

e VGG-16 (VGG Face-16): a neural network made up of 19 deep layers: 13 convolution
layers and 3 fully connected layers, 5 pooling layers (sub-sampling), a classification layer
that uses the SoftMax function (SoftMax layer). It takes as input an image (“feature map”)
of size 224 x 224 pixels and its output is a classifier of size 1000 (vector of facial
features). [22]

e VGG-19: is a neural network made up of 19 deep layers: 16 convolutional layers and 3
fully connected layers.[21]

In our previous work [3] [2], we used for face recognition a VGG-16 convolutional neural

network pre-trained using the Transfer Learning technique. In this case, we have replaced the
classification layer with a classifier of size 7. It consists of 7 classes (initially 1000) which
represent the total number of individuals present in our dataset. [2] The three-dimensional
representation of the architecture of VGG-16 used in our experimental device is given by figure
3. It presents the extraction of the characteristics of the photo (in colour: three channels) taken of

the face of size 224x224 pixels.
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Figure 3: 3D representation of the architecture of the neural network used [3]

Figure 4 presents an overview of the two-dimensional architecture of the model used.

Couche d'entrée : Taille =224
Fonction d'activation : ReLU :

Couche cachée L1 : Taille = 224
Fonction d'activation : ReLU

Couche cachée L14 : Taille = 4096
Fonction d'activation : ReLU

Couche de sortie : Taille =7
Fonction d'activation : Softmax

Figure 4: Overview of the 2D architecture of the neural network used [3]

Layer 1 is able to extract features of lower level of abstraction than Layer 2, while Layer 3 has
higher quality. From these characteristics the system is able to recognize faces with a small error
rate [23].

The source codes of the different algorithms used in our previous work [3]: facial recognition
(model training, face detection and identification, real-time model testing), SMS and email
notifications and door unlocking/closing are presented in appendix B.

2.2.  Modeling of the system

2.2.1. Architecture of the system
The architecture of our tool is shown in the figure below.
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Figure 5: Architecture of the tool [4]

When a person arrives, there is:

(1) Detection of the movement of the person using the motion detector;

(2) Shooting of the face of the person who wishes the door to be opened using a connected
camera. This image is transmitted to the Raspberry Pi nano computer;
Automatic door opening upon face recognition;

(3) Notification by Email through servers hosted in the Cloud.

(4) Alert in case of non-recognition of the face.

A phone connected to the same local network (WiFi, Ethernet) as the Raspberry Pi, allows

you to administer, monitor, control or maintain the tool remotely.

The scenario can be summarized as follows:

- First case: face detected and recognized. When the face is recognized by the
Raspberry Pi (this materializes by the activation of the LED), the door opens. An email is
sent to the local administrator, using Cloud services to notify of the presence of an
individual. The email contains a message indicating either the opening of the door.

- Second case: face detected and not recognized. When the face is not
recognized, the Raspberry Pl sends an email to the owner (administrator) of the
infrastructure to report the presence of an unknown person. The email only contains a
message indicating the presence of an unknown person. The administrator of the device
also has the possibility of authorizing the opening of the door to this one or even
recording it.
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2.2.2. Organizational chart of the methodological steps
The scientific approach adopted for the realization of our tool is illustrated in Figure 5.
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Figure 6: Organizational chart of the methodological steps [4]
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1. RESULTS

4.2.1. The router
We did the configuration on the router as following:
The first configuration was the one for the port GigabiEthernet 0 /7

¥ ROUTEUR ISP — [} =
Physical Config CcLI Attributes
GLOBAL GigabitEthernet7/0
Settings C:
]
Algorithm Settings FriEEEis &1
ROUTING Bandwidth 1000 Mbps 100 Mbps 10 Mbp Auto
Static Duplex Half Duplex Full Duplex Auto
o MAC Address [s0D0.D372.1EE0
LLTE At IP Configuration
FastEthernet0/0 IPv4 Address [z08.185.201.1 |

GigabitEthernets/0
C GigabitEthernet7/0 |

]

Subnet Mask

Gigabt

ernets/0
GigabitEthernetg/0

T= Ring Limit

[10

Eguivalent I0S Commands
HOTTETY

TETTIIET

Enter configuration commands,
Router (config) #interface
Router {config—if)#
Router {config-if) fexit
Router (config) ¢interface
Router(config-if)#
Router (config-if) fexit
Router {config) fintecface
Router{config—if)§
Router {config-if) gexit
Router (config) #interface
Router {config—if}

one per line. End with CHTL/Z._

GigabitEthernet7/0

GigabitEthernetss0

FigabitEthernets/0

GigabitEthernet7/0

] Top

Figure 7: configuration of the port GigabutEthernet 0/7

Subsequently, port 0/8 configuration followed

¥ ROUTEUR ISP — [m] >
Physical Config cLl Attributes
—
GLOBAL GigabitEtherneta/o
Settings
Port Stat
Algerithm Settings ort Status
ROUTING Bandwvidth 1000 Mbps 100 Mbps
=iz Duplex Half Duplex
RIP MAC Address OO0EQ F7AS BSOS
INTERFACE IP Configuration
FastEthernet0/0 IPva Address |

GigabitEthernets/0

Subnet Mask

GigabitEthernet?/0

GigabitEthernets/0 s

GigabitEthernsts/0

T Ring Limit

Eguivalent I0S Commands
OO TET ToOITTO=T T

T T
Router (config—if) gexic
Router (config) #interface
Router (config—if) &
Router (config—if) gexic
Router (config) #interface
Router (config—if) #
Router (config—if) gezxic
Router (config) #interface
Router (config—if) #
Router (config—if) gezxic
Router (config) #interface
Router (config—if)§

CigabitEcshernecds0

CigabitEthernetd/0

CigabitEthernec7/0

CigabitEthernecs,/0

[ Top

Figure s: configuration du port gigabitEthernet 0/8
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Finally, the configuration of the third port is done as follows:

B ROUTEUR ISP — [} b4
Physical Config cLul Afttributes
——
GLOBAL GigabitEthernsts/o
]
Algorithm Settings Port Sla_“"s
= Bandwidth 1000 Mbps 100 Mbps 10 Mbps. Auto
Static Duplex Half Duplex Full Duplex Auto
== MAC Address [poo0 s70E 8500
INTERFACE IP Configuration
FastEthernst0/0 IPva Address |
GigabitEthernets/0 Subnet Mask |

GigabitEthernet7,/0

GigabitEthern e T
AT GigabitEthernets/0
¢
‘-’—‘———_/

Eguivalent I0S Commands
[EoUT=ET ToonsIg- I/ T

Router (config—if) fexit
Router (config) ginterface GigabitEthernetd/0
Routex ( i

Router {
Router{
Router {
Router{
Router {
Routexr |
Router {
Router (config) #interface GigabitEthernetd/0

Router (config—if)$ h

GigabitEthernet7/0

CigabitEthernetss0

[ Top

Figure 9: configuration of the port gigabitEthernet 0/9

This phase being finished, we moved on to the configuration of the routes:

B ROUTEUR ISP — ] >

Pnysical{ Config |CLI Attributes

GLOBAL
Settings

Static Routes

Algorithm Settings Network [192.168.3.0 \; |

ROUTING Mask [255.255.255.0 |
re Static Al -
| S ——— Next Hop [208.165.200.2] N |

INTERFACE @
FastEtherneto/o

GigabitEthernets/0

GigabitEthernet7/0 (

Metwork Address

GigabitEthernets/0 182 168.3.0424 via 208.165 200 2

GigabitEthernets/o
I72.16.1.0/24 via 209.165.201.2

Remowe

Equivalent I0S Commands

Router>

Router>enable

Routers#

Routergconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #

Douter (config) $ ~

1 Top

Figure 10: configuration of routes

Finally we configured the DHCP service on the router via the CLI tab. To do this, we typed the
following commands: enable
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configure terminal

ip dhcp pool isp

network 10.0.0.0 255.255.255.0
default-router 10.0.0.1
dns-server 10.0.0.10

exit

exit

ip dhcp centralofficeserver

ip dhep pool centralofficeserver

network 209.165.201.0
255.255.255.0

default-router 209.165.201.1
dns-server 10.0.0.10

exit

exit

copy run start

sh run

B ROUTEUR ISP —

Phwsical Config Ll Attributes
—

I0S Command Line Interface

EZ3455FK bytes of ATE CompactFlash (Read / /Write)

Press RETURN to get started!

SLINEPROTO-S—TUPDOWN - Line protocol on Interface GigabitEthernetc7/0, changed state To
SLINEPROTO-S—UPDOWHN: Line protocol on Interface GigakbitEthernets/,0, changed state to

FLINEPROTO-S—UPDOWNMN: Line protocol on Interface GCigabitEthernetS,/0, changed state to

Routerrenakle
Routerfconfigure terminal
Enter configuration commands, one per line. End with CHTL/Z .
Router (config) #ip dhcop pool isp

Router (dhop—config) #network 10.0.0.0 255 _.255.255.0
Router (dhop—config) gdefault—router 10 0 _0_1

Router (dhocp—config)l #dns—server 10.0._.0_10

Router {(dhocp—config) gexxit

Router {(config)l f#exitc

Router#

FS¥S—S—CONFIC I: Comfigured from conscle by comnsole
et

Routerf#fconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z .
Router (config) #ip dheop pool isp

RBouter {(dhop—config) #fnetwork 10.0.0.0 255 _255.255.0

Router (dhop—config) fdefault—router 10.0._0._1

Router (dhop—config) gdns—server 10 _0_0_10

Router {(dhcp—config) #exit

Router {config) f#exit

Router#

HFESY¥YS-5—COMNFIGE TI: Configured from comnscle by console

Copy

[ Top
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Figure 11: configuration of the DHCP in the global configuration mode
This phase shows the end of the configuration of the router.

4.2.2. Configuration of the central server

B® Central Office ServerD

— O >
Physical Config Services Attributes
GLOBAL Backbone Settings -~
Settings
Algorithm Settings IP_Configuration
INTERFACE

Backbons B =EIE

Cell Tower IPv4 Address
Subnet Mask
'Jefaurt Gateway
DMS Server
IPwE Configuration ~—
) Automatic
(@) Static
IPvE Address [}
Link Local Address:| FE20::240:BFF:FE12:6D01
Default Gateway
DMS Server

~
1 Top
Figure 12: configuration of the central server
4.2.3. Configuration of the Cloud
B Cloudo O =

Physical C Cin—ﬁ_g'__?ttriuutes
——

GLOBAL Ethernets

Settings
Provider Network @ Cable O psL
TW Settings
CONMNECTIONS

Frame Relay
DSL
Cable
INTERFACE
Serialo
Seriall
Serial2

Serial3
Modeme
ModemsS

[ Ethernets [

Figure 1: configuration of the Ethernet6 interface
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Cable

GLOBAL
Settings
TV Settings Coaxial? - R Ethernetc
CONMECTIONS Port
Frame Relay From Port To Port
DsL
Eable ? ( Coaxial? Ethernets
INT
Serialo
Seriall
Serial2
Serial3
Modems
Modems
Ethernets
Coaxial?
Add Remove
Figure 13: configuration of the type of connection
P Home Gateway0 — [m| X
Physical Config Gl Aftributes
N
GLOBAL LAN Settings
Settings
Algorithm Settings ﬁnnﬁguraﬁn;\"‘__"‘——
INTERFACE IPv4 Address 19216831 )
Internet Subnet Mask 255.255.255.0 A
o
q LAN ~ P—
Wireless

Figure 14: gateway (a)

B Home Gatewayl

Physical Config Gul Adttributes
—
GLOBAL Wireless Settings
Settings
Algorithm Settings 2= HomeGateway—
INTERFACE (2.4 GHz Channel = Hz
Tn e Coverage Range (meters) |250|uu
LAN Authentication
Wireless O Disabled WEP WEP Key
O wea-psK PA2-PSK W
O wea WPRAZ
RADIUS Server Setlings
IP Address
Shared Secret
Encryption Type AES

Figure 15: configuration of the gateway (b)
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4.2.4. Configuration of the camera

® camera - m} x

Specifications Physical Config Attributes.
N

GLOBAL Wireless0 -~
Settings
B n Port Stats | O
Algorithm Settings ort wtatus n
- Bandwidth 300 Mbps
Files
__mﬁ__ MAC Address 0040.0840.8657
4 o — SSID HomeGateway
Bluetooth Authentication
() Disabled ) WeP WEP Key
Oweapsk  (@Wrazpsk  pPskPassPhmse(Jempzae) |
User ID
O wea O weaz
Password
O 802.1x Method: MD3
User Name
Password
Encryption Type AES ~
IE~gon figuration
HCP
(O Static
IPvd Address
Subnet Mask
IPvG Configuration

Figure 16: configuration of the connection of the camera to the gateway as well as the dynamic allocation of the IP address

Specifications Physical Config Attributes
|
GLOBAL ~
- Global Settin
Settings _] =
Algol ngs
Files Dizplay Name |camera |
INTERFACE Serial Number |F“ITIJB1 09904 |
Wireless0 Interfaces Wireless0 w
Bluetooth
Gateway/DNS IPv4
(® DHCP
() Static
Default Gatewa:
DNS Server
-~ -
T e — 1

Figure 2: DHCP assignment of gateway and DNS server addresses

4.2.4. Configuration of the door
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O M

¥ porte —
Specifications Physical Attributes
GLOBAL Wireless3 -~
Settings
=
Algorithm Settings [rEEETS £
= Bandwidth 300 Mbps
Files
INTERFACE MAC Address 0002.1760.935_2'2 |
[Gfi_;EI z ——»] SSID ((HomeGateway _2 |
Eftreteste—" Awuthentication

) Disabled ) WEP WEP IKey

() WPA-PSK P&Z-PSK PSK Pass Phrase temp1234 ) |
User ID

[ =" ) wWPaz
Password

() 802 1K Method: MOS
User Name
Password

Encryption Type AES ~

IP Configuration

@ DHCP

O static

IPv4 Address

Subnet Mask

Figure 3: connecting the door of the door to the gateway and assigning the IP address

porte — O
ipecifications Physical Attributes
I
GLOBAL -~
. Global Settin
_—~Tettings | -
A t ngs
Files Display Name | porte |
INTERFACE Serial Number |PTTOE10AS04- |

Lz =ssd Interfaces /‘ﬁr_eres?B ) L
Bluetooth

GatewayW

(®) DHCP
() Static

Default Gatew

DNS Server

Figure 4 : dynamic address assignment to gateway and DNS server

4 .2 5. Configuration of the alarm

B Sirene O >
Specifications FPhysical Attributes
CLOBAL wireless3 ~
Settings
]
Algorithm Settings [EEEETS =1
Bandwidth 300 Mbps
Files
s MAC Address 000 FraB.D388 |
Covirel ) SsID [Homecateway |
Blustooth Awthentication
) Disabled ) VWEP WWEP Key
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Figure 5: connection of the alarm to the gateway and assignment of the IP address

¥ sirene

— O =
Specifications Physical Attributes.
GLOBAL s mET -
[~ settinas b nas
RS
Fles Display Mame [Siréne |
INTERFACE Serial Number | PTTO810JvRR- |
Lol Interfaces. Wireless3 <
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@ DHCP
O static
Default Gatew
DNS Server
Gateway/DNS IPvE
) Automatic
(@) Static
Default Gateway | |
DNS Server [ |
loT Server
O None
' Home Gateway
() Remote Server ~
] Top Adwanced
Figure 6: dynamic IP address assignment to gateway and DNS server
détecteur de mouverment — ] ><
Specifications Physical ( config "} attributes
GLOBAL Wireless0 ~
Settings
]
Algorithm Settings [EEEED e
= Bandwidth 300 Mbps
INTERFACE MAC Address o030 Fara.seEE |
 Wirele=so T ssID |HomeGateway |
— Authentication
() Disabled ) WEP WEP Key
) WPA_PSK PAZ_PSK PSK Pass Phrase [[temp1234 J ]
User ID
) WP, ) wWPaz
Password
) 802X Method: MDS
User Name
Password
Encryption Type AES ~
IP Configuration
(® DHCP
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Figure 7: gateway connection and dynamic IP address assignment
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Specifications Physical Adtributes
——— ——
GLOBAL ~
Glekal Settin
[ ( Settinas__~ || e
Alg&wwnru Settings
Files Display Name [détecteur de mouvement |
INTERFACE Serial Number [PTT08106570- |

Wirelesso

Gateway/DNS IPv4

(®) DHCP

() Static

Default Gateway' 192.158.3.1
1c.c.c.y

Gateway/DNS IPvE

) Automatic

(® Static

Default Gateway | |

DNS Server

DNS Server [ |

0T Server
) MNone
() Home Gateway

(@ Remote Server

Server Address cisco.com b

] Top Advanced

Figure 8: assignment of IP address to the gateway and the motion detector

2.1.Configuration of the DNS server

‘B Server DNS — O =<

Physical | Services Desktop Programming Adtributes.

GLOBAL
Settings
Algorithm Settings
INTERFACE Display Mame |Server DNS
FastEthernetd

Global Settings

Gateway/DNS IPvd.
) DHCP
lalir:.
Default Gateway £70.0.0.1 Y} |
{ \

DNS Server |10.0010 J ]

Gate way/DNS IPvE
) Automatic
@) Static

Defautt Gateway | |

DNS Server [ ]

[ Top

Figure 9: definition of static server addresses
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B Server DNS

Physical Config
[

Services Desktop Programming Attributes

SERVICES
HTTP
DHCP
DHCPv6
TFTP

——_Dns

SYSLOG

AAA
NTP
EMAIL
FTP
IoT
WM Management
Radius EAP

DNS

® on O off

DNS Service

Resource Records

MName [ cisco CDF Type A Record ~
—

Address [10.0.0.15
L N

Add

Sawve Remowve

-:-:.

10.0.00.15

DMS Cache

Figure 10: domain name definition

2.2.  Configuration of the 10T server

Server loT — —
Physical Config .M. Deskitop Programmin = Attributes
—
==e = Registration Server
eaLmic This service runs on top of the HTTP or HTTPS se
e Service <@ on_ g O o
Username Password
SvsLOG 1 admin admin
= IoT  —p
A o €
Radius EAP
Delete

1 Top

Figure 11: Activation of the loT server
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S iR 2.2.1. Creation of a user

Config Programming Attributes

Web Browser vPN

ci -

Cisco IP Communicator Email PPPOE Dialer

Telnet / SSH Client IoT Monitor

Physical

CIFee]

Figure 12: Opening of the web browser interface

Physical Config Desktop Programming Attributes.
——

=« = | urf|cisco.com

Figure 13: address of the target server

¥ Smartphoned — — >

Physical Config Desktop Programming Attributes

= = URL |nttpsicisco.com| So Stop

Registration Server L.ogim

Username: | ]
Password: | |

| sign I |

Don't have an IoT accounrﬂ e p—

Figure 14: create a new user
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Shysical Config Desktop Programming Attributes

Veb Browser

< = | URL |hitp:iicisco.comicreate_account.html Go Stop

Registration Server A

Username: | admin
Password: |seeq

| Create |

Figure 15: creation of a user

¥ Srmartphoned — O >

™

Physical Config Desktop Programming Attributes

WWeb Browser

< = URL |http#ici=co. com Go Stop

Registration Server Login

Username: | admin J
Password: | ===

—_—

Don't have an IoT account? Si1gn up now

Figure 16: coordinate of the previously created user

Figure 17: no device connected yet
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2.2.2. The administrator machine

Here, you must first connect the machine to the gateway as shown in Figure 52, then activate the
___DHCP service on the machine.

Phyrsical Config Desktop Programming Attriputes
LB Wirelesso -~
Settings
Algorithm Sgettings Fort Status =
T = e Bandwsidth Sa Mbps
e = MAC SAddress 000B.BEET.S130 |
IL‘;,#‘ ssio Iﬁzmeeate\:a?—- |
Southentication
) Disabled 0 WVWEP WWEP e e
O WP PSH - VRAZ PSK PSHK Pass Phrase {[temo1234] F |
- e & e User I
Passwword
) BO02 A Method: MOS
User Mame
Passwword
Encryption Twpe SES —
IP Configuration
=) DHCP
) Static
IPva Address
Subnet Mask
IPwE Configuration
) Aaautomatic
) Static
IPeS Address | 14 |
Link Local Address:| FES0: 208 BEFF:FEEF 5130 |
~

Figure 18: configuration of the administrator machine

Physical Desktop Programming Attributes

GLOBAL
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Algorithrm
INTERFACE Display Mame |Laptop

wirelesso Interfaces Wiresless0o
Bluetooth

Gateway/DNS IPwl
- DHCP
) Static

Default Gatewa

DNS Server

Gateway/DNS IPwE
3 Automatic

- Static

Default Gateway | ]

DNS Server | ]

Figure 19: dynamic addressing
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&

2.2.3.The gateway

Horme Gatewayd —
Phy=ical Config Gul Attributes
GLOBAL Internet Setting=s
Settings
Algorithm Settings IP Configuration
INTERFACE > DHCP
| Internet @ Static
LA IPv4 Address

Wireless

Subnet Mask
Default Gateway
DMNS Server

209.165.200.2

255 255 255 252

209.1685.200.1

10.0.0.10

Figure 20: configuration of the internet interface of the gateway

¥ Home GatewayD

— O >
Physical Config Su Attriputes
GLOBAL LaN Settings
Settings
Algorithm Settings 1 IP Configuration
INTERFACE IPw4 Address |192 188.3.1 |
Internet Subnet Mask |255 2552550
-
— /T \‘—--—.___
Wireless
Figure 21: configuration of the LAN i, nterface of the gateway
B Home GatewayD — (] =
Physical Config Sul Attributes
——
GLOBAL Wireless Settings
Settings
LAlgorithm Settings =L ( HDmEGEtEWE—‘T%
INTERFACE (2.4 GHz Channel - Z2F3I7GH=z ~
s Cowverage Range (meters) |25EI,IJIJ -
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Wireless () Disabled VWEP VWEP Key
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Figure 22: configuration of the wireless interface
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2.2.4. Raspberry pi

To connect the raspberry to the gateway, simply click (left click) on the raspberry, go to "config",
then to "wireless3", set the gateway password.

CLOBAL Wireless3 ~
Settings
= = Fort Stat —~ o
Algorithm Settings ort Status n
N Bandwidth 300 Mbps
Files
S e e R MAC Address [oooB.BEDO.CEBBE |
ssID [HomeGateway |
Bluetooth Authentication
) Disabled ) WEP WEP Key
O WRaA-PSK @) WPA2-PSK PSK Pass Phrase [ |temp1255 |
User ID:
3 VP, ) wWpaz
Password
) 802.1X Method: MDS

User Name
Password
Encryption Type AES -

IP Configuration
) DHCP

() Static

IPv4 Address
Subnet Mask

nlo
o | p

| =
¢

IPvE Configuration

(@) Automatic

O static

IPvE Address 4
Link Local Address FEB0::208:BEFF:FED0:CBEB

Figure 23: configuration of the raspberry pi wireless interface and dynamic IP address
assignment
B cpco

Specifications Physical Config Desktop Programming Attributes
—

GLOBAL
Settings Gateway/DNS IPva
Algorithm Settings - DHCP
Fil=s= 3 static
INTERFACE
wWireless=

Defaull Gatewsa

Bluetooth DMS Server

Gateway/DNS IPwE
() Automatic
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Default Gatewvway

DMS Server

IoT Server
) Mone
) Home Gatewray
() Remote Server

Server address [ ]

User Mame [ |

Passwword [ |

Connect

1 Top

Figure 24: dynamic ip address assignment to raspberry default gateway and dns server

2.3. Configuration for the reception of emails

2.3.1. Configuration of the Raspberry pi
To configure the raspberry so that it can receive messages, you must:

-click on the raspberry
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-choose “programming”

-define the name of the program and choose the language (we chose "python" later “"email
python"

Create Project ®

Enter a project name and select the project type.

Name: [email

@) Template

: Email - Python -

) Glebal Script Project
MQTT Broker - (Python) -

Create Cancel

Figure 25: Creation of ‘email
Finally, click on “create”.

After that we go to the interface and click on “main”. We will therefore have a basic program for
sending emails that we are going to modify.

2.3.2. Configuration of the server
After doing this work, we return to the server for a new configuration
For this, we will follow the following procedure:
- click on the server,
- choose "email”
-define users and passwords. (We have defined 3 users so one sender and two recipients).

All this after the email services are activated and also that the domain name is correctly defined.
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Figure 26: email service (creation of logins and passwords)
2.3.3. Configuration of the computer
Click on pc, choose “Desktop” then “email” and “email configuration”.

Physical Config Desktop Programming Attributes

Incoming Mail Server [10.0.0.10

Sutgeing Mall Server [10.0.0.10

Logon Information

Remowe Clear

1 e

Figure 27: Configuration of email
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RESULTS

After configuring the equipment and writing the algorithm, we will compile our program by
clicking on “run”.

After configuring our system equipment (router, central server, cloud server, 10T server, DNS
server, gateway, door, siren, motion detector, Raspberry pi, administrator machine, user) [4], and
I writing the algorithm, we can then run our program.

¥ spco — O x

Specifications Physical Config Desktop Programming Attributes
I

EMAILALERT (Python) - main.py

[New| [Impaort| [Install to Desktop||Stop| |Clear Outputs| [Help|
o |Rel{:ad| |Copy| |Paste| |Und0| |Red0| |Find| |Replace| Zoom:|+| |—|
main.py 1 from email import * ™
2 5
3
g
10
11 -
12
13 :
14 print ("Body: " + body)
5~ def cnEmailSend(=ztatus):
16 pri "zend status: " + str(status))
17 » def
13
139 .
20
21
22
23 )
24 onReceiwve (onEmailReceive)
25 onSend (cnEmailSend)
28 - while True: -
2'?., S F (Ai~mi+=aT1Das~Ar1i—— HTTHL -
28 3
Starting EMATIALERT (Python)...
4

L] Top

Figure 42: Execution of the program [4]

Appendix A presents the source code of the program used to simulate our door control system by
facial recognition [4] on Pocket Tracer.
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3.1.

First case: Face detected and recognized

There is facial recognition, materialized by the activation of the LED, the door opens.

— i,
détectaur dy mnuveméﬁ;,/ Cabjp?itodem-PT
i ;&Mﬂdamﬂ Cloud-PT S e *
", Cloud0 v
7 / ter-PT Central-Off Server
“,‘”,.” by / roliTEUR ISP Central Office¥serverd
iy “ (7 A/
”W"”"’Z/”///
il l
i )
L \\\\\\\\\‘:\\\\\\\ DLCID0 =
N Y Home Bafawayd e 8l Tower
;Dr?; \\\“\\\\\\\\\“ \\\\\\\ _:;. S witch :I-G?“ Towerd
! & E s
S E $
ﬁ \\\\\\\ ] v
[
Laptop-PT g
o s ST
reconnaissance faciale Webcam Server DNS Server loT
Figure 43: Opening of the door [4]
An email is sent to the administrator to report the opening of the
door.
Physical Config Deskiog Programming Aftributes
X
Mais
Compaose Reply Receive Dedate Configure Mail
From Subject Received Lo
3 mcuiiciscocom alerie inconnu lun. juil. 18 2022 031758
4 meu@cisco_ com alerie inconnu
5 mcuicisco com akerie inconnu
B mcu@cisco.com

han, juil. 18 2022 031741
lun. juil. 18 2022 03:17.07
alerie reconnaissance
£

mar. jull. 19 2022 22:48:03
alerte reconnaissance

mcuiicisco.com

Sent : lun. juil. 18 2022 03:18:45

>
porte ouverle

Figure 44: mail for the door opening [4]
3.2.

Second case: Face detected and not recognized
There is no facial recognition and the alarm activates itself.
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Figure 45: Activation of the alarm [4]

An email is also sent to the administrator in this case.

Phy=ical Config Deskiop Programming Attributes

MAIL BROWSER
Wails
Compose Reply Receive Delete Configure Mail
From Subject Received ~
2 mcu@cisco.com alerte inconnu lun. juil. 18 2022 03:19:31
3 mcu@cisco.com alerte inconnu lun. juil. 18 2022 03:17:58
4 mcu@cisco.com alerte inconnu lun. juil. 18 2022 03:17:41
5 mcu@cisco.com alerte inconnu lun. juil. 18 2022 03:17:07 y
< >
alerte inconnu
mcu(@cizco.com
Sent : lun. juil. 18 2022 03:19:55
un inconnu est devant la porte

Figure 46: Receival of the message

3.3.  Monitoring Interface

Il est possible de contrdler les équipements de notre systeme a travers le téléphone. En effet,
I'administrateur peut, a travers son téléphone, activer ou éteindre la caméra, ouvrir ou fermer la
porte ou encore permettre ou éteindre la sirene. Pour cela tous ces équipements doivent étre
connectés au serveur 10T en mode « remote ».
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La figure ci-dessous présente l'interface de commandes des différents équipements a travers le
smartphone.

Privaical Config L Programming Altribules
—

¥ . Raspbarry pi (PTTOS109738-)

= @ porte (PTTOS10PVEL-) Door
open .
Lock I o

v @ reconnaissance faciale (PTTOB10WECS

v @ detecteur de mouvement (PTTOS10E4K1-)

- @ sirere (FTTOBIDZS0N-) Siren
on .

= @ camera (PTTOB10HSES-) ‘Wabcam
on .

Figure 47: Administration of equipment via smartphone [4]

IV.  CONCLUSION

This work highlights the design and simulation of a video surveillance system with facial recognition on the Packet
Tracer network simulator. This system is an Internet of Things (loT) application that uses a Raspberry Pi
nanocomputer on which a camera is connected, and exploits cloud services to store the faces of people with
authorization to enter the company. . The solution we propose is a didactic tool. It can therefore be used by teachers
for students for educational purposes.
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