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ABSTRACT

The digital world presents opportunities for the art of data concealment. Steganography exemplifies this, enabling the
embedding of confidential data, such as images or text, within innocuous digital images. Leveraging non-secret files to
transmit secret messages offers a distinct security advantage over cryptography by aiming to avoid the scrutiny of hackers.
While the existence of the hidden data remains known only to the intended sender and receiver, this paper proposes a hew
steganographic approach for concealing an RGB image within another. The method involves choosing three coordinates
within the cover image. The red, green, and blue values of each pixel in the secret image are split into three segments and
embedded within the middle value of the respective color channels at these three coordinates. A circular formula is used to
calculate the subsequent embedding coordinates. To further bolster security, adding noise to the cover image before the
embedding process is suggested.
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l. INTRODUCTION Three independent image planes are in the RGB model.
The primary colours of RGB model are red, green and

The art of concealing information within other data is blue. Figure 1 shows the standard wavelength for the
crucial in today's digital landscape. Steganography three primaries colours in the RGB model.
stands out as one such technique for embedding
information within digital media. Evading the notice Specifying particular colour is a combination of the amount
of malicious actors while hiding images presents a of each primary component.
significant challenge, making steganography, and B

especially its combination with cryptography, a
potentially stronger security measure. Given the

evolving threats in the digital world, continuous Bloe f— _, Cyan
research and novel approaches in both steganography 4
and cryptography are essential. This paper contributes
to this field by proposing a new method for hiding an
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RGB image within another, with the primary goal of |
avoiding hacker detection. i
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Figure -2 — Geometry of the RGB model

Figure -1 - Standard Wavelength

Figure-2 shows the geometry of the RGB colour model
Cartesian Co-ordinate system is used for specifying
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colours in the RGB model. The greyscale spectrum lies
on the vertices of line joining black and white vertices.

bit color model. Each primary color has 8-bit to store
their shades. Combination of red, green and blue shades
produces different colors. The maximum integer value
for each primary color is 255, which is stored in the 8-
bit storage [Tablel]. Hence each primary color shades
start from 0 to 255. So totally, each primary color has
256 shades. Total number of colors in the RGB model
is 256 x 256 x 256.

Primary Color Min Max
Value | Value
Red 0 255
Green 0 255
Blue 0 255
Table-1

Total number of colors in each primary color has 256
shades, starts from 0 to 255.

In this approach, integer value of primary colors in
RGB are splitted into three digits, v1,v2 and v3.

The greyscale colours are made from equal amounts of
each primary colours. RGB color model is defined 24-

For example the value 178 is considered as v1=1, v2=7,
v3=8. Table 2 describes range of v1, v2 and v3.

Value Min Max
Value | Value
vl 0 2
v2 0 9
v3 0 5
Table - 2

The maximum value for any shade is 255. Then v1 is
in the range [0,1,2], v2 is in the range
[0,1,2,3,4,5,6,7,8,9] and v3 is in the range [0,1,2,3,4,5].

I11.  PROPOSED APPROACH

In the proposed approach 8-bit image is hiding in 24-bit
image.

Get (XC, YC) in the
embedded image

In the embedded
image, using
(XC.YC) as center,
radius r, find three
points in the
circumference of
the circle with three
different angles as

(XRaYR)a (XCaYC)a

In the embedded
image replace
(XC,YC) with (Xg,Yg)

Replace 3 pixel values
in embedded image
with pixel value of
(Xh, Yh) in hidden

image

(XBsYB)

Is (Xh, Yh)
last pixel in
the hidden
image?
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Figure -3 — Proposed Approach

The pixel value of hidden image splits into three digit,
that is three parts [v1,v2,v3].

Select a co-ordinate (X Yc) from the embedded
image which is shared by sender and receiver. Then
find three co-ordinates(Xg,Yr), (Xs,Yc) and (Xg,Ys)
from the circumference of the circle with center

(Xe,Ye¢), radius r (also shared) and angles 45°, 135°
(90-+45 and 225 (180-+45¢).

XR=Xc+1.00S(45)  --mmmmmmmmmmmomooes [1]
YR=YcHr.SiN(45)  -----momooeeeeeeeoe- [2]
Xe=Xc+r.c05(90+45)  ----mmmmmooooe- 3]
Yo=Y+r.8in(90+45)  ----oomooomeeee [4]
Xp=Xc+r.c05(180+45)  ------nmmmmmmm- [5]
Ye=Y+r.8in(180+45)  ----------eeme- [6]

Next find the pixel value of hidden image
(XreB, Yres). Find the Red, Green and Blue value of
(XreB, Yrea) in the hidden image

Take RED Take pixel value at .
Find Red, Green and
/GREEN/BLUE - pixel Yo (KXo e (E:e:)al“
value of hidden image gYg)mthe | — ECpy (Elf -
(HRpv)/ (HGpv)! (HBpv) embedded image POy (S5
{ (ERpv)/ (EGpvy/ ‘\
L (EBpv) v -—
Split the digits of (HRpv)/ ERg/EGg EREE:?W
(HGpv)/ (HBpv) ERVEGr /EB; .
£ Split the
(HRpv2, HRpv1, HRpv0)/ 3y Split the Pd, !
(HGpv2, HGpv1, HGpvl)/ Spitic digit lg“
(HBpv2, HBpv1, HBpv0) digit \ \
‘// \ / = e ervz | [ EROO/ ERb1/
Py HRpY2/ iRz | [ERe || ERv0r ERg | | ERe2 Re vcvy | | EGvo — | EGDY
ER[J‘"Of pv ) EGoY EGth' — EGgﬂ -
HGpv/ HGpY/ HGpvY/ EG |- EGri/ || EGry Gg =5 ey EBDb2 EBb EBbI
HBpv HEpvi ]IBDVZ\ EB12 EBr1 || EBr0 EBg2 -
Replace Replace Replace
ERg0/EGg0/EBg0 ERgI/EGg)/EBgl ERrI/EGr1/ EBrl
with with with
HRpvO/HGpv0/ HRpvI/HGpvl/ HRpv2HGpv2/
HBpv0 HBpvl HBpv2
ERr2 HRpv2ER10/
EGi2 HGpv2EGr)/ ERg2 HRpvIERg)/ ERb2 HRpvOERDO/
EBr2 HBpv2EBr0 EGg2 HGpvIEGg/ EGb2 HGpvOEGDO/ [«
EBg2 HBpvIEBg0 EBDb2 HBpvOEBbO
!
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Figure -4 — Replace hidden image RED value in the Embedded Image Embedded image
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red value from coordinate (XRGB,YRGB) in the
hidden image. Split the digits of the red value in
(XRGB,YRGB) into HRr2, HRrl, and HRr0. For
example, if the red value is 198, then HRr2=1, HRrl
=9, and HRr0=8. Then, replace the middle digit of the
red, green, and blue components at (XR,YR) in the
embedded image with these values. For instance, if
the original RGB values are red=129, green=080, and

blue=150, after replacement, they become red=119,
green=090, and blue=180.

Similarly, store the green and blue values of (XRGB
,YRGB) from the hidden image in the corresponding
color components at (XG,YG) and (XB,YB) of the
embedded image, respectively, by replacing their
middle digits.

If the embedded image is pre-processed by adding
noise, it becomes more difficult for hackers to track
the hidden image.

Apply this approach to store all pixel values of the
hidden image within the embedded image.

IV. SCOPE OF THE APPROACH

The proposed approach demonstrates significant
effectiveness when the embedded image undergoes
pre-processing with the addition of noise. The
distribution of the hidden image's RGB values across
the entirety of the embedded image makes it
challenging for malicious actors to retrieve the
concealed data.

V. FUTURE ENHANCEMENT
This approach is only for RGB colour model. This
approach should be enhanced for all color models.
The pixel values are stored in the embedded image
without getting the attention of hackers.

VI. CONCLUSION
Cryptography's strength lies in concealing message
content, but its weakness is its conspicuous existence,
which can alert hackers. Steganography, however,
provides enhanced security by hiding the very fact
that secret data is being transmitted, thus remaining

unknown to unauthorized individuals. Despite the
array of existing techniques in both fields, the
dynamic nature of digital security demands
continuous research and innovative solutions. This
paper introduces a novel approach for concealing an
RGB image within another RGB image, specifically
designed to evade the notice of hackers.
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