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ABSTRACT

The rise in cybersecurity breaches, data privacy issues, phishing emails across the globe created the demand for cybersecurity
protection in cloud-computing platforms such as laaS, PaaS and SaaS. Cloud Computing Technology is widely used across
industries to optimise the real-time data integration, storage, outsourcing IT product/services and reduced the need for strong IT
infrastructure for software development. The study proposed the integration of the Zero Trust Architecture model across cloud

computing platforms to improve cyber-resilience
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I. INTRODUCTION

The concept of cloud computing can be defined as the
technique of delivering computing resources such as servers
and storage, which originated from the idea proposed by an
American computer-oriented scientist and psychologist, J.C.R.
Licklider. Licklider's idea of "Intergalactic Computer
Network"impacted ARPANET (Network Agency of
Advanced Research Projects) development by introducing the
cloud computing feature [1]. Cloud computing plays a crucial
role in improving the influence of cybersecurity strategies in
the prospect of mitigation of cyber threats. Cloud computing
offers scalable resources, resulting in real-time detection of
cyber threats, alongwith assurance about instant response to
cyber attacks.

The key benefits acquired by the active collaboration
of cloud computing techniques with cybersecurity strategies
involve the integration of Zero Trust Architecture for the
appropriate addressing of cybersecurity threats. This model
effectively relies on the principle associated with “never trust
and always verify,” which highlights no trust for any user or
device irrespective of their network access and location. The
approach is significant for cloud environments due to its
positive impact on reducing threats by leveraging reliability,
specifically for internal users[2]. ZTA is important for
companies having a hybrid workforce, as its data is accessed
by employees from various locations

Il. CLOUD COMPUTING

In this section, we will provide a brief overview of the
cloud computing technique through the introduction of its

concept along with its operational function and main
framework of its research

A. Brief introduction to Cloud Computing

The cloud computing technique ensures access for users to
resources on demand. The variable models of cloud
computing are divided into two broad categories, which are
the Deployment model and the Service model. The
deployment models of the cloud computing technique involve
public, hybrid, cloud computing and private models. Public
models include IT infrastructure, such as networking
resources. As per Khando et al. [3], Private models provide a
computing environment developed specifically for a single
organisation[3]. Hybrid models combine both private and
public networks for the creation of a flexible infrastructure.
Community cloud involves the sharing of a common interest
among several organisations.

The service models are Infrastructure as a Service (laaS),
Software as a Service (SaaS), and Platform as a Service
(PaaS). The Infrastructure as a Service (laaS) is a cloud-
computing that facilitates access to computing resources,
including networks, servers and internal storage on the service
user’s demand. The diagram demonstrates the basic
architectural view of laaS using Azure Virtual Machines. The
figure highlights that individual virtual machines have access
to a single network card with a distinct public IP. The end user
access request is transmitted to the Public load balancer
through a firewall. The virtual machine used by the software
owner is uploaded into the storage system. Based on the user
request, a distinct virtual machine linked to a computer is
deployed for the end user.
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Service vendor platform

Source: [4]

The Software as a Service (SaaS) involves accessibility to
software applications by users through the internet [5]. The
image below illustrates the architecture of SaaS in real time,
for example, the coding segment, cloud-based database and
organizational servers are integrated into a single application.
The end user can easily get access to the application (latest
software version) through the internet and can use the
software using a subscription model.
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Figure 2: Architecture of Software-as-a-Service model
Source: [5]
Platform-as-a-service is a cloud-computing model that
leverages third parties to offer business applications, hardware
and software components to the end users on demand [6]. The
image below illustrates that developers integrated the network
access, hardware components, data backup facilities, data
security, application hosting and database. Moreover, the
third-party developers also offer an Integrated Development
Environment, an Operating System and Software on a
subscription basis to run individual applications.
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Figure 3: System Architecture for Platform-as-a-Service
model
Source: [6]

B. Operational functions of Cloud Computing (CC)

In [7], the author explained that the operational function of
the CC model is to offer data programs, hardware and
software components and an integrated development
environment to the end-users on demand. This reduced the
reliance of end users on local storage services and computer
hard drives. Thus, in comparison to on-premise or local
servers, cloud computing services are more inclined towards
the cost-effectiveness side. Alongside that, resource
management, backup and recovery and automatic also comes
under the core operational function of cloud computing. In
[8], the authors evidenced and distributed nature of Cloud
Computing contributed to scale and share the computing
capabilities with multiple end users.

C. Basic research framework of Cloud Computing

According to the basic functioning of Cloud Computing, in
[9], segments cloud computing in 2 aspects, the frontend and
another is backend. In the front-end operations, a Graphical
User Interface (GUI) is used to create a consistent interaction
with the cloud. The key components of backend operations
include, “security”, “management”, ‘“cloud runtime”,
“management”, “application” and “service”. The front-end
and back-end components of the Cloud Computing research
framework are connected via the Internet.
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Figure 4: Basic Research Framework for Cloud
Computing

Source: [9]

The proposed research framework of Cloud Computing
also refers to the existing literature. For example, Binary
Terms [10] proposed a research framework that highlights the
core functioning of the frontend and backend components of
Cloud Computing

I11. RECENT CHALLENGES AND
THREATS WITHIN CYBERSECURITY

A. Malware attacks

Malware attacks might occur in either frontend or backend
processes of Cloud computing, for example, web application
attacks are commonly seen in the front end side. Whereas,
server-driven malware occurs from the back-end process of
Cloud Computing. Here are some examples,

Denial of Service: The authorised end-users access to the
server is lost, the attack can be planned from a single source
as well as from distributed systems [11].

Logic Bomb: The code developed by a programmer enters
into a specific application or event to carry out the destruction
works.

B. Challenges of social engineering and phishing attacks

The frequent occurrence of phishing attempts and social
engineering activities might hinder the usage of cloud
computing platforms. Some of the consequences of social
engineering and phishing attempts are stated below:

Financial Harm: Clicking on the phishing emails might lead
to unauthorised access to financial account credentials.

Breach of individual privacy: Stolen of personally
identifiable information through social engineering activities
and phishing emails might lead to an individual privacy
breach [12].

C. Advanced Persistent Threats and challenges

In [13], the author mentioned that the traditional Intrusion

Detection System is prone to wrong identification of attacks,

low accuracy and high false-positive rates towards Advanced
Persistent Threats. APTs are referred to the targeted
cyberattacks that aim to steal online information or data over
time. Some of the negative consequences of APTSs in cloud
computing are explained below:

Increased operational cost: As per IBM Security, the
average cost of recovering information from APT attacks
increased to $4.35 million in 2023 [13].

Financial loss: From the perspective of a large organisation,
a single APT attack can cost up to $6.93 million [13].

D. Ethical challenges

Turilli and Floridi [14] in their research evidenced that
cloud computing adoption in the IT infrastructure can be
challenged by a few ethical issues, which include, fairness and
accountability. Describing each ethical challenge below:

Fairness: The prevalence of digital divide might trigger
unfair distribution of computational resources during cloud
computing [14]. Still in the 20th century, the prevalence of
digital divide is considered high, as the internet access in
urban areas was 82% whereas in rural regions it was 46% [15]

Urban/rural digital divide
in LDCs

Percentage of individuals using
the Internet in 2022

World g:/o

Figure 5: Digital Divide prevalence in the world in 2022

Source: [15]

Accountability: Cloud Computing platforms are prone to
user anonymity, this might include the developed, end users
and software procuring organisation. Thus, low accountability
among the service users in cloud computing might amplify
their privacy risks.

IV. APPLICATION SCENARIOS OF CLOUD
COMPUTING TO MITIGATE CYBERSECURITY
THREATS
A. Incident Response

Cloud Computing Technology enabled the users to quickly
report the nature of cybersecurity attacks, for example,
whether it is DDoS or logic bomb, or phishing emails. The
integration of Cloud Technology enabled the users to quickly
gain awareness of the attack, assessing the surface area of
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attack, containing the attacks with firmware and minimising
the harm through a distributed architecture. Some use cases of
Cloud computing in Incident Response are:

Alibaba: The company applied Cloud computing
technology, “Alibaba Cloud” to report, communicate and
handle data breaches and security incidents [16].

Microsoft: The technology company also had a cloud
computing platform, ‘“Microsoft Cloud” in place to handle
incident response and tackle network vulnerabilities
effectively [17].

B. Threat Detection

Cloud-computing Technology can also be used in the areas
of threat detection and threat intelligence. The technology
plays a pivotal role in real-time detection of digital threats and
network security wvulnerabilities in SaaS, PaaS, or laaS
platforms. The use case of Cloud-based Threat Detection are
provided below:

Amazon GuardDuty: The retail giant, Amazon,
incorporated ML algorithms into its cloud service platform,
“Amazon Web Services”, to procure Amazon GuardDuty. The
application offers end-to-end visibility and is explicitly used
for Intelligent Threat Detection [18].

IV. CYBERSECURITY STRATEGIES
WITHIN ZERO TRUST ARCHITECTURE

In [19], the author evidenced 5 core principles of Zero
Trust Architecture in terms of strengthening the perimeter-
based defense mechanisms in cloud space. The Zero Trust
Core Principles include “establish identity”, “assume presence
of a hostile actor”, “zero trust is a paradigm”, “Risk-based
adaptive approach”, and “limited access” [19]. The perceived
benefits of zero trust architecture are flexibility, enablement
and resilience. Thus, maximizing cybersecurity with the Zero
Trust Architecture model using the following stages:

1. Risk Prioritisation in digital landscape: Identifying
the wvulnerable surface and threat landscape in the cyber
environment using ML/AI algorithms.

2. Enterprise-wide Policy to gause cyber assets
sensitivity: Reporting the threat landscape and assets
vulnerability using cloud-based Threat Detection services
(Amazon GuardDuty).

3. Granular perimeter enforcement along with
microsegmentation of cyber assets: Assuming the operating
cyber networks is hostile, this helps in removing the trust
perception in cybersecurity and cloud computing. This fulfills
one of the principles of Zero Trust Approach.

4. Applying the Zero Trust Network on laaS Cloud
Computing platforms: Leveraging the Zero Trust Network
(ZTN) into the laaS architectural model might reduce the
vulnerability of facing cyber threats in the frontend and
backend components of Cloud computing.

5. Updating the cloud server access provisions with
multi-factor authentication: As proposed in [20], multi-factor
authentication will help to minimize the disclosure of cloud
servers to unauthorised access.

Zero Trust Core Principles

Gartner.

Figure 6: Principles of Zero Trust Network

Source: [19]

VI. Trends on future developments in Cloud computing and
Zero trust cybersecurity frameworks

1) Identity Governance in Zero Trust Network

In [21], the author explained the future possibilities of
implementing an Identity Governance policy in the cloud
computing functional areas. The proposed future development
can be achieved through enterprise resource access
optimization, for example, only enabling partial access to
cloud servers and online databases. This will also help to
counter the access privileges in enterprise resources used for
cloud computing.

2) Cloud-to-cloud Enterprise with Zero Trust Network
integration

Zero Trust Network Approach is an ongoing trend in the
field of cybersecurity and reputed technology brands and
regulators such as Microsoft and the National CyberSecurity
Centre also promote the usage of Zero Trust Architecture
design to counter cyber vulnerabilities. Hence, there is a
future possibility to enhance the perimeter security of Cloud-
to-Cloud or MultiCloud Enterprise Network through Zero
Trust Architecture deployment [21].
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Figure 7: Multi-Cloud Enterprise using Zero Trust
Architecture
Source: [21]

V. CONCLUSION

The increasing usage of the internet, smartphones and e-
commerce positively influences the adoption rates of cloud
computing technology. On the other hand, social engineering
activities, phishing attempts and DDoS attacks acted as
barriers to cloud computing integration. Thus, the findings of
the research proposed the usage of the Zero Trust Architecture
model to improve the cybersecurity controls in cloud-
computing platforms.
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