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ABSTRACT 

This paper examines cybersecurity threats affecting online banking applications with a focused 

reference to Nagpur City, India. Using published statistics, local case reports and national 

regulatory guidance, the study identifies prevalent attack vectors, evaluates the impact on 

consumers and banks, and proposes mitigation strategies suitable for banks, regulators and users. 

The paper draws on Nagpur cybercrime data for last year and RBI/industry guidance to create a 

set of practical recommendations to improve resilience of online banking services. 
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I. INTRODUCTION 

Digital banking adoption in India has 

accelerated rapidly, bringing convenience 

but also an expanded attack surface for 

cybercriminals. Online banking threats 

range from phishing and SIM-swap attacks 

to malware, social engineering and 

fraudulent account takeovers. Local trends 

in Nagpur highlight substantial financial 

losses and many unresolved cases, making it 

an appropriate microcosm to study the 

practical impacts and mitigation challenges 

for city-level banking ecosystems. 

II. LITERATURE REVIEW 

Global and national studies highlight 

phishing, credential theft, malware, man-in-

the-middle attacks, and insider fraud as 

persistent threats. The RBI has long 

mandated cyber resilience measures, urging 

banks to adopt adaptive authentication, anti-

bot CAPTCHAs, fraud analysis and cyber 

crisis management plans. In India’s BFSI 

sector, targeted phishing campaigns and 

rapid migration to cloud/third-party systems 

increase risks. Locally, Nagpur reports 

hundreds of cases yearly with low recovery 

and prosecution rates, underscoring 

challenges. 

Phishing & Social-Engineering — Recent 

reviews and empirical studies show phishing 

(email, SMS/smishing, social media) 

remains the dominant vector against banking 

customers; psychological triggers such as 

urgency and authority dramatically increase 

success rates, which supports combining 

user education with technical email/domain 

protections. (SAGE Journals) 

 Mobile Banking Malware & Fake Apps — 

Research on Android banking trojans 

documents overlay attacks, keylogging, 

misuse of accessibility services and C2 

exfiltration; behavioural classifiers (e.g., 

DBank) achieve good detection performance 

and complement static signature methods. 

(UCL Discovery) 

 SIM-Swap & Account Takeover — 

Comparative analyses of carrier 

authentication policies show SIM-swap 

effectively defeats SMS-based 2FA; studies 

recommend stricter carrier-side verification 

RESEARCH ARTICLE                                     OPEN ACCESS 

http://www.ijcstjournal.org/
https://journals.sagepub.com/doi/10.1177/10567879221082966?utm_source=chatgpt.com
https://discovery.ucl.ac.uk/10201640/1/DBank_Predictive_Behavioral_Analysis_BAI_Published_Online_9_April_2019_GREEN_AAM.pdf?utm_source=chatgpt.com


International Journal of Computer Science Trends and Technology (IJCST) – Volume 13 Issue 6, Nov-Dec 2025 

 

ISSN: 2347-8578                          www.ijcstjournal.org                                                  Page 92 
 

and regulatory countermeasures. (ACM 

Digital Library) 

 Fraud Detection & Adaptive Authentication 

— Systematic reviews and recent papers 

demonstrate that adaptive, ML-driven fraud 

detection (including federated / privacy-

preserving variants) improves detection 

while protecting customer data; these 

techniques are now practical for bank 

adoption. (Nature) 

 Regulatory & Supply-chain Controls — 

Peer-reviewed and policy literature converge 

on SSDLC, third-party risk management, 

source-code escrow and board-level cyber-

resilience planning as essential governance 

measures; RBI master directions codify 

many of these expectations for Indian banks 

and payment operators. (Reserve Bank of 

India) 

III. OBJECTIVES 

1. Identify the main cybersecurity threats to 

online banking applications as observed in 

Nagpur. 

2. Quantify local impact using available 

incident data and reports. 

3. Analyze gaps between current practices 

and recommended regulatory controls. 

4. Provide actionable recommendations for 

banks, regulators and customers. 

IV. METHODOLOGY 

This study uses secondary data analysis 

(Nagpur cybercrime statistics, Maharashtra-

wide cybercrime figures), review of 

regulatory/industry guidance (RBI circulars, 

industry reports), and case study synthesis of 

local incidents. Limitations: no primary 

survey data was collected; reliance is on 

published data. 

V. DATA & OBSERVATIONS 

Nagpur reported 144 cybercrime cases in 

2024 (mostly financial fraud), with limited 

chargesheeting. In 2024, citizens lost ₹63.85 

crore across 212 cases. Cases include digital 

arrest scams and insider frauds. RBI 

guidance emphasizes adaptive 

authentication, fraud analysis, and secure 

third-party practices. 

VI. ANALYSIS 

Predominant threats include phishing & 

social engineering, SIM-swap/OTP 

interception, malware, insider misuse, and 

third-party vulnerabilities. Systemic gaps: 

weak investigation capacity, low awareness 

among users, over-reliance on SMS OTP. 

VII. RECOMMENDATIONS 

For Banks: adopt adaptive authentication, 

stronger fraud analytics, secure third-party 

integrations, customer training, incident 

response support. 

For Regulators: improve local forensic 

capacity, enable public–private 

collaboration. 

For Customers: use only official apps, 

enable biometric authentication, avoid 

sharing OTPs, and promptly report fraud. 

VIII. CONCLUSION 

Nagpur’s cybercrime data reflects broader 

Indian challenges: high fraud volumes, 

significant impact, and weak 

investigation/recovery. Aligning local 

practices with RBI guidance, combined with 

awareness and adaptive technology, can 

strengthen online banking security. 
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