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ABSTRACT

Verifying academic records through traditional methods—such as postal mail, email correspondence,
or in-person visits—often creates delays and difficulties for students, institutions, and employers.
These conventional processes are not only slow but also prone to errors and manipulation, especially
during recruitment when organizations must confirm the authenticity of submitted qualifications. To
address these challenges, this study introduces an online verification platform designed to provide a
centralized, reliable, and easily accessible system for validating student and graduate documents. The
proposed e-verification portal streamlines communication between universities and external agencies
by enabling secure, real-time verification from any location. By reducing manual workload,
minimizing processing time, and preventing credential fraud, the system contributes to the broader
vision of a smart and digitally integrated college environment. This research outlines the conceptual
framework, system design and the key outcomes achieved through the deployment of the verification
system
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allowing authorized parties to access
verified records in real time.

PROBLEM STATEMENT

Educational institutions and employers face
persistent challenges in verifying the
authenticity of academic certificates and
student records. Traditional verification
methods—such as email requests, physical
document submission, and manual cross-
checking—are slow, costly, and often
unreliable.  These  processes  create
significant delays for students seeking
admissions or employment and place a
heavy  administrative  burden on
universities. More critically, the rise in
forged  certificates and
qualifications undermines trust in academic
credentials and exposes organizations to
reputational and operational risks.

fraudulent

Despite the availability of digital tools,
existing verification systems still often
depend on centralized databases that are
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vulnerable to tampering, unauthorized
access, and data manipulation. There is a
lack of a secure, transparent, and
universally accessible platform that can
authenticate academic documents without
relying on intermediaries[2][3]. Therefore,
there is an urgent need for a robust
technological solution capable of ensuring
data integrity, preventing credential fraud,
and enabling instant, verifiable access to
academic records.

This research addresses the problem by
proposing a blockchain-based online
verification system  that ensures
immutability, decentralization, and secure
validation. The study
investigates how blockchain can eliminate
fraudulent

verification time, enhance trust, and

document
qualifications, reduce
provide a standardized mechanism for

verifying student and graduate documents
across institutions and borders.
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OBJECTIVES OF THE PROPOSED each certificate is then generated using a
SYSTEM chaotic search algorithm to ensure

cryptographic security. Subsequently,
these digital certificates are permanently
incorporated into the  blockchain.
Verification is designed to be
straightforward and accessible through a
dedicated mobile application.

This blockchain-based approach
fundamentally disrupts the traditional,
less secure system of certificate
management. The proposed solution
mitigates these risks by utilizing tamper-
proof digital certificates secured through
decentralized blockchain technology.

In today's digital era, the majority of
documents, including SSLC, HSC, and
academic diplomas, are now available in
electronic formats from educational
institutions. However, students often face
challenges in securely maintaining their
physical degree certificates.
Simultaneously, organizations encounter
significant  difficulties in manually
verifying the authenticity of these
documents, a process that is both time-
consuming and prone to error.

This paper proposes a system to store
educational certificates on a blockchain,
thereby enabling efficient and secure
management. The process begins by
converting all relevant paper certificates
into a digital format. A hashing code for

PROPOSED SYSTEM

A Methodology
An elaborate approach to the validation of

student certificates includes a series of
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steps aimed at ensuring the authenticity and
correctness of the documents in question.
To begin with, the stakeholders in the
process should provide a centralized
database or an electronic platform on which
all the certificates will be kept for easy
inspection. This system should bear unique
identifiers such as QR codes or serial
numbers on the documents, for quick
authentication purposes. Thereafter, such
records should also be reconciled with the
particular student’s records, such as units
completed, grades, and the dates of release
of such records. To add on the level of
protection, an option of placing the
information on the blockchain may be
added resulting in the creation of secure and
unalterable records. In instances where the
scrutiny has to be manual, clearly outlined
procedures must be in place that will allow
those wishing to validate certificates, to
contact the relevant issuing authority. Non
hand-written signatures can also be used as
forms of deterring such practices. The
reinforcement of the validation systems
should be encapsulated with the scheduling
of checks and reviews of the procedures in
order to sustain the usefulness of the
system[8].

B.  Creation of Digital Certificates
The process of designing and

generating a digital certificate on a
blockchain  follows a systematic
approach. To begin with, the requisite
detailed information  about the
certificate is prepared, for instance, the
name of the student, the programme
completed, proffered date, and the
specific certificate ID. institution-
specific information such as the name
of the institution and the digital
signature may be incorporated to
improve the credibility of the data.

International Journal of Computer Science Trends and Technology (1JCST) — Volume 13 Issue 6, Nov-Dec 2025

Then, itis the turn to select a blockchain
platform based on aspects such as the
type of  network, the costs
encompassed, and scalability. Among
these options are public blockchains
such as Ethereum and closed networks
such as Hyperledger which provide
different levels of limitations in
regard to security and accessibility.
On those haof platforms that allow the
use of smart contracts a specific smart
contract was designed to deal with the
task of management of the certificates.
This contract contains procedures on
how to create new certificates, check
the status of existing certificates and
how to delete, if need be, profiled
certificates[9]. After such a smart
contract has been designed, it is then
uploaded to the blockchain which
allows for the certificates to be issued
in a secure manner by institutions and
all those credentialing purposes by the
certificates, can be carried out ‘online’
by the verifying agencies.

C. Hash Code Generation

To create a secure digital fingerprint for a
certificate, you start by picking a reliable
method, like the SHA-512 algorithm,
which is widely trusted in systems like
blockchain. Next, you gather all the key
details from the certificate that need to be
protected—such as the student’s name,
the program studied, the issuing
institution, relevant dates, and any unique
certificate ID.

This information is then processed
through the SHA-512 algorithm, which
generates a unique string of characters
called a hash. This hash acts like a one-of-
a-kind digital seal for that exact set of
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details. Even the smallest change to the
original information—Ilike altering a
single letter—will produce a completely
different hash, making any tampering
immediately obvious[10].

Finally, this unique hash is stored on the
blockchain. Later, anyone who needs to
verify the certificate can simply run the
same process on the document’s data. If
the newly calculated hash matches the one
stored on the blockchain, they can be
confident the certificate is authentic and
unchanged.

D. Digital certificate validation
A core benefit of using blockchain to

validate digital certificates is its ability
to verify a document's authenticity by
linking its details to a unique fingerprint
stored on the blockchain. Here's how
the verification works: a verifier—such
as an employer or university—first
gathers key details from the certificate,
like the recipient's name, course title,
dates, and registration number. These
details are then combined and run
through the same cryptographic hash
function (like SHA-512) that was
originally used to create the certificate’s
digital fingerprint.

The resulting hash code is compared
against the one stored permanently on
the blockchain. If the two hashes match
exactly, it proves the certificate is
genuine and unchanged since it was
issued. This provides a fast, secure, and
decentralized way to check credentials,
eliminating risks of forgery or
tampering[11].

Additionally, some blockchain systems
offer advanced features, such as
revocation capabilities. This means if a
certificate is later invalidated, that
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status can also be recorded on the
blockchain, providing an extra layer of
security and up-to-date accuracy during
the verification process.

E. Working of Application
A digital  certificate  validation

application based on blockchain
technology  works by  securely
controlling the generation,
management, and verification of all
certificates. Whenever a school,
college, university, and any other
educational institution  issues a
certificate, a number of details are fed
into the application including, issuance
of the certificate, and registration
number. This information undergoes
further processing in a secure hashing
algorithrm  (most  likely ~ SHA-
512),which produces a characteristic
representation of the information of the
specific certificate by way of a hash.
After that, this hash and other necessary
information including metadata, is
embedded using a smart contract in the
blockchain making the certificate
protected from any alteration and
permanently retained[12]. A digital
copy of the certificate is then provided
to the student in their digital wallet. In
instances when the certificate is needed
for verification, the employers or
organization can access the details of
the certificate, obtain the same and
rehash it using the same algorithm, and
compare the hash generated with the
hash on the blockchain. In such a
situation when both of the hashes are
the same, then it is assumed that the
certificate is genuine[13]. The system
can also allow mobile and web
applications enabling institutions to
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