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ABSTRACT

This study aims to enhance the reliability of university certificates and verify their authenticity using
encryption techniques, digital signatures, and Quick Response (QR) codes, within the framework of applying the
principles of information security: confidentiality, integrity, and availability. This study comes in response to the
increasing cases of forgery and falsification faced by educational institutions, which weaken trust in the credibility
of university certificates and affect the reliability of academic systems.

The study adopted the experimental methodology to design and implement an integrated electronic system
aimed at protecting data and verifying its validity using advanced encryption algorithms, including RSA, SHA-
256, and AES. An Android application was also developed to read QR codes embedded in university certificates,
providing an immediate and secure verification mechanism for the correctness of the content and its source, without
the need for manual intervention or official correspondence.
The results of the study demonstrated the system’s effectiveness in reducing manipulation of university certificates
and facilitating their electronic verification. It also confirmed that integrating symmetric and asymmetric encryption
with digital signatures provides high levels of security, confidentiality, and protection of sensitive data.

The study recommends several measures to ensure the sustainability of the proposed system’s
effectiveness, most notably developing standalone versions of the verification application compatible with various
operating systems to ensure optimal performance, and adding a comprehensive scanning feature for the printed
certificate to enable integrated visual and digital verification. It also recommends regular updates to encryption
algorithms.
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Integrity

Encryption and digital signature technologies have
contributed to a significant shift in the field of information
security, as they provide the ability to protect sensitive

I. INTRODUCTION

The world is currently witnessing rapid

development in the field of digital transformation, where
modern technologies have become a fundamental pillar in
various sectors of life, including higher education and the
management of academic documents. Along with this
development, new challenges related to information
security have emerged, particularly the forgery and
falsification of university certificates, which directly
affect the credibility of educational institutions and the
trust of the academic community and employers in their
outputs. University certificates are highly important
official documents, as they serve as proof of an
individual's academic and professional qualifications;
therefore, any tampering with them constitutes a serious
violation of academic integrity.

Hence, there is a growing need to adopt
technological solutions that ensure the protection of these
documents from manipulation and enable reliable and
rapid verification of their authenticity.

data and ensure its integrity against any modification or
forgery, in addition to verifying the identity of the issuing
authority. Quick Response (QR) codes have also formed
an important addition, as they allow quick access to data
stored in secured databases and electronic verification of
authenticity.

From this standpoint, this study aims to present an applied
model that integrates encryption and digital signature
techniques with QR codes to ensure the security and
reliability of university certificates, thereby enhancing
trust in educational institutions and contributing to
reducing academic fraud.

Il.STUDY PROBLEM

University certificates in the digital age face a
serious issue related to the misuse of modern technologies
in forgery and content manipulation. It has become
possible to easily design fake copies of certificates using
advanced image-editing software and professional
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printing tools, making it difficult to distinguish between
original and counterfeit certificates.

This situation has led to a decline in trust in
academic documents issued by some educational
institutions, negatively affecting their reputation and the
credibility of their academic qualifications at both local
and international levels.

In addition, traditional paper-based verification
systems lack digital tools that enable stakeholders to
validate certificates automatically and quickly. Manual
verification methods require significant time and effort
and open the door to human error and fraudulent attempts.

Accordingly, the main research problem lies in
the absence of a unified and secure electronic system that
allows direct digital verification of the authenticity of
university certificates, thereby reducing forgery
opportunities and enhancing document reliability.

1. SIGNIFICANCE OF THE STUDY

The significance of this study lies in supporting
the information security framework within educational
institutions by providing a secure and rapid electronic
verification model for university certificates. It also
contributes to strengthening trust in academic documents
and supporting digital transformation in higher education,
particularly within Arab universities.

IV.STUDY OBJECTIVES

This research aims to build an integrated
electronic system for documenting and verifying
university certificates using encryption techniques, digital
signatures, and QR codes. The

objectives include implementing AES, RSA, and
SHA-256 algorithms, integrating QR codes for instant
verification, developing an Android verification
application, and evaluating system performance in a real
university environment.

V. THEORETICAL FRAMEWORK

Information security focuses on protecting data
from unauthorized access, modification, or misuse and is
based on confidentiality, integrity, and availability.
University certificates require high levels of protection
due to their official nature.

A. Encryption Technologies
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Encryption transforms readable data into an
unreadable format. Symmetric encryption such as AES
provides efficiency and speed, while asymmetric
encryption such as RSA ensures secure key exchange and
digital signature implementation.

B. Digital Signature

Digital signatures verify document authenticity
and integrity and ensure non-repudiation, commonly
implemented using RSA combined with SHA-256.

C. QR Code

QR codes enable fast electronic access to
encrypted verification data and support instant validation
of printed documents through scanning mechanisms.

VI. PREVIOUS STUDIES

Several recent studies have addressed securing
academic and official documents using encryption, digital
signatures, QR codes, and blockchain technologies.

Purwanto et al. (2025) proposed Certifichain, a
blockchain-based platform that enables educational
institutions to issue verifiable digital certificates using QR
codes linked to blockchain records. The system achieved
instant verification and reduced forgery risks while
lowering operational costs. However, the study focused
exclusively on digital certificates and depended on
continuous blockchain connectivity, without addressing
the protection of printed certificates. In contrast, the
current study focuses on securing printed university
certificates by embedding encrypted digital signatures
within QR codes without full dependency on blockchain
infrastructure.

Nuraeni et al. (2024) introduced a QR-code-
based digital signature scheme using RSA and AES-128
super encryption. The study demonstrated improved
security through double encryption but was limited to
technical implementation without application in a specific
academic context or evaluation of user experience. The
current study extends this work by applying the same
cryptographic principles within a complete university
certificate verification system and measuring verification
speed and usability in a real environment.

Suhardi  (2024) proposed a document
authentication system using QR codes and DSA-based
digital signatures. While the system successfully verified
document authenticity, it relied on a single cryptographic
algorithm and did not evaluate printed document
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verification after issuance. The current study enhances
security by adopting RSA and SHA-256 and focusing on
detecting tampering in printed certificates.

Sarfarz et al. (2024) developed a blockchain-
based certificate issuance and verification system
integrated with QR codes, achieving high security and fast
verification. However, verification depended on a
centralized digital platform. In contrast, the current study
enables direct verification of printed certificates using a
mobile application without requiring a centralized
verification platform.

Walidaniy et al. (2023) utilized ECC-based
digital signatures combined with QR codes to enhance
document authenticity, achieving improved security and
performance. The study did not address academic
certificate contexts or provide comparative evaluation.
The current study applies RSA and SHA-256 within an
academic framework and evaluates verification speed and
tamper detection accuracy.

Djajadi et al. (2023) proposed a blockchain-
based automated e-certificate verification architecture
that improved verification speed and reduced forgery. The
approach focused on digital certificates, whereas the
current study addresses the gap by securing and verifying
printed university certificates in real usage scenarios.

VIl. RESEARCH METHODOLOGY AND
TOOLS

The study adopted the descriptive method to
evaluate the effectiveness of the proposed system. Java,
Android Studio, C#, Visual Studio, Firebase, and
cryptographic libraries were used to implement and test
the system. Performance, security, and usability tests were
conducted using real certificates issued by Al-Ribat
National University.

VIIl. RESULTS AND DISCUSSION

The results confirmed the system’s ability to
detect certificate tampering instantly and verify
authenticity within seconds. The integration of
encryption, digital signatures, and QR codes achieved a
balance between security and ease of use, reducing
reliance on manual verification procedures.

IX. CONCLUSION
RECOMMENDATIONS

AND
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The study demonstrated that integrating AES,
RSA, SHA-256, and QR codes provides an effective
solution to university certificate forgery. The proposed
system enhances document reliability and supports digital
transformation in higher education.

Future recommendations include expanding
platform compatibility, enhancing visual verification

features, and exploring integration with emerging
technologies such as blockchain and artificial
intelligence.
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