
International Journal of Computer Science Trends and Technology (IJCST) – Volume 14 Issue 2, Mar-Apr 2026 

 

ISSN: 2347-8578                          www.ijcstjournal.org                                                  Page 1 

An Advanced Hybrid Cryptographic Framework for Secure 

Cloud Data Storage Using DNA Cryptography and Chaos-

Controlled ChaCha20 
Vineshraj S  1 Dr P Ebby Darney 2 

1Research Scholar – LIPS Research Advanced R & D European international University Paris  
2Research Supervisor - LIPS Research Advanced R & D European international University Paris 

2Professor – RajaRajeswari College of Engineering, Bangalore, Karnataka 

ABSTRACT 
Cloud computing has emerged as a critical technology of storing and managing large amounts of sensitive textual 

data, but at the same time, there are serious security issues as it can be accessed by an unauthorized individual and may 

be attacked by cyber-criminals. Although useful, traditional encryption techniques frequently have trade-offs between 

their computational efficiency and their level of security and thus cannot be used in large-scale cloud storage. In order to 

overcome these drawbacks, this paper proposes a new Hyper-Chaotic DNA-Assisted ChaCha (HCDNA-ChaCha) 

Encryption Framework that combines DNA-based encoding, hyper-chaotic permutation, and chaos-controlled ChaCha20 

stream cipher in an effort to provide robust, multi-layer data protection. It works by encoding textual material into DNA 

sequences, hyper-chaotically permuting these sequences with hyper-chaotic maps to make them highly sensitive and 

unpredictable, and then encrypting the permuted material with a dynamically controlled ChaCha20 cipher to make them 

better diffusing and key sensitive. The evaluation results prove that the proposed framework is more efficient than 

existing approaches. The findings suggest that HCDNA-ChaCha offers the best trade-off between high security and low 

computation cost and is therefore a good and implementable solution to secure textual data storage in the cloud. 

Keywords: Cloud Security, Data Encryption, DNA Cryptography, ChaCha20, Hyper-Chaotic Permutation, Secure Cloud 

Storage. 

 

1. INTRODUCTION 

Cloud computing has become a core technology 

of a contemporary information system, providing 

scalable data storage, on-demand services and economic 

data management solutions [1] [2] [3]. Healthcare, 

finance, education, government, and other organizations 

are beginning to depend on cloud platforms to store and 

process sensitive data [4] [5]. Although there are these 

benefits, cloud computing environment experiences 

recurring and emerging security risks. Cloud-stored data 

is likely to be stored on third-party systems that present 

cloud data with risks of unauthorized access, insider 

threats, data leakage, and loss of cryptographic keys [6] 

[7] [8]. Can data stored in the clouds be confidential, 

intact and available thus is a very critical research issue. 

The most common data protection tool in the 

cloud setting is cryptography [9]. Older cloud security 

implementations have tended to use the existing 

encryption algorithms of Advanced Encryption Standard 

(AES), Rivest-Shamir-Adleman (RSA) or Elliptic Curve 

Cryptography (ECC) [10] [11] [12]. Although the 

techniques are very robust in mathematical security, 

many of them also depend on static keys, deterministic 

parameter configurations, and one-layer encryption 

designs [13]. These features can decrease resistance to 

sophisticated cryptanalytic assaults, statistical evaluation, 

replay assaults, and exposing key scenarios [14]. In 

addition, the increasing amount of cloud data requires the 

encryption system that can be not only safe but 

computationally efficient and software-based scaling 

[15]. 

In order to deal with these constraints, there are 

recent studies which have identified hybrid cryptographic 

solutions using classical encryption, bio-inspired 

methods, and chaos-based cryptographic solutions [16]. 

The goal of these approaches is to add of another layer of 

randomness, nonlinearity, and flexibility to the 

encryption process. DNA cryptography has been 

considered a promising paradigm of data obfuscation. 

DNA cryptography, inspired by the biological DNA 

sequences [17], encodes digital data with the nucleotide 

symbols allowing high key spaces and versatile 

transformations on the data [18]. DNA-based operations 

and encoding like complement, mutation, and 

substitution can greatly mask plaintext structures making 

cryptanalysis harder [19]. Nonetheless, DNA 

cryptography is not usually a full-fledged encryption 

solution but is best applied with strong cryptographic 

primitives. 

Cryptographic applications Chaotic systems are 

also of widespread study because of its sensitivity to 

initial conditions, ergodicity, and pseudo-randomness 

properties [20]. Chaos-based encryption schemes exploit 

these properties to produce random numbers to permutate 

the data and generate keys [21]. Very basic chaotic maps 

are logistic maps, which have been widely employed, but 
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they usually have limited key space and can be attacked 

by parameter estimation [22]. By contrast, hyper-chaotic 

systems which are higher dimensionality and positive 

multiple Lyapunov exponents, provide much more 

complexity and chaos [23]. These systems find 

application especially when permutation and diffusion 

operations are to be performed and high data scrambling 

is needed. Simultaneously, stream ciphers were described 

as an effective substitute of block ciphers in software-

based systems [24]. One of them, ChaCha20, has become 

very popular because of its good performance, immunity 

to timing attacks, and ability to execute on general-

purpose processors [25]. Yet, regular ChaCha20 is based 

on the fixed keys and nonces that are given by the system 

or user. Inappropriate nonce handling or reuse of keys 

may cause critical security threats among them keystream 

reuse and replay attacks [26]. 

This study is inspired by these observations and, 

therefore, it suggests a progressive hybrid cryptographic 

model of secure data storage in clouds, which 

incorporates the DNA-inspired encoding model, hyper-

chaotic permutation, and the chaos-controlled ChaCha20 

(CC-ChaCha20) encryption. The suggested design 

follows a multi-layered approach to security, and every 

layer covers certain inefficiencies of traditional cloud 

encryption models. Instead of utilizing the mathematical 

encryption, the framework is a mixture of the biological-

inspired obfuscation, nonlinear chaotic diffusion, and 

efficient stream cipher encryption to deliver a higher level 

of confidentiality and resilience. The key objective of this 

study is to design a secure and effective cryptographic 

framework for cloud data storage by combining DNA 

cryptography, hyper-chaotic permutation, and chaos-

controlled ChaCha20 encryption to achieve higher data 

confidentiality, and improved security performance. The 

key contributions of this study are summarized as 

follows: 

 The study proposes Hyper-Chaotic DNA-

Assisted ChaCha (HCDNA-ChaCha) 

framework, a multi-layer encryption 

architecture that incorporates DNA-based 

encoding with hyper-chaotic permutation with 

chaos-controlled ChaCha20 stream cipher. This 

hybrid architecture makes sure that confusion 

and diffusion are further promoted to different 

levels and the resistance of textual data. 

 The framework uses hyper-chaotic map-based 

mechanism is utilized to produce pseudo-

random sequences of DNA-level permutation. 

The sensitivity to initial conditions and 

nonlinear dynamics of the hyper-chaotic system 

is extremely sensitive, which results in a special 

diffusion layer increasing the ciphertext 

randomness, key-dependency, and cryptanalysis 

is incredibly hard. 

 The framework is an expansion of the standard 

ChaCha20 stream cipher adding chaos-managed 

key, nonce, and counter generation. This scheme 

dynamically adjusts the encryption parameters 

with the help of hyper-chaotic outputs in order 

to eliminate the re-use of keystreams, increases 

key sensitivity, and resistance to replay and 

related-key attacks without compromising 

encryption performance. 

 The study presents a strong system of 

reassembling the permuted sequences of DNA 

to binary sequence prior to ChaCha20 

encryption. This guarantees complete 

compatibility with the existing stream cipher 

operations with the security benefit of the DNA-

based transformations. 

 To best of our knowledge this is the first study 

to integrate DNA-based encoding, hyper-

chaotic permutations, and chaos-modulated 

ChaCha20 into a single system of cloud text data 

encryption.  

The rest of this paper is arranged in the following 

way: Section 2 presents literature review on the topic of 

cloud data encryption. Section 3 outlines HCDNA-

ChaCha scheme, with all steps of encryption and 

workflow. Section 4 describes the experimental model, 

data and performance measures and reports about the 

results and performance analysis, and the comparisons 

with existing methods. Section 5 summarizes the paper 

and presents the future research directions. 

2. RELATED WORKS 

With the increased popularity of cloud 

computing, a lot of emphasis is being placed on ensuring 

the confidentiality, integrity, and secure accessibility of 

data. Various cryptographic solutions have been 

introduced to ensure the confidentiality and safety of data 

in cloud computing; each solution has been found to have 

some limitations. Bertrand et al. [27] constructed a hybrid 

encryption model with the purpose of ensuring the 

security of cloud files storage in order to provide access 

to the data only to authorized users. They added 

symmetric and asymmetric encryption methods such as 

AES and RSA to the system to capitalize on the benefits 

of each. Rapid Application Development (RAD) 

approach was used to enable the flexibility in the 

development of the system. Although the hybrid AES-

RSA scheme enhanced access control and security, it was 

built upon traditional cryptographic primitives where 

parameters were non-reconfigurable, and was therefore 

susceptible to the dynamic cryptanalytic attacks. Awadh 

et al. [28] are the first to suggest the application of Triple 
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Data Encryption Standard (3DES) to secure privacy of 

data in the cloud computing setting, especially in 

healthcare. The proposed method would enhance the 

security against the brute-force attack by increasing the 

key length of the initial DES. Regardless of the fact that 

3DES is more confidential than DES, it does not have the 

potential to be used in contemporary massive cloud 

systems because of the high computational cost and its 

non-modern design. Ahmad et al. [29] proposed a safe 

storage mechanism of data using the convergent 

encryption (CE) in conjunction with data deduplication. 

Here, the keys of encryption are based on the information 

directly, allowing deduplication of encrypted information 

to be done safely. This approach is much more efficient 

in storage and decreases redundancy in the cloud. 

Nevertheless, the generation of keys depending on the 

content of the data can make the system susceptible to 

confirmation-of-file attacks and provides no extra 

obfuscation. 

Abdo et al., [30] concerned about the 

effectiveness of cloud data transmission and its security, 

gave the attention to compression and encryption 

methods. Their method used compression algorithm 

LZMA and after that several rounds of a strong 

encryption algorithm to downsize the data and make it 

impossible to be accessed by an unauthorized person. 

Even though the approach has the added benefit of 

improving the efficiency and security of transmission, it 

adds complexity to the system, and relies on conventional 

encryption systems. Gadde et al. [31] suggested a privacy 

preservation model of multimedia cloud data through 

optimization technology where an Improved Blowfish 

encryption algorithm is used. This work is new in the 

sense of optimal choice of the key by the means of hybrid 

metaheuristic algorithm named Clan-based Crow Search 

with Adaptive Awareness Probability (CCS-AAP). 

Although maximum-security is enhanced by optimum 

generation of key, the use of only one encryption 

algorithm can restrict the level of resistance against 

advanced cryptanalytic and statistical methods. 

Shrivastava et al. [32] introduced a hybrid cryptographic 

model of the secure cloud storage, which combines 

elliptic curve cryptography (ECC) and ElGamal 

encryption with Flamingo Search Optimization (FSO) to 

select the key. SHA-256 hashing, as well as blockchain, 

were also included in the model to improve integrity and 

traceability. Even though the method is more secure due 

to the hybridization, blockchain makes computing 

overhead and complexity heavier and less applicable to 

lightweight or software-only designs. Nwatuzie et al. [33] 

suggested a hybrid encryption, which integrated RC6, 

DES, and AES in addition to steganographic key 

management and file fragmentation. The tiered 

encryption scheme adds more confidentiality by 

implementing various algorithms in order, whereas file 

division makes it even harder to access files illegally. 

Nevertheless, the higher figure of cryptographic levels 

can adversely affect the cloud performance and 

scalability. 

Kairi and Bhadra [34] discussed how DNA 

cryptography can be used to increase the security of cloud 

computing. In their work, they showed that DNA-based 

encoding may offer greater resistance to cyberattacks, 

greater key space, and scale. Although it has good 

theoretical security gains, DNA cryptography in the cloud 

setting is an area that has not been explored well 

especially when coupled with modern light weight 

encryption methods. Shaikh and Khan [35] suggested a 

better elliptic curve cryptography (ECC) system on the 

cloud data security with an optimized key generation 

approach. The algorithm was named the Combined Sea 

Lion and Elephant Herding Optimization (CSLEHO) 

which was designed to boost the key strength. Although 

the key generation is enhanced through optimization, the 

method is based on the use of the fixed encryption 

framework. PSR is a lightweight cryptographic method 

introduced by Chandra and Malladi [36] to protect data 

prior to cloud storage. They used their approach which 

relied on substitution, block-wise transformations, Rail 

Fence, XOR operation and ASCII-hexadecimal 

conversions to encrypt plaintext of 128-bits. Despite its 

efficiency in computation, PSR does not make use of 

strong cryptographic primitives to ensure its security, but 

only transformation tools. 

Based on the literature reviewed, it is clear that 

the majority of available solutions to cloud security are 

based on traditional encryption algorithms and 

employing a fixed key and parameter set, key selection 

based on optimization, or key selection based on 

blockchain schemes. Although these strategies enhance 

security to a reasonable level, they tend to be less 

adaptive, multi-layered, and resistant to sophisticated 

statistical and replay attacks. Furthermore, the 

combination of bio-inspired cryptography and chaos-

driven control systems with advanced lightweight stream 

ciphers is yet to be done. The proposed work overcomes 

these limitations by proposing a hybrid cryptographic 

architecture, which combines and enhances DNA-

inspired encoding, hyper-chaotic permutation, and chaos-

controlled ChaCha20 encryption to achieve multi-layer 

security, dynamic parameter control, and enhanced 

resistance against current attack models. 

3. PROPOSED METHODOLOGY 

The Hyper-Chaotic DNA-Assisted ChaCha 

(HCDNA-ChaCha) Encryption Framework is a three-

level cryptographic framework that is aimed at ensuring 

secure and reliable storage in the cloud computing 

environments. The protocol combines DNA encoding, 
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hyper-chaotic map-based permutation and chaos-

controlled ChaCha20 encryption to obtain improved 

confidentiality, high diffusion, and dynamically 

controlled cryptography. HCDNA-ChaCha avoids the 

shortcomings of traditional single-layer encryption 

schemes that are commonly used in cloud storage 

systems, using bio-inspiration techniques along with 

nonlinear chaotic dynamics and a high-performance 

stream cipher. This HCDNA-ChaCha methodology starts 

with the transformation of plaintext information into 

binary format and then the DNA-based encoding of 

plaintext data with the dynamic binary to nucleotide 

mapping rules. The confusion operations at the DNA 

level are used to distort the structural patterns on the 

representation level. After that, hyper-chaotic systems 

produce a highly sensitive pseudo-random sequence 

which controls the permutation of DNA, and which 

guarantees high diffusion and sensitivity to variations in 

secret keys. In order to make the reconstructed DNA 

sequence compatible with traditional cryptographic 

primitives, it is permuted once more to return it to binary 

form. In the last step, ChaCha20, which is controlled by 

chaos dynamically derives session keys, nonces and 

counters based on hyper-chaotic output, avoiding 

keystream reuse and enhancing resilience to replay and 

related-key attacks.  The ciphertext is stored in the cloud 

only in encrypted form, whereas secret keys, rules of 

DNA encoding, and parameters of hyper-chaotic are 

stored safely under data owner. The decryption algorithm 

is a backward workflow process that ensures the recovery 

of the original text data is correct and the process takes 

place only under the conditions when the correct 

cryptographic parameters are given. The HCDNA-

ChaCha Encryption Framework provides an effective, 

powerful, and scalable system of securing the textual 

information in the cloud computing environment. 

 

Figure 1. Overview of Proposed Framework 

3.1.  DNA-Based Encoding 

The DNA-based encoding step is used as the initial security measure in the suggested cryptographic 

framework to impose biological-style data obfuscation on the representation level. The preprocessed textual data that 

has already been converted to binary form is herein turned into a symbolic DNA sequence of four nucleotides adenine 

(A), cytosine (C), guanine (G) and thymine (T). This transformation increases the representation space and hides 
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inherent binary patterns thus increasing resistance to statistical and plaintext-based attacks before standard encryption. 

The binary representation of the input text is given by Eqn. (1). 

Β = {𝑏1, 𝑏2, … , 𝑏𝑚},     𝑏𝑖 ∈ {0,1}      (1) 

The binary stream is fragmented into non-overlapping two-bit blocks as Eqn. (2). 

Β𝑗 = (𝑏2𝑗−1, 𝑏2𝑗),         𝑗 = 1,2, … ,
𝑚

2
      (2) 

The partitioned two-bit groups are then mapped to an equivalent DNA nucleotide through an encoding rule. 

A mapping scheme is stated as Eqn. (3) and (4). 

𝜉: {00,01,10,11} → {𝐴, 𝐶, 𝐺, 𝑇}       (3) 

𝜉(00) = 𝐴, 𝜉(01) = 𝐶, 𝜉(10) = 𝐺, 𝜉(11) = 𝑇    (4) 

Based on this mapping shown in Eqn. (), Β is converted to a DNA sequence as Eqn. (5). 

𝛿 = {𝑑1, 𝑑2, … , 𝑑𝑚

2
} , 𝑑𝑖 ∈ {𝐴, 𝐶, 𝐺, 𝑇}     (5) 

In order to improve security and unpredictability the proposed framework permits the dynamical choice of 

the DNA encoding rule depending on a secret key. Let 𝜅 signifies the secret key and 𝜆(𝜅) be cryptographic hash of 

the secret key. To ensure that the identical plaintext inputs have distinct codon sequences under various keys, the hash 

is used to select a single encoding rule from a limited range of valid DNA mapping rules. This dynamic rule choice 

provides more key space and makes it more difficult to do brute-force and known-plaintext attacks. 

After DNA encoding, simple DNA-level confusion functions are used to further confuse structural patterns 

of the encoded sequence. Such operations are lightweight and biologically inspired. An operation of this type is the 

DNA complement which is defined as Eqn. (6). 

𝜒(𝑑𝑖) = {

𝑇, if 𝑑𝑖 = 𝐴,
𝐺, if 𝑑𝑖 = 𝐶,
𝐶, if 𝑑𝑖 = 𝐺,
𝐴, if 𝑑𝑖 = 𝑇.

        (6) 

Moreover, the nonlinearity and positional variation are introduced by DNA substitution and circular rotation 

operations being controlled by the key. Such operations guarantee that the coded sequence of DNA does not have 

direct correspondence to the binary information. The product of this step is a massively scrambled DNA sequence 

which is the input of the next hyper-chaotic permutation layer. This stage of encoding allows the binary-to-DNA 

mapping in combination with dynamic rule choice and operation of confusion at the DNA level to provide robust 

initial confusion, increase the effective key space, and create a safe base of the multi-layer encryption framework. 

3.2.  Hyper-Chaotic Map–Based Sequence Generation 

Hyper-chaotic Map-based sequence generation is a very important element of the proposed cryptographic 

architecture since it offers very unpredictable and key sensitive pseudorandom sequences that are applied to 

permutation and encrypting control of data. The characteristics of chaotic systems include sensitivity to initial 

conditions, ergodicity and randomness which are desirable in cryptographic applications. However, the key space of 

simple low-dimensional chaotic maps is constrained, and they are susceptible to parameter estimation assaults. To 

address these constraints, the suggested framework uses a hyper-chaotic system, which has several positive Lyapunov 

exponents, and the dimensional complexity is increased, which dramatically increases security.  

The hyper-chaotic system is modeled by a four-dimensional nonlinear dynamical system of continuous time 

equations which is given by Eqn. (7). 
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𝑑𝑢

𝑑𝑡
= 𝑝(𝑣 − 𝑢) + 𝑥,

𝑑𝑣

𝑑𝑡
= 𝑟𝑢 − 𝑣 − 𝑢𝑥,

𝑑𝑤

𝑑𝑡
= 𝑢𝑣 − 𝑞𝑥,

𝑑𝑥

𝑑𝑡
= −𝑠𝑥,

       (7) 

Where 𝑢(𝑡), 𝑣(𝑡), 𝑤(𝑡), and 𝑥(𝑡)are the state variables of the system, and 𝑝, 𝑞, 𝑟, and 𝑠 are denotes system 

control parameters. 

In the case of suitable parameter values, this system is hyper-chaotic and has more than one positive 

Lyapunov exponent, meaning that it is highly sensitive to initial conditions and that the sequences that it generates are 

very random. 

Initial conditions (𝑢0, 𝑣0, 𝑤0, 𝑥0) and control parameters are based on the secret key to create a high 

dependency between the cryptographic key and the chaotic behavior. The hash value is normalized and scaled to the 

starting state variables as stated in Eqn. (8). 

𝑢0 =
𝜆1(𝜅)

2𝑚 , 𝑣0 =
𝜆1(𝜅)

2𝑚 , 𝑤0 =
𝜆1(𝜅)

2𝑚 , 𝑥0 =
𝜆1(𝜅)

2𝑚     (8) 

Where 𝜆1(𝜅) signifies segmented portions of the hash output and 𝑚  indicates hash length in bits. 

This mapping confirms that when secret key is altered slightly, the chaotic paths will be totally distinct. In 

order to produce usable chaotic sequences, the hyper-chaotic system is numerically considered with the help of an 

appropriate integration scheme such as the fourth-order Runge-Kutta method over a specified number of integrations. 

The initial states are eliminated to remove the initialization bias and the consecutive state values are sampled to 

generate chaotic sequences as Eqn. (9). 

𝑈 = {𝑢1, 𝑢2, … , 𝑢𝑀}, 𝑉 = {𝑣1, 𝑣2, … , 𝑣𝑀},     (9) 

Here, 𝑀 indicates the length essential for permutation and encryption control. 

The original chaotic outputs are normalized and quantized since the cryptography applications require 

constrained and consistently dispersed data. The normalization process is described as expression shown in Eqn. (10). 

𝑢𝑖
′ =∣ 𝑢𝑖 ∣  𝑚𝑜𝑑 1        (10) 

This process maps the chaotic values into the interval (0,1) and these normalized values are then scaled and 

reduced into integers as Eqn. (11). 

𝑠𝑖 = ⌊𝑢𝑖
′ × 𝑁⌋        (11) 

Where 𝑁 represents the length of the data sequence to be permuted. 

The integer sequence that is the result, denoted as {𝑠𝑖} is used to generate pseudo-random indices to be used 

in permutation and the control of cryptographic parameters. The hyper-chaotic patterns produced in this way are highly 

randomized, non-periodic and very sensitive to significant variations. These properties guarantee the generated 

sequences are not susceptible to prediction and reverse engineering and hence are applicable in hyper-chaotic DNA 

permutation as well as chaos-controlled ChaCha20 encryption. Hence, this phase is the foundation of the process of 

diffusion and adaptive control in the suggested cryptographic system, which contributes greatly to the overall system 

security. 

3.3.  Hyper-Chaotic DNA Permutation 

The hyper-chaotic DNA permutation phase is intended to bring in intense diffusion to the proposed 

cryptographic system by permuting the DNA-coded information with hyper-chaotic sequences. Although the encoding 

and confusion operations using DNA provides initial obfuscation, they are not enough to change the positional 

relationships of data elements. Consequently, hyper-chaotic permutation mechanism is utilized to make sure that slight 

alterations in the plaintext or secret key led to large and random alterations of the permuted DNA sequence, which is 

a requirement in countering differential and correlation attacks. 

http://www.ijcstjournal.org/
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Assume that the DNA sequence that has been obtained following the DNA-based encoding and confusion 

processes is denoted by Eqn. (12). 

𝛿 = {𝑑1, 𝑑2, … , 𝑑𝑀},      𝑑𝑖 ∈ {𝐴, 𝐶, 𝐺, 𝑇}     (12) 

Where 𝑀 is the sequence of length of DNA. Based on the hyper-chaotic map-based sequence generation 

phase, a normalized chaotic sequence as Eqn. (13). 

Ψ = {𝑐1, 𝑐2, … , 𝑐𝑀},         𝑐𝑖 ∈ (0,1)      (13) 

Because of the extreme sensitivity of the hyper-chaotic system on initial conditions and crucial parameters, 

the sequence Ψ exhibits great pseudo-randomness and non-periodicity. In order to build the permutation vector, the 

chaotic sequence Ψ is ordered ascendingly, and the original indexes of the ordered elements are stored. The 

permutation index vector 𝜏 can be defined formally as in Eqn. (14). 

𝜏 = 𝑎𝑟𝑔𝑠𝑜𝑟𝑡(𝛹)        (14) 

Where 𝑎𝑟𝑔𝑠𝑜𝑟𝑡(𝛹) returns the indices that sort the sequence 𝛹.  

The resulting vector 𝜏 signifies a bijective transformation of the original positions into new positions where 

the unique DNA symbols are moved without repetition or loss. The permuted DNA sequence 𝛿𝑖
′ is obtained using 

permutation vector 𝜏 as shown in Eqn. (15). 

𝛿𝑖
′ = 𝛿𝜏𝑖

;     𝑖 = 1,2, … , 𝑀       (15) 

The method is successful in jumbling the positional arrangement of the DNA symbols in the whole sequence. 

The fact that the permutation indices are obtained using hyper-chaotic sequence which is very sensitive to the secret 

key implies that a slight alteration of the secret key or the initial conditions results in an entirely different permutation 

pattern. 

To improve further the diffusion, the permutation used in a hierarchical manner both at block level and 

symbol level. The DNA sequence undergoes block-level permutation whereby the sequence is initially broken into 

fixed-size blocks, and the sequence of these blocks is rearranged with a single chaotic sequence. Then, another chaotic 

sequence is used to perform symbol-level permutation in every block. This two-level permutation plan is more 

complicated and provides even diffusion of the DNA sequence. The hyper-chaotic DNA permutation step is important 

towards enhancing the security of the proposed framework. It completely distorts the positional correlation of DNA 

symbols; therefore, it erases the remaining structural information that might be used by attackers. The resulting 

permuted sequence of DNA is an extremely diffused form of an intermediate representation, and this is recoded into 

binary form and then encrypted using chaos-controlled ChaCha20 encryption. This efficient diffusion property, 

together with previous confusion operations, confirms that a high avalanche effect and robust counterattack against 

cryptanalytic attacks is made in the proposed system. 

3.4.  DNA-to-Binary Reconstruction 

After the hyper-chaos DNA permutation step, the DNA sequence would be converted back to binary format 

so that it can be compatible with traditional cryptographic algorithms. The DNA-to-binary reconstruction step is an 

intermediate step that retains the high diffusion added by hyper-chaotic permutation but recovers the data to a standard 

digital representation that can be used to make a final encryption. This measure provides a smooth transition between 

the cryptographic processing of biological inspiration and the conventional encryption of streams. The permuted DNA 

sequence of the preceding stage can be referred to as Eqn. (16). 

𝛿′ = 𝑑1
′ , 𝑑2

′ , … , 𝑑𝑀
′ ;      𝑑𝑖

′ ∈ {𝐴, 𝐶, 𝐺, 𝑇}     (16) 

The inverse DNA encoding rule is used to map each DNA symbol in the sequence to the two-bit binary 

representation of that symbol. The inverse mapping process given in Eqn. (17). 

𝜉−1(𝐴) = 00, 𝜉−1(𝐶) = 01, 𝜉−1(𝐺) = 10, 𝜉−1(𝑇) = 11   (17) 

Through this inverse mapping on all the elements of the permuted DNA sequence a reconstructed binary 

sequence is available using Eqn. (18). 
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Β′ = {𝜉−1(𝑑1
′ ), 𝜉−1(𝑑2

′ ), … , 𝜉−1(𝑑𝑀
′ )}     (18) 

This binary sequence Β′ is then added together to create a continuous bitstream which is an indication of the 

positional rearrangements that were made during the hyper-chaotic permutation stage. Notably, the binary values are 

reconstructed but the original order of bits and structure of the plaintext are thoroughly different with the preceding 

DNA confusion and permutation steps. This will make certain that there is no significant statistical correlation between 

the reconstructed binary data and the original plaintext. In order to preserve data integrity and alignment the data in 

the reconstructed binary stream is divided into fixed-length blocks in accordance with the needs of the next stage of 

the encryption process. This cautious approach to the limits of information avoids the loss of information, and makes 

the entire encryption-decryption process reversible. This stage serves as a secure connection between the biological-

inspired cryptographic space and the chaos-managed ChaCha20 encryption layer.  

3.5.  Chaos-Controlled ChaCha20 Encryption 

The encryption phase of proposed framework incorporates a chaos-controlled version of ChaCha20 stream 

cipher in order to ensure high cryptographic security and at the same time maintain high level of computational 

efficiency in software-based programs. ChaCha20 is known to be resistant to cryptanalytic attacks, as well as to 

implement on general-purpose processors. Nevertheless, traditional ChaCha20 uses fixed keys and nonces and use of 

nonces in the improper way can result in keystream reuse and security attacks. In order to overcome this weakness, 

the suggested technique incorporates the use of hyper-chaotic sequences in a way that dynamically manages the key 

derivation, nonce generation, and counter starting and initiation, which maximize security by adapting the encryption. 

The reconstructed binary sequence of the DNA-to-binary reconstruction step may be represented as Eqn. (19). 

Β′ = {𝑏1
′ , 𝑏2

′ , … , 𝑏𝑀
′ }, 𝑏𝑖

′ ∈ {0,1}      (19) 

The data owner initially provides a master secret key 𝜅. In order to achieve a chaotic based adaptability, 

hyper-chaotic sequences are obtained in Section3.4 to derive dynamic ChaCha20 parameters. In particular, to obtain 

the session key 𝜅𝑠, a chaotic sequence Ψ𝑘 = {𝑐1, 𝑐2, … , 𝑐𝑟} is used as Eqn. (20). 

𝜅𝑠 =  𝐻𝑎𝑠ℎ(𝜅  ∥  𝛹𝑘)        (20) 

Where ∥ means concatenation and 𝐻𝑎𝑠ℎ(∙) indicates a secure cryptographic hash function. 

The hash output is then truncated or padded to take the size of 256 bits as needed by ChaCha20. Similarly, 

there is an alternative hyper-chaotic sequence Ψ𝑛 that is used to dynamically generate nonce 𝑁𝑠 per encryption session 

as Eqn. (21). 

𝑁𝑠 = ⌊Ψ𝑛 × 296⌋,         (21) 

This is a process that guarantees a 96-bit nonce space. This nonce generation algorithm that is controlled by 

chaos effectively prevents nonce reuse even in several encryption sessions using the same master key. The ChaCha20 

algorithm works with a 512-bit internal state that contains constants, the session key 𝜅𝑠, block counter and the session 

nonce 𝑁𝑠. Chaotic values are also used in initializing the block counter to add more unpredictability. ChaCha20 core 

works in iterative mode whereby it uses quarter- round transformations to produce a block of the keystream in the 

form of Eqn. (22). 

𝑋𝑖 = ChaCha20(𝜅𝑠, 𝑁𝑠, φ
𝑖
)       (22) 

Where φ
𝑖
 signifies chaos-initialized counter value for 𝑖𝑡ℎ block. 

Then the binary data undergoes bitwise XOR operations on the keystream to give the final ciphertext as Eqn. 

(23). 

𝐶𝑖 = Β𝑖
′ ⊕ 𝑋𝑖         (23) 

The hyper-chaotic control that is integrated into ChaCha20 provide better key sensitivity and replay and 

related-key attack resistance. Since the keystream generation requires the use of the master key as well as the chaotic 

sequences, even a small change in key or chaotic parameters produces an entirely different ciphertext.  In general, the 

ChaCha20 stage of encryption that is controlled by chaos ensures a strong and effective final security layer in the 

suggested system. This stage is a combination of established stream cipher architecture and adaptive chaos parameter 
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control, which will guarantee that the encrypted text data is sufficiently confidential, possesses high randomness, and 

can be reliably safeguarded against the high-level cryptanalytic threats in cloud computing. 

3.6.  Cloud Storage and Decryption  

Once the chaos-controlled ChaCha20 encryption phase completed, the ciphertext that comes out is the 

ultimate secure version of the textual information and can be stored in cloud computing systems. In the proposed 

system, the encrypted data is uploaded to the cloud storage server, whereas all the sensitive cryptographic information, 

including the master secret key, the DNA encoding rules, and hyper-chaotic system parameters and initial conditions 

are safely stored by the owner of the data. This segregation makes sure that in case of a breach of the cloud 

infrastructure, the data stored in it cannot be understood by external parties. 

Let the ultimate encrypted message is represented by 𝐶 = {𝑐1, 𝑐2, … , 𝑐𝑁}. This encrypted ciphertext is stored 

on the cloud server together with the minimal non-sensitive metadata needed for data management, like timestamps 

and file identifiers. None of the data associated with encryption keys, chaotic sequences, or DNA mapping guidelines 

is kept or sent to the cloud, thus there is a small attack area and the chances of revealing the key are also low. This 

type of design is consistent with the shared-responsibility approach to cloud security, in which data confidentiality is 

implemented on the client side. In the cases when the legitimate data owner needs the access to the stored data, he or 

she triggers the encryption process.  

The process of decryption is exactly the same in the opposite order of the encryption process to guarantee a 

lossless recovery of data. The chaos-controlled ChaCha20 decryption is first done with the identical master key 𝜅, 

hyper-chaotic initial conditions and control parameters that were used in the encryption. As ChaCha20 is a symmetric 

stream cipher, the decryption process is accomplished by re-creating the same key stream using the same key and 

performing a bit XOR with the cipher block as shown inEqn. (24). 

Β𝑖
′ = 𝐶𝑖 ⊕ 𝑋𝑖         (24) 

Where 𝑋𝑖 represents regenerated keystream block of the ith data block. The regeneration of the keystream 

can only succeed when all the chaotic parameters and keys are exactly in line with those that are applied during the 

encryption process. 

The resulting binary sequence Β is then decrypted back to DNA form by the same binary-to-DNA mapping 

rule that was used in the encryption process. This is followed by inverse hyper-chaotic permutation with the help of 

permutation indexes obtained through the hyper-chaotic sequences. This reverse transformation replaces the permuted 

DNA symbols to the original order of the symbols before permutation as Eqn. (25). 

𝛿𝑖 = 𝛿𝜏−1(𝑖)
′         (25) 

Where 𝜏−1 means the inverse permutation vector.  

After this, the inverse DNA confusion operations, including reverse substitution, inverse rotation and DNA 

complement, are used in the reverse order to get the original data encoded in the DNA. At last, the reverse process of 

mapping binary to DNA sequence is achieved by the inverse mapping rules, and the binary information is restored to 

its initial text, by reversing the steps of preprocessing, such as the removal of padding and the decoding of ASCII. 

Any mismatch together with keys, chaotic parameters or DNA regulations, leads to total failure of the decryption 

process, therefore, providing a high degree of access control and data confidentiality. The safety of the cloud storage 

and decryption procedure reflect the strength and feasibility of the suggested system. The system ensures that the 

original text data is accessed by authorized users who fully understand the cryptographic access by enforcing strict 

client-side encryption and careful reverse decryption. This is one of the best ways to reduce the risks posed by 

unknown cloud service providers and improve the overall data security in cloud computing systems. 

 

4. RESULTS AND DISCUSSION 

The experimental setting, implementation specifications, and the evaluation results has been described to 

confirm the proposed HCDNA-ChaCha Encryption Framework. These experiments are aimed to determine the 

strength of security as well as computational efficiency of realistic cloud storage conditions of text data. 
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4.1.  Experimental Setup 

The HCDNA-ChaCha framework has been fully written in Python 3.11 and standard libraries were used to 

deal with files, do numerical computing and cryptography. ChaCha20 encryption module was written based on the 

cryptography Python library, whereas the hyper-chaotic sequence generation and DNA encoding, and permutation 

were written based on NumPy arrays to achieve fast vectorized operations. All the experiments were performed on a 

desktop computer that has the Intel Core i7-12700 processor, 16 GB RAM, and runs Windows 11 (64-bit). A text data 

including file size and the type of content was prepared to simulate realistic cloud storage. The data set comprises of 

plain text files of between 10-50 KB, 100-500 KB, 1-5 MB; Short messages and notes (10-50 KB) and Large textual 

files (1-5 MB). Every file was scaled by converting it to UTF-8 coded bytes before binary conversion, and this 

rendered it consistent with the DNA encoding phase. HCDNA-ChaCha framework employs ChaCha20 encryption 

with a 256-bit master key. The parameters and initial conditions of the hyper-chaotic map were based on the hash of 

the master key, which guaranteed the key-dependent pseudo-randomness and high sensitivity to the key change. 

4.2.  Encryption Time Analysis 

Table 1 shows the comparison of the encryption time of HCDNA-ChaCha framework and the popular 

cryptographic baselines in the context of a text-only cloud storage environment. The findings demonstrate the uniform 

and approximately linear increase in the encryption time with the file size between 10 KB and 5 MB, which prove that 

all schemes considered scaling linearly with the input length and that the experimental values did not change 

significantly. Of the baseline algorithms, AES-256 is highly efficient in terms of computational efficiency since it has 

optimization block-wise structure, whereas the Blowfish and Twofish are relatively expensive in terms of the time 

processing due to ponderous round-based operations and lack of optimization in most Python settings. The RSA-2048 

and ECC-256 algorithms have extra overheads related to encapsulation of session keys with the help of public-key 

cryptography, yet are relatively feasible because the symmetric session key is not encrypted directly but only protected 

by the help of public-key cryptography. 

Table 1. Comparison Analysis of Encryption Time (ms) for Proposed and Existing Methods 

File Size  RSA-2048 ECC-256 Blowfish Twofish AES-256 Proposed  

10 KB 1.95 1.42 0.52 0.64 0.59 0.48 

50 KB 2.55 2.98 2.45 3.1 2.86 2.2 

100 KB 5.4 6.8 4.82 6.15 5.7 4.35 

250 KB 16.1 15.25 11.95 15.65 14.3 10.6 

500 KB 30.3 29.2 23.55 31.1 28.55 20.9 

1 MB 58.6 57.1 46.7 61.4 56.3 41.5 

2 MB 95.8 93.6 93.15 122.6 112.4 82.4 

5 MB 217.4 233.2 231.8 304 279.5 205.6 

 

Notably, it is observed that the proposed HCDNA-ChaCha has the lowest encryption time among all the sizes 

of the files tried, which also shows that the combination of DNA-based representation and hyper-chaotic permutation 

does not require too many computations. Rather, the framework enjoys the stream-like characteristics of ChaCha 

encryption and the minimalist chaos-guided parameter generator making it efficient to process considerably large 

texts. As an example, at 1MB, HCDNA-ChaCha takes only 41.50 ms, which is a better performance than AES-256 

(46.70 ms), Twofish (56.30 ms), and Blowfish (61.40 ms). The proposed method has the best performance at 5 MB 

and it is 205.60 ms whereas AES-256 and Blowfish is 231.80 ms and 304.00 ms respectively. These findings confirm 

the suitability of the proposed framework to real time and large-scale cloud text storage applications where the latency 

of encryption has a direct effect on the usability and the storage throughput. 
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Figure 2. Performance of Encryption Time 

4.3.  Encryption Time Analysis 

Table 2 shows the matched comparison of decryption time which indicates the cost of computation of the 

plaintext text from the encrypted ciphertext stored on the cloud. Just like the trends in encryption, the time of 

decryption rises consistently with the size of the file, which signifies the ability to predict performance and predictable 

algorithmic behavior. In all the base methods, the decryption time is a bit lower than the encryption time as it should 

be considering that there is a lower parameter derivation overhead on the reverse transformation in most symmetric 

encryption implementations.  

Table 2. Comparison Analysis of Decryption Time (ms) for Proposed and Existing Methods 

File Size  RSA-2048 ECC-256 Blowfish Twofish AES-256 Proposed  

10 KB 1.75 1.3 0.49 0.61 0.56 0.45 

50 KB 3.4 3.85 2.31 2.95 2.7 2.05 

100 KB 7.2 8.65 4.55 5.85 5.4 4.1 

250 KB 15.8 15.05 11.3 14.8 13.6 10.2 

500 KB 29.8 28.95 22.1 29.5 27.15 20.2 

1 MB 47.9 46.6 44.2 58.55 54 39.8 

2 MB 94.5 92.8 88.1 117 108.2 79.5 

5 MB 214.2 220.9 219.9 289.3 268 198.4 

 

The RSA-2048 and ECC-256 algorithms once again exhibit a little more decryption time than the pure-

symmetric algorithm since the hybrid decryption involves the extra cost of the operations which need the private key 

to recover the session key and then run bulk symmetric decryption. The proposed framework of HCDNA-ChaCha is 

the one that provides the most minimal time of decryption of files of any size, which proves its capability of supporting 

high data recovery performance of cloud applications. The proposed algorithm takes 79.50 ms to decrypt at 2 MB, 

which is better than AES-256 (88.10 ms), Twofish (108.20 ms), and Blowfish (117.00 ms). Even in the largest size 
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that was checked with HCDNA-ChaCha, it takes 198.40 ms, compared to 219.90 ms with AES-256 and 289.30 ms 

with Blowfish. This performance gain is largely due to the efficient stream-cipher format of ChaCha20 and an efficient 

chaos-controlled key stream generation, which does not need significant round-by-round transformations, and 

minimizes the computation burnt on reconstruction. 

 

Figure 3. Performance of Decryption Time 

4.4.  Average Processing Time Analysis 

Table 3 shows average processing time of the tested encryption models in which processing time is the 

average cost of computation of encryption and decryption of all sizes of the tested text files. This measure is offered 

to have a unified picture of the overall efficiency of run time and it is especially crucial in cloud storage settings, 

where upload/download operations must be frequently repeated and the encryption mechanisms need to be not only 

safe but also fast. The findings denote that the traditional symmetric algorithms like AES-256, Blowfish, and Twofish 

have a larger average processing time because their transformations and round operations are block based and repeated 

and Blowfish is the most expensive (86.90 ms). The RSA-2048 and ECC-256 algorithms have smaller average time 

due to the fact that they mainly add the overhead of session-key encapsulation, whereas the bulk data encryption 

remains under the responsibility of the symmetric operations, and thus is feasible use in the secure key exchange in 

cloud environments. 

Table 3. Performance Average Processing Time (ms) 

Model 
Average Processing 

Time (ms) 

RSA-2048 25.48 

ECC-256 23.16 

Blowfish 66.15 

Twofish 86.9 

AES-256 79.44 

Proposed  58.9 
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It is important to note that the offered Hyper-Chaotic DNA-Assisted ChaCha (HCDNA-ChaCha) shows the 

most optimal overall performance of the tested full-data encryption schemes with an average processing time of 58.90 

ms, which is lower than the AES-256 (66.15 ms), Twofish (79.44 ms), and Blowfish (86.90 ms). This enhancement 

can be explained by the stream-cipher effectiveness of ChaCha20 with lightweight chaos-controlled parameter 

generation and optimized DNA-based permutation functions that reduce security and ensure computational viability 

at the same time. These results verify that the proposed HCDNA-ChaCha framework provides a good balance between 

fast execution and multi-layer security which is why it can be considered to be appropriate to use in real time text data 

protection in cloud storage settings. 

4.5.  Statistical Stability Analysis 

Table 4 compiles the encryption delay, decryption delay, overall cryptographic delay and the throughput of 

the proposed HCDNA-ChaCha framework in comparison with the established cryptographic means. Delay values 

give a summary of the mean time that it takes to encrypt and decrypt textual messages under experimental conditions 

and throughput is given as the effective rate of processing secured data in megabits per second (Mbps). These are 

important performance measures in cloud storage systems whereby the encryption solutions should achieve high 

confidentiality with low latency and high data processing rate to support real time upload and retrieve tasks. 

Table 4. Performance of Throughput Analysis 

Method 
Encryption 

Delay (ms) 

Decryption 

Delay (ms) 

Total Delay 

(ms) 

Throughput 

(Mbps) 

RSA-2048  44.8 42.1 86.9 92.1 

ECC-256  42.2 40.1 82.3 97.2 

Blowfish 61.4 58.55 119.95 66.7 

Twofish 56.3 54 110.3 72.5 

AES-256 46.7 44.2 90.9 87.8 

Proposed  41.5 39.8 81.3 98.4 

 

Based on the findings, the conventional algorithms like Blowfish and Twofish have relatively higher 

computational delay as each has multi-round block transformation architecture giving their total delay 119.95ms and 

110.30ms. Compared to Blowfish and Twofish, AES-256 has a higher efficiency with a total delay of 90.90 ms as the 

larger algorithm is optimized and designed to be commonly used in cloud security. The RSA-2048 and ECC-256 

approaches exhibit moderate delays (86.90 ms and 82.30 ms) due to the overhead of the session-key encapsulation 

and the use of the symmetric encryption to process bulk text. It is important to note that the HCDNA-ChaCha 

framework has the shortest encryption delay (41.50 ms) and decryption delay (39.80 ms) and thus the minimum overall 

delay of 81.30 ms of all methods it was compared with. Besides, the proposed framework provides the best throughput 

of 98.40 Mbps, which implies better processing efficiency. This is mostly due to the stream-based efficiency of 

ChaCha20 and chaos-regulated generation of keystream and lightweight hyper-chaotic DNA permutation that together 

contribute to faster computational speed as well as enhance the diffusion and statistical attack resistance. Thus, the 

obtained experimental outcomes substantiate the fact that the HCDNA-ChaCha framework can offer the appropriate 

balance between high security and high performance, which is why it can be applied in terms of securing and scalable 

cloud storage of textual data. 

4.6.  Performance metrics with confidence intervals (95%) 

Table 5 provides the average time (in seconds) of encryption, decryption and total processing of each of the 

assessed encryption models as well as the 95% confidence interval (CI). The confidence intervals measure the 

consistency and reproducibility of the runtime measurements on a variety of experimental runs and text file sizes 

where the smaller the CI value, the more the computational behaviour is consistent. This type of statistical reporting 

is necessary to validate high-impact research since it allows determining whether the difference in performance 

observed is due to random variations or noise at the system level. 
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Table 5. Performance Analysis with 95% CI 

Encryption 

Model 

Encryption 

Time (ms) 

Encryption 

CI (95%) 

Decryption 

Time (ms) 

Decryption 

CI (95%) 

Processing 

Time (ms) 

Processing 

CI (95%) 

RSA-2048  44.8 ±1.20 42.1 ±1.10 86.9 ±2.10 

ECC-256  42.2 ±1.10 40.1 ±1.00 82.3 ±1.95 

Blowfish 61.4 ±1.60 58.55 ±1.50 119.95 ±2.85 

Twofish 56.3 ±1.50 54 ±1.40 110.3 ±2.65 

AES-256 46.7 ±1.25 44.2 ±1.20 90.9 ±2.25 

Proposed  41.5 ±0.95 39.8 ±0.90 81.3 ±1.75 

 

Based on the findings, the encryption and decryption delay of traditional block-ciphers like Blowfish and 

Twofish are the longest with processing time of 119.95 ms (±2.85) and 110.30 ms (±2.65) respectively. In spite of the 

fact that AES-256 is more efficient than Blowfish and Twofish because of wide-spread optimization, it needs 

processing time of 90.90 ms (±2.25). The hybrid(public-key) schemes, RSA-2048 and ECC-256 are moderate in 

performance with a processing time of 86.90 ms (±2.10) and 82.30 ms (±1.95), which is a combination of the extra 

overhead of key encapsulation and a symmetric bulk encryption. It is important to note that the proposed HCDNA-

ChaCha framework has the shortest encryption time (41.50 ms ±0.95) and decryption time (39.80 ms ±0.90) of all the 

methods, and the overall processing time is the lowest (81.30 ms ±1.75). The small confidence intervals also prove 

that the framework proposed provides a stable and consistent performance even in the case of integration of DNA-

based encoding and hyper-chaotic permutation. On the whole, these findings prove that the suggested HCDNA-

ChaCha solution offers not only better runtime performance but also statistically significant performance, which is 

why it is a good candidate to be implemented in practice as a secure text storage in the cloud environment. 

4.7.  Security vs. computational complexity comparison 

The relative assessment of the security level in terms of key size with respect to the computational complexity in terms 

of encryption time is offered in Table 6 to both the proposed HCDNA-ChaCha framework and the known 

cryptographic models. In more traditional cryptography, the larger the key size the higher the security, although it can 

also tend to increase the load on computation. As an illustration, RSA-2048, though proposing an extremely high 

security in the exchange of session keys, has the longest encryption time (44.80 ms) because of the computational 

price of big integer modular exponentiation. On the same note, Blowfish, which has a maximum key size of 448 bits, 

has a greater encryption latency (61.40 ms) due to being a multi round Feistel network. 

Table 6. Security vs. computational complexity Analysis 

Encryption 

Model 
Key Size (bits) 

Encryption Time 

(ms) 

RSA-2048  2048 44.8 

ECC-256  256 42.2 

Blowfish 448 61.4 

Twofish 256 56.3 

AES-256 256 46.7 

Proposed  256 41.5 

 

The suggested HCDNA-ChaCha system is 

highly secure with 256-bit ChaCha20 key enhanced by 

DNA-based encoding and hyper-chaotic permutation 

as an added diffusion and unpredictability but does not 
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require an augmentation of the traditional key size. 

Though this increases the security, the framework has 

the lowest encryption time (41.50 ms) of all the 

methods tested. This can be attributed in part to the 

stream-cipher efficiency of ChaCha20, and efficient 

chaos-controlled keying and lightweight DNA-based 

permutation, that makes computing it incur less cost, 

and harder to cryptanalyzes. AES-256, Twofish and 

ECC-256 are similar in terms of key length to provide 

similar security but have greater encryption times 

(46.70 ms, 56.30 ms and 42.20 ms) which shows that 

the proposed approach is effective to balance high 

security and high computational efficiency. In general, 

the security-complexity analysis shows that HCDNA-

ChaCha is a better trade-off and it takes multi-layer 

security improvement with DNA encoding and chaotic 

permutations and lower computational cost, and 

therefore can be highly effective as a fast and secure 

text storage application on the cloud. 

5. CONCLUSION 

This paper introduces the HCDNA-ChaCha 

model, a new multi-layered encryption scheme, 

achieving a combination of DNA-based encoding, 

hyper-chaotic permutation, and chaos-controlled 

ChaCha20 stream cipher to encrypt a text in a cloud 

storage system. Experimental tests prove that the 

suggested structure has lower encryption and 

decryption durations, throughput, and stable efficiency 

than traditional symmetric and hybrid cryptographic 

techniques. Security reviews indicate the structure has 

high entropy, great avalanche effect as well as the 

sensitivity of keys and this affirms the strength of the 

structure against most of the attack vectors. HCDNA-

ChaCha combines chaos-based randomness, DNA-

based diffusion with a fast stream cipher to provide a 

good balance between high security and good 

computation, which is why it is applicable in the real 

world of cloud storage. The framework can be further 

extended to consider multi-modal data types and 

attempt parallel implementations to increase the scale 

and performance of future work. 
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