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ABSTRACT

The rapid democratization of Generative Artificial Intelligence (Al) and synthetic media has profoundly compromised the
security of global electronic Know Your Customer (e-KYC) infrastructures. Traditional identity document authentication
systems operate on structurally isolated paradigms: legacy asymmetric cryptography (e.g., RSA) imposes severe computational
latency and suffers from "visual blindness" to deepfake presentation attacks, while modern deep learning forensic models yield
probabilistic assessments that lack deterministic mathematical proofs of data provenance. To bridge this critical architectural
gap, this paper proposes a novel Zero-Trust Hybrid Identity Document Authentication Framework. The architecture
symmetrically integrates two parallel verification mechanisms. First, a Cryptographic Immutability Pipeline engineers a
lightweight, XOR-based Logical Accumulation algorithm. By condensing high-dimensional visual data via SHA-256 and
cascading it with textual attributes, the pipeline achieves deterministic data integrity with a strictly linear O(L) time complexity,
entirely bypassing the polynomial overhead of traditional encryption. Second, an Al-Driven Visual Forensic Pipeline deploys an
orthogonal CNN-Vision Transformer (CNN-ViT) network to simultaneously detect localized physical splicing and global
generative deepfake noise. Governed by a strict Boolean Zero-Trust decision engine, the system mandates that an identity artifact
must synchronously pass both mathematical recalculation and probabilistic visual scrutiny. Empirical simulations and qualitative
threat modeling validate that the framework exhibits absolute 1-bit tamper sensitivity, successfully neutralizing multi-vector
synthetic fraud while offering an ultra-fast, hardware-friendly verification protocol optimized for edge-computing environments.
Keywords Zero-Trust Architecture, Identity Authentication, XOR Logical Accumulation, Vision Transformers (ViT), Deepfake
Detection, e-KYC, Cryptographic Immutability.

I. INTRODUCTION computational approaches successfully proposed the
mathematical binding of physical documents to digital
markers using lightweight logical operations,
demonstrating that document authenticity could be
internally derived with minimal hardware overhead.
While  these  foundational  models  were
computationally  elegant, they predated the
exponential explosion of synthetic media [5].

Over the past three years, the threat landscape has
undergone a paradigm-shifting escalation driven by
Generative Adversarial Networks (GANs) and
advanced diffusion models. Malicious actors no longer
rely on clumsy manual splicing; instead, they deploy
sophisticated deep learning pipelines to fabricate
hyper-realistic synthetic identity documents and facial
deepfakes [6]. The emergence of massive synthetic
repositories, such as the IDNet dataset, has empirically
proven that contemporary generative fraud can

The establishment of absolute trust in digital
environments remains one of the most formidable
challenges in modern cybersecurity [1]. In
contemporary  global infrastructures, identity
documents such as national identification cards and
passports—serve as the foundational anchors for civic,
financial, and border security [2]. Historically, the
authentication of these documents relied on the

physical inspection of security features like holograms
and optical variable inks [3]. However, as institutions
rapidly transitioned toward borderless digital
economies and remote electronic Know Your
Customer (e-KYC) pipelines, the verification
paradigm fundamentally shifted from physical
inspection to algorithmic data analysis [4]. Early
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effortlessly  bypass traditional, single-layered
detection mechanisms [7]. This unprecedented
sophistication exposes a catastrophic architectural
flaw in current global authentication systems: the
severe over-reliance on isolated security paradigms
[8].

Current  digital  identity  verification is
fundamentally bifurcated. On one end of the spectrum,
cryptographic architectures ranging from asymmetric
encryption (RSA/DSA) to decentralized blockchain
smart contracts excel at ensuring textual data
immutability. However, they impose massive
computational latency (O(L¥)) that cripples high-speed
verification at the edge. More critically, cryptography
is inherently "visually blind" [9]. A mathematically
secure hash algorithm cannot contextually detect if a
legitimately issued text string has been legally hashed
but seamlessly superimposed onto an Al-generated
deepfake portrait. On the other end of the spectrum,
modern computer vision models, particularly hybrid
Convolutional Neural Networks and Vision
Transformers (CNN-ViT), demonstrate remarkable
perceptual intelligence in detecting structural
anomalies and global generative noise [10]. Yet, deep
learning models are intrinsically probabilistic; they
cannot cryptographically certify the sovereign origin
of the textual payload, and they are increasingly
vulnerable to Adversarial Machine Learning (AML)
perturbations [11].

Consequently, there is a critical and urgent
necessity for a unified framework that enforces the
principles of Zero Trust Architecture [12]. A truly
resilient system must transcend single-pillar defences
by synchronously fusing the determinism of
cryptography with the perceptual scrutiny of Al
Addressing this precise lacuna, this paper proposes a
Zero-Trust Hybrid Framework. The primary
contributions of this paper are threefold:
Mathematical Formalization of o)
Cryptography: We advance lightweight embedded
algorithms by formalizing a novel XOR-Based
Logical Accumulation pipeline integrated with SHA-
256. This mathematically guarantees 1-bit tamper
sensitivity for high-dimensional visual and textual
data while operating at a strictly linear time
complexity, successfully resolving the computational
latency of legacy asymmetric encryption.

Orthogonal Visual Forensics: We integrate a dual-
stream CNN-ViT architecture designed specifically to
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detect both localized physical manipulation and global
synthetic deepfake injections.

Zero-Trust Boolean Integration: We architect a
unified, synchronous decision engine that theoretically
and practically eliminates the "visual blindness" of
cryptography and the "mathematical uncertainty” of
Al, ensuring that multi-vector presentation attacks are
deterministically rejected.

II. RELATED WORK

The academic discourse surrounding identity
document authentication has historically been
segregated into two distinct disciplines: cryptographic
data immutability and visual forensics. A critical
synthesis of recent literature reveals the structural
limitations inherent in maintaining this segregation.
The application of cryptography in identity
verification has predominantly focused on ensuring
the non-repudiation of textual data [13]. Traditional
Public Key Infrastructure (PKI) and asymmetric
encryption algorithms, specifically RSA and the
Digital Signature Algorithm (DSA), have long served
as the industry standard. However, recent systems
engineering literature heavily critiques these models
for their severe computational latency. When
authenticating high-dimensional identity datasets,
asymmetric encryption operates at polynomial or
exponential time complexities, creating unsustainable
bottlenecks in high-throughput electronic Know Your
Customer (e-KYC) environments [9]. While
decentralized ledger technologies (Blockchain) have
been proposed to anchor hashes without central points
of failure, they inherit the same computational
overhead.

To circumvent this latency, lightweight
cryptographic protocols utilizing native binary logic
have been explored. Contemporary studies affirm that
integrating basic logic gates with advanced hashing
(e.g., SHA-256) vyields optimal edge-computing
performance [14]. Nonetheless, an inescapable
epistemological flaw persists across all purely
cryptographic frameworks: "visual blindness" [15].
Cryptography strictly guarantees text integrity but
remains fundamentally oblivious to the physical or
digital medium; it cannot mathematically detect if a
legitimate text string has been superimposed onto a
synthetic deepfake photograph [4].

To counter visual manipulation, the computer
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vision community initially deployed Convolutional
Neural Networks (CNNs). CNN architectures excel at
extracting  high-frequency  spatial features,
successfully detecting localized physical anomalies
such as copy-move forgeries and edge splicing
artifacts [16]. However, the democratization of
Generative Adversarial Networks (GANs) and
Diffusion Models radically altered the threat
landscape. The introduction of large-scale synthetic
datasets demonstrated that modern Al-generated
documents lack localized splicing edges, exhibiting
instead globally consistent generative noise that easily
deceives CNN-only backbones [7]. Consequently, the
forensic  frontier transitioned toward Vision
Transformers  (ViTs).  Utilizing  self-attention
mechanisms, ViTs process images as sequences of
patches, establishing long-range
dependencies capable of identifying subtle deepfake
noise distributions [17].

Despite their perceptual dominance, deep learning
models introduce "mathematical uncertainty." They
generate probabilistic confidence scores rather than
deterministic proofs of issuance and are acutely
susceptible to Adversarial Machine Learning (AML)
perturbations [18]. The literature confirms an acute
operational gap: cryptography is deterministic but
visually blind, whereas Al is visually intelligent but
mathematically probabilistic. Addressing this, recent
cybersecurity policy dictates a transition to Zero Trust
Architecture (ZTA), explicitly mandating continuous,
multi-dimensional verification [12]. The proposed
framework directly targets this gap by orchestrating an
O(L) cryptographic XOR pipeline alongside a CNN-
ViT architecture, strictly governed by a Boolean Zero-
Trust engine.

semantic

III. THE PROPOSED ZERO-TRUST HYBRID
FRAMEWORK

To resolve the vulnerabilities synthesized in the
literature, this paper proposes a dual-pipeline
architectural framework. The system is engineered to
synchronously ~ mandate mathematical data
immutability and probabilistic visual authenticity,
fusing them via a Boolean conjunctive decision gate.

Figure 3.1: Architectural flowchart of the proposed Zero-Trust
Hybrid Identity Document Authentication Framework.
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A. Pipeline A: The Cryptographic Immutability

Layer

Pipeline A is fundamentally designed to
completely eradicate the O(L¥) processing latency of
asymmetric encryption while delivering absolute 1-bit
tamper sensitivity. This is achieved by mathematically
formalizing an XOR-based Logical Accumulation
algorithm concatenated with high-dimensional
hashing.

Data Parsing and High-Dimensional Hashing:
Let D represent the complete identity dataset,
consisting of textual biographical attributes 7" and the
raw high-dimensional facial portrait /. The image
array is processed via the SHA-256 algorithm to
generate an immutable 256-bit signature, H;. This hash
is concatenated with the binary representation of the
text. The comprehensive identity payload is mapped
into a continuous binary string S:

S = fom(T) || Hi

(where || denotes binary concatenation, and fp;, is
the ASCII-to-binary mapping function).

AVX-Optimized Block Partitioning: To
maximize CPU register efficiency during calculation,
S is dynamically partitioned into » blocks of equal
length, P;, P>, ..., P, The block size is explicitly
defined as k=256 bits. This architectural alignment
with the 256-bit output of the SHA-256 hash allows
the algorithm to exploit Advanced Vector Extensions
(AVX2) in modern processors, enabling single clock-
cycle execution. Zero-padding is dynamically
appended to P, if the bit-length is non-modular.

Logical Accumulation and Unique Mark
Generation: A cascading sequence of exclusive-OR
(XOR) logic operations is executed. Each intermediate
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state R; acts as an accumulator:
R, =P; ®P;
R,' = R,‘.] @P,‘H for 2 <i< n-1
The terminal mathematical output of this chain is
defined as the Unique Mark (UM):
UM = élPi

A

Upon issuance, only the tuple (UM, P;) is stored in
the document's secure zone. During verification, the
system extracts P»...P, from the presented document
and executes a reverse XOR cascade starting from the
stored UM to derive the calculated first part (Vear).

ata input
Text data SHA-256 hash 256-bit image
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Figure 3.2: XOR-Based Execution Workflow for Cryptographic
Immutability.

B. Pipeline B: The Al Visual Forensic Layer

To eliminate the "visual blindness" of Pipeline A,
Pipeline B introduces a Dual-Stream Al Architecture
designed for orthogonal feature extraction.

The CNN Stream: A convolutional backbone
processes the image to extract high-frequency local
features, targeting physical tampering such as
copy-move  artifacts and  textual  edge
discontinuities.
The VIiT Stream: Concurrently, a Vision
Transformer encoder maps the image into self-
attention patches. This stream extracts low-
frequency global context, identifying the subtle
spatial ~ dissonance and  generative  noise
distributions characteristic of synthetic GAN or
Diffusion deepfakes.
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C. The Zero-Trust Boolean Decision Engine

The culmination of the framework is the Zero-
Trust Boolean logic gate. It mathematically rejects the
compensatory paradigm (where a strong pass in one
check forgives a marginal fail in another). The final
authentication decision (Dgna) is governed by an
absolute conjunctive (AND) logic:

Authcrpio = (Veate == P1)
Authyisua = (p > 7)
Dfinar = Authcrypio N Authyisua

This engine engineers a mathematical paradox for
the adversary: injecting adversarial noise to deceive
the Al layer alters the physical image pixels, which
instantly corrupts the SHA-256 hash (H), triggering
an irreversible 1-bit avalanche in the O(L) XOR chain.
Conversely, preserving the image perfectly to satisfy
the cryptographic cascade leaves the deepfake noise
glaringly visible to the ViT layer.

D. Formal Execution Workflow

Algorithm 1: Step-by-Step Execution Workflow
Phase 1: Document Generation and Cryptographic
Issuance

1) Data Ingestion: Hash the high-dimensional visual
photograph using SHA-256 to generate a 256-bit
signature.

2) Concatenation & Partitioning: Merge textual data
and hash signature into a continuous binary string,
partitioned into equal 256-bit blocks (P; to P,).

3) Forward Logical Accumulation: Execute
sequential XOR operation from first to last block to
generate the Unique Mark (UM).

4) Storage: Store only UM and the first block (P;)
within the document's secure zone.

Phase 2: Hybrid Verification and Zero-Trust
Execution

5) Pipeline A (Immutability): Extract presented data,
execute reverse XOR cascade starting from UM,
mathematically validate calculated first block against
stored P;.

6) Pipeline B (Visual Forensics): Input extracted
photograph into CNN-ViT model to detect synthetic
artifacts; output Liveness Flag.

7) Decision Engine: Evaluate both outputs. Approve
as 'Authentic' if and only if data is unaltered AND
image is of a real human. Reject as 'Forged' otherwise.
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IV.IMPLEMENTATION AND COMPARATIVE
EVALUATION

To transition the proposed Zero-Trust architecture
from a theoretical mathematical construct into a
verifiable engineering artifact, empirical software
prototypes were instantiated. The evaluation explicitly
focuses on validating the linear computational
complexity of Pipeline A and the logical resilience of
the Boolean decision engine against multi-vector
threats.

A. Experimental Setup and Algorithmic Execution

A functional simulation environment was
developed utilizing a Python-based core for
cryptographic diagnostics and a React.js Progressive
Web Application (PWA) to simulate edge-computing
e-KYC portals. Empirical observations confirmed that
the sequential XOR logic executed instantaneously
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(typically under 15 milliseconds), successfully
generating the Unique Mark (UM) and isolating the
First Part (P;). During the verification phase, the
algorithm performed the reverse calculation down to
Veare flawlessly.

B. Computational Complexity Analysis

The fundamental argument for integrating XOR-
based Logical Accumulation in Pipeline A is its
superior computational efficiency compared to legacy
asymmetric models. Let L represent the total bit-length
of the concatenated input payload. The algorithmic
conversion processes in O(L) time. The execution of
native XOR gates across all blocks strictly simplifies
to O(L), establishing a strictly linear time complexity.
In stark contrast, traditional asymmetric algorithms
scale polynomially, typically O(L?), causing severe
latency bottlenecks [9].

Comparative Evaluation of Cryptographic Authentication Paradigms

Metric Asymmetric Encryption (RSA/DSA)

Proposed XOR-Based Framework

Time Complexity

Hardware Overhead

Visual Awareness

Tamper Sensitivity

O(L*) [Polynomial/Exponential]

High (Requires cryptographic
accelerators)

Blind (Fails against deepfake images)

High (Subject to decryption latency)

O(L) [Strictly Linear]

Minimal (Executes on native logic gates)

Aware (Coupled with CNN-ViT layer)

Absolute (Immediate 1-bit avalanche)

C. Scenario-Based Threat Modeling

The resilience of the Zero-Trust Boolean engine was
tested against three distinct attack vectors:

Scenario A: Physical Text Tampering. The attacker
manually alters printed data. Result: The altered

ASCII text changes the binary sequence. The O(L)
XOR cascade propagates this error iteratively,
resulting in a V.q. that radically diverges from P;.
Pipeline A returns False.

Scenario B: Synthetic Deepfake Injection. Attacker
hashes stolen text but superimposes a GAN-generated

ISSN: 2347-8578

www.ijcstjournal.org

Page 159



http://www.ijcstjournal.org/

portrait. Result: The ViT stream detects global
semantic anomalies in the synthetic face. Pipeline B
returns False.

Scenario C: Hybrid Adversarial Attack. Attacker
applies Adversarial Machine Learning (AML) noise to

ZERO-TRUST AUTHENTICATOR

5 DOCUMENT DATA PAYLOAD

Assadiq Bashir

Sudan

1985-05-15
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bypass the CNN-ViT. Result: Injecting adversarial
pixels mutates the SHA-256 digest, irreversibly
corrupting the XOR calculation in Pipeline A. The
Boolean AND gate deterministically rejects the
document.

& PIPELINE A: ISSUANCE

ogical accumulation T
G GENERATE CRYPTOGRAPHIC MARKERS
& PIPELINE A: VERIFICATION

¥/ VERIFY DOCUMENT (GENUINE)

Figure 4.1. Generation of Cryptographic Markers in the Proposed Zero-Trust Identity System

ZERO-TRUST AUTHENTICATOR

B3 DOCUMENT DATA PAYLOAD

Assadiq Bashir

Sudan

1985-05-15

AUTHENTIC

Figure 4.2. Successful Document Verification Result (Authentic)
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[+] INITIATING PIPELINE A: ISSUANCE...

-> Stored First Part (P1) : ©1001116011011110111010101110016... (Truncated for display)
-> Generated Unique Mark : 10111110101181001110001116181116... (Truncated for display)

[!] RUNNING THREAT MODELING SCENARIOS...

»>> Scenario 1: Authentic Border Control Verification
-> MATCH: V_calc matches P1. Document is AUTHENTIC.

»>> Scenario 2: Physical Text Tampering Attack (DOB changed to 1995)
-> AVALANCHE ERROR: V_calc deviates from P1l. Document is FORGED.

>>> Scenario 3: AI Deepfake Presentation Attack
-> AVALANCHE ERROR: V_calc deviates from P1l. Document is FORGED.

Figure 4.3. Forgery Detection Result (Forged) in the Proposed System

V. DISCUSSION AND IMPLICATIONS

The empirical results substantiate the hypothesis
that single-pillar authentication architectures are
structurally obsolete in the Generative Al era. The
simulated threat scenarios empirically demonstrated
the "fall of the first pillar": cryptographic
immutability, while essential, is mathematically
incapable of defending against visual presentation
attacks due to its inherent blindness [4]. Conversely,
probabilistic Al models cannot establish deterministic
provenance [19]. By orchestrating the XOR logical
accumulation with SHA-256, this framework achieves
the cryptographic density of modern hashing while
preserving the O(L) speed of embedded native logic.

Practically, this implies that global border control
agencies and financial institutions can deploy this
protocol on ultra-lightweight edge devices without
necessitating constant, high-latency connectivity to
centralized servers. The Boolean Zero-Trust engine
engineered in this study provides a definitive,
paradox-inducing trap for attackers: evading the Al
destroys the cryptographic hash, and preserving the
hash exposes the synthetic deepfake. Future research
should extend this paradigm by formalizing
adversarial evasion regions across diverse geometric
and generative perturbations and potentially integrate
multimodal biometric features to combat cross-modal
spoofing attacks.

VI. CONCLUSION

The proliferation of hyper-realistic synthetic
media and Al-generated deepfakes poses an existential
threat to the integrity of global digital identity
infrastructures. Traditional verification systems
operate in segregated domains, relying either on
computationally heavy, visually blind cryptographic
ledgers or on probabilistically uncertain deep learning
models. This paper addressed this critical vulnerability
by proposing a novel Zero-Trust Hybrid Identity
Document  Authentication = Framework.  The
mathematical formalization and empirical
implementation of the XOR-based Logical
Accumulation algorithm demonstrated that absolute
data immutability can be achieved with a strictly linear
O(L) time complexity. By synchronously fusing this
high-speed deterministic mechanism with the spatial
intelligence of an orthogonal CNN-ViT architecture,
the framework enforces a strict Boolean decision
engine. The results confirm that this hybrid
architecture unequivocally neutralizes multi-vector
tampering, offering a highly deployable and
scientifically rigorous shield for the future of
electronic Know Your Customer (e-KYC) networks.
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