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ABSTRACT

Wireless Sensor Networks (WSNs) are composed of sensor nodes and sinks. The intrusion detection is a
mechanism for a Wireless Sensor Network to detect incorrect, improper moving attackers. WSN consumes
lots of energy to identify an intruder. The main objective of this approach is to find the intrusion in WSN. Wireless
sensor networks (WSNs) consist of small, little devices which having limited energy, limited power,
transmission range, and memory. There are two sensing detection models: single-sensing detection and
multiple-sensing detection.
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I. INTRODUCTION
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An Intrusion detection system (IDS) is basically and force etc

aimed to detect unwanted attacks which attempts at

accessing,  deactivating of  computer mainly

through a network. Intrusion detection is . * )+ g % * Typel P
very vital in WSN. Intrusion detection plays

an very important role in the region of network Y Type2 LA
security, so in an attempt to apply the same idea > * e * *
in WSNs it will makes a lot of sense. There are

basically two approaches: misuse detection and 3 < ‘

anomaly detection. Misuse detection identifies an b ¢ *
illegal use by signatures. Anomaly detection b+ ¢ - Y
identifies from analysis of an event. There are two ‘ﬁ' 3 * tat

sensing approaches: Single sensing and multisensing.
In single sensing detection approach, the intruder is
detected by  using one sensor only. Whereas in
multisensing detection approach, multiple sensors are
used to detect the intrusion

Fig 1 Single sensing detection

A wireless sensor network (WSN) is a type of
wireless network consists of small nodes with
capabilities of sensing physical or environmental
situations, handling related data and send information
wirelessly. WSN is a wireless network consisting of
spatially distributed independent devices using
sensors to monitor physical or environmental

Fig.2 Multisensing Detection
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There are number of security protocols used for sensor
networks. For example

SPINS (Sensor protocol for information).

LEAP (Localized encryption and authentication
protocol).

Il. VARIOUS ATTACKS ON WSN

Wireless sensor network is susceptible to several
security threats. There are many papers [2] that
provide the security threats in details.

Following are network layer attacks:

A.Misdirection

Altering or repeating the routing data can cause the
misdirection attack. Forwarding the message along
with the incorrect path can cause this kind of attack.
Misdirection attack is also calculated as routing layer
attack.

B.Selective Forwarding
In this type of attack, attacker rejects to forward
packets or fall them and act as a black hole.

C.Sinkhole Attack
In Sinkhole attack, attackers appeal all the traffic
from a  specific area to a compromise node. This
kind of attack can also cause selective forwarding
attack.

D.Sybil Attack
In Sybil attack, a malicious node can represent
multiple identities to the network.

E.Wormhole Attack
The simplest form of this attack is an attacker be
seated in between the two nodes and forward among
them.

F.Hello Flood Attack
In Hello Flood Attack, Attacker sends hello packets
to the networks to add himself as the neighbor to the
other node.

Different DoS attacks and Defense Mechanisms in
WSN are:

a. Physical Layer - In physical layer attack
caused are jamming and tempering.

Defense mechanisms for this kind of attacks
are spread spectrum, priority messages, Lower
duty mapping and region mapping.

b. Link Layer- In physical layer attack caused is
collision, exhaustion and unfairness.
Defense mechanisms for this kind of attacks
are error correcting code, rate limitations and
small frames.

c. Network and routing - In physical layer attack

caused
are  Neglect and Greed , Homing,
Misdirection, Black holes.  Defense
mechanisms for this kind of attacks are
Redundancy, probing, Encryption, Egress
filtering, Authorization, Monitoring and
Redundancy.

d. Transport Layer- In physical layer attack
caused are
Flooding, D-Synchronization. Defense

mechanisms for this kind of attacks are
Client Puzzle, Authentication.

In a WSN, there are two ways for the detection of an
intruder: single-sensing detection and multiple-sensing
detection. The intruder can be successfully detected by
only a single sensor, in the Single-sensing detection
approach. On the other hand, in the multiple-sensing
detection the intruder can only be detected by using
multiple sensors. In some applications; the sensed
information delivered by a single sensor is not be
suitable for knowing the intruder, because Single
sensor can only sense a portion of the intruder.

The intrusion detection can be studied according to the
ability of sensors in terms of the broadcast range and
sensing range. In a heterogeneous WSN some sensors
have a large power to achieve a longer transmission
range and large sensing range.

I11. COMPARATIVE STUDY of
HETEROGENEOUS WSN AND
HOMOGENEOUS WSN

In homogeneous networks, all the sensor nodes
are identical with respect to battery energy, power
and hardware complication.. In homogeneous
network, single platform is used by group and all
nodes in the network that share the same
functionality .In heterogeneous network all the nodes
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are treated as differently. In the real world,
homogeneous network is not practically possible.
Heterogeneous WSN consist of dissimilar types of
sensor nodes which having different sensing and
transmission range. So, when we have to select the
sensor node for intrusion detection. We need to
consider the difference of sensing and transmission
range.

In order to enhance network reliability and extend
network lifetime heterogeneous WSN is better. Also, if
the sensors are prepared with same hardware, energy,
power, they may not always have the same
communication and sensing models. There is no
guarantee that two sensors using the same platform
have exactly the same physical properties. This
categorization focuses on heterogeneity at the
designing stage. In the heterogeneous wireless sensor
network, the average energy consumption for
sending a packet from the normal nodes to the sink
in heterogeneous sensor networks will be much less
than the energy spent in homogeneous sensor network.

IV. LITERATURESURVEY

There exist several tools for security in
wireless sensor networks. There are many solutions
used in traditional network but they cannot be
applied directly to WSN because the properties of
sensor nodes have some restrictions. Ad-hoc and
WSNSs security has been studied in a number of
proposals.

Zhang and Lee [5] are among the first to
study the problem of intrusion detection in wireless
Ad-hoc networks. They proposed design for a
distributed and cooperative intrusion detection
system for Ad-hoc networks; their scheme was
based on numerical variance detection techniques.
This scheme requires much more time, data and
traffic for intrusion detection.

Detecting a moving intruder is very
critical application in wireless sensor networks
Intrusion detection is defined as, first interaction
time when the intruder knockouts the sensing range
of a sensor belonging to the large sensor cluster. Up
till now most of the present work highlighting on
the problem of network configuration for strongly
detecting the intruder within a pre-specified time,
under the restrictions of less power and/or cost
effectiveness.

Liu et al. [6] have discovered the effects of
sensor mobility on sensing exposure and detection
skill in a mobile WSN. It is proved that sensor

mobility can improve the sensing coverage of the
network, and provide fast detection of directed
actions.

Wang et al. [7] have provided a joining
approach in relating the intrusion detection
probability with respect to the intrusion distance
and the network factors (i.e., node density, sensing
range and transmission range).

Byunggil Lee et al, [4] have developed
management policy and security structure for WSN.
The proposed structure has benefits as respect to
secure link and intrusion detection.

Qi Wang et al., [8] have developed an intruder
detection algorithm of low complexity for static
wireless sensor network. The intrusion detection
model includes features that determine the normal
frequency of performance of order. A dispersed
algorithm in which the sensor collects the information
from the adjacent nodes to examines the
irregularities if any from the neighbor’s.

V. OUTCOME
In our survey we have studied about the intrusion
detection, wireless sensor network and about the
heterogeneous wireless sensor network as well as the
homogeneous wireless sensor network.

We have studied about the WSN, Wireless sensor
networks (WSN) consist of small or little devices.
These small devices have limited power, limited
energy, and memory. Networks are positioned mostly
in open and unguarded environment. There are two
types of WSN first, homogeneous WSN and second,
heterogeneous  WSN. We  have  selected
heterogeneous WSN for our survey.

VI. CONCLUSIONS

This paper presents various approaches of
intrusion detection mechanism that increases life of
WSN.

Various attacks of WSN and protocols for WSN.
Wireless sensor networks are helpless to some attacks
because of their deployment in an open and
unprotected environment. This paper describes the
major security threats in heterogeneous WSN and
also  describes different intrusion  detection
techniques. The paper also describes several existing
approaches to detect the intrusion in WSN.
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