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ABSTRACT

In this paper, we investigate joint relay and jammer selection in two-way cooperative networks, consisting of two sources, one
eavesdropper, and a number of intermediate nodes, with secrecy constraints. Specifically, the proposed schemes select two or
three intermediate nodes to enhance security against the malicious eavesdropper. The first selected node operates in the
conventional relay mode and assists the two sources to exchange data with each other in the amplify-and-forward protocol. The
second and third selected nodes are used in different communication phases as jammers in order to create intentional interference
upon the eavesdropper. We find that in a scenario where the relay and jamming nodes are randomly and sparsely distributed, the
proposed schemes with cooperative jamming outperform the conventional non-jamming schemes within a certain transmitted
power range. We also find that, in a scenario where the intermediate nodes gather as a close cluster, the cooperative jamming
schemes may be less effective than their non-jamming counterparts. Therefore, we introduce a hybrid scheme to switch between
jamming and non-jamming modes. Simulation results validate our theoretical analysis that the hybrid switching scheme further

improves the secrecy rate.
Keywords:- Eaves Dropper, Jammer, Joint Relay.

. INTRODUCTION

Traditionally, security in wireless networks has been
mainly focused on higher layers using cryptographic methods.
Pioneered by Aaron Wyner’s work, which established
fundamental  results of creating perfectly  secure
communications without relying on private keys, physical
layer based security has drawn increasing attention recently.
Later work in studied the secrecy capacity of the Gaussian
wiretap channel, and extended Wyner’s approach to the
transmission of confidential messages over the broadcast and
wireless fading channels. In, several cooperative jamming
schemes were investigated for different scenarios to increase
the secrecy capacity of networks with secrecy constraints.
Recently, two-way relay channel has been well studied for its
potential application to cellular networks and peer-to-peer
networks. In a cooperative network, the efficiency of relay or
jammer selection has a great impact on the performance of the
whole system. In, a relay selection scheme was proposed for

two-way networks with multiple relays, which maximized the

worse receive signal-to-noise ratio (SNR) of the two sources.
In, several relay selection techniques were proposed in one-
way cooperative networks with secrecy constraints. Although
cooperative networks have received much attention by far, the
physical layer security issues with secrecy constraints in two-
way relay networks have not yet been well investigated.

This paper proposes a scheme which can
implement information exchange against eavesdroppers in two-
way cooperative networks, consisting of two sources, one
eavesdropper, and a number of intermediate nodes, with
secrecy constraints. Specifically, an intermediate node is
selected to operate in the conventional amplify-and-forward
(AF) relay mode and assists the sources to deliver data to the
corresponding  destinations.  Meanwhile, another  two
intermediate nodes that perform as jamming nodes are selected
and transmit artificial interference in order to degrade the
eavesdropper links in the first and second phase of data
transmission, respectively. The principal question here is how

to select the relay and the jamming nodes in order to increase
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information security and protect the source message against
eavesdroppers. Several selection algorithms are then proposed,
aiming at promoting the assistance to the sources and the
interference to the eavesdropper. The analysis and simulation
results reveal that the proposed techniques with cooperative
jamming can improve the secrecy rate of the system by a large
scale within a certain transmitted power range. However, in
some special scenarios, the proposed jamming schemes are less
efficient than the non-jamming ones.

Then we propose a hybrid scheme with
intelligent switch mechanism between the jamming and non-

jamming modes, which can overcome this problem.

1. EXISTING SYSTEM

In Existing System, we use one way co-operative
network transmission. The nodes to be operate in the
conventional relay mode and a number of intermediate nodes to
be transmitted the signal, sometimes eavesdropper could be
crash the transmission to hack the file.

Disadvantages:
1. Low Network Capacity.

2. Malicious Eaves Dropper

M. PROPOSED SYSTEM

In proposed system, we use two-way cooperative
network transmission. A number of intermediate nodes with
secrecy constraints transfer the files with enhance security
against the malicious eavesdropper and to exchange the data
with the amplify-and-forward protocol.

In cellular network, and peer-to-peer network
efficiency performance of the whole system. In a relay
selection scheme was proposed for two-way networks with
multiple relays, which maximized the worse receive signal-to-

noise ratio (SNR) of the two sources.

1st phase

2nd phase

IV. MODULES DESCRIPTION

1. Two Ways Co-Operative network
2. Conventional selection without jamming
3. Optimal Switching
4. Optimal Switching with jamming
5. Simulation Results
Two ways Co-Operative Network
In this module, we

can implement

information exchange against eavesdroppers in two-way

cooperative networks, consisting of two sources, one
eavesdropper, and a number of intermediate nodes, with
secrecy constraints.

Specifically, an intermediate node is selected to
operate in the conventional amplify-and-forward (AF) relay
mode and assists the sources to deliver data to the
corresponding destinations.

Meanwhile, another two intermediate nodes that
perform as jamming nodes are selected and transmit artificial
interference in order to degrade the eavesdropper links in the

first and second phase of data transmission, respectively

Conventional selection without jamming

In this module, in a conventional cooperative network,
the relay scheme does not have a jamming process. The
conventional selection does not take the eavesdropper channels

into account and the relay node is selected according to the
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instantaneous signal — to- noise ratio (SNR) of the links

between Source 1 to Source 2.

Optimal Switching

In this module, the original idea of using jamming
nodes is to introduce interference on the eavesdropper links.
However, it simultaneously degrades the links between the
relay R and the destinations. In some specific situation is close
to one destination, continuous jamming may decreases secrecy
seriously, and acts as a bottleneck for the system. In order to
overcome this problem, we introduce the idea of intelligent

switching between

Optimal Switching with jamming

In this module, the optimal selection with jamming
assumes knowledge set and ensures a maximization of the sum
of instantaneous to defined as the overall signal -to-
interference-and-noise-ratio (SINR) of the channel The overall
secrecy performance of the system is characterized by the
ergodic secrecy rate that is the expectation of the sum of the
two sources’ secrecy rate for different types of channel

feedback.

Simulation Results

The intermediate nodes spread randomly within the
square space. It is clear that selection with jamming outperform
their non-jamming counterparts within a certain transmitted
power range. Outside this range the secrecy rate of OSJ
converges to a power-independent value. Whereas the ergodic
secrecy rate of OS continues to grow with a slope. This
validates the analysis the suboptimal scheme SSJ performs
almost the same as the optimal scheme OSJ. Furthermore, it
can be seen from that OW provides better performance than
any other selection techniques with or without continuous
jamming. Within this configuration, we also compare the
performance of different selection techniques measured by

secrecy outage probability.

V. SYSTEM REQUIREMENT

Hardware Requirements:

o System : Pentium IV 2.4 GHz.
o Hard Disk 40 GB.

o Floppy Drive 1.44 Mb.

o Monitor 15 VGA Color
o Mouse Logitech.

o Ram 512 Mb.

Software Requirements:

Windows 7 Ultimate.
C#.Net

o Operating system:

o Coding Language:

Screen Shots:

19216814

o
Q P li:
. ».,‘_7:?@
C\Users\Admin\Deskiop\relay ot D_.J' 4 R 3
- > L8y 41 =y
e sl A1k %% ; |
7

VI. CONCLUSION

This paper has discussed relay selection issues in two-
way cooperative networks with secrecy constraints. The
proposed scheme enables an opportunistic selection of one
conventional relay node and two jamming nodes to increase
security against eavesdroppers based on both instantaneous and
average knowledge of the eavesdropper channels. The selected
relay node helps to enhance the information transmission
between the two sources via an AF strategy, while the jamming
nodes are used to create intentional interference at the

eavesdropper. We found that jamming is effective solutions
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within a certain transmitted power range for scenarios with

sparsely spreading relay/jamming nodes. The proposed hybrid

scheme which switches intelligently between jamming and non-

jamming modes is efficient in providing the highest secrecy

[15]

rate in almost the whole transmitted power regime in two-way [16]

cooperative networks.
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