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ABSTRACT
To protect videos during transmission or cloud storage, encryption of compressed video bit streams and hiding privacy

information can be done. Digital video sometimes needs to be stored and processed in an encrypted format to maintain security
and privacy. It is also for the purpose of content notation and tampering detection. Here, data hiding directly in the encrypted
version of H.264/AVC video stream .It has following three parts, H.264/AVC video encryption, data embedding, and data
extraction. In H.264/AVC codec, the code words of intra prediction modes, motion vector differences, and residual coefficients
are encrypted with stream ciphers. A data hider may embed additional data in the encrypted domain by using bits replacement

technique, without knowing the original video content. Chaos crypto system is used here to encrypt/decrypt secret text data

before/after data embedding/extraction.
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I.  INTRODUCTION

Cloud

technology, which provides efficient computation and large-

computing has become an important
scale storage solution for video data. Cloud services may
attract more attacks and are wvulnerable to untrustworthy
system administrators, it is desired that the video content can
be accessible in encrypted form. The ability of performing
data hiding directly in encrypted H.264/AVC video streams
avoid the leakage of video data, this protects privacy and
security concerns with cloud computing.[1]

For example, a cloud server can embed the additional
information into an encrypted H.264/AVC video by using data
hiding technique. With this the server can manage the video
and crosscheck its integrity without knowing the actual
content, thus helps to protect privacy and security. This
technology can be used in other application. For example,
when surveillance videos or medical videos have been

encrypted for protecting the privacy of the people, a database

into the
the data

manager can add the personal information

corresponding encrypted videos to provide

management capabilities in the encrypted domain.
Il. RELATED WORK

Till now, few successful data hiding schemes in the
encrypted domain have been found in the open literature.[2] A
watermarking scheme using Parlier cryptosystem is proposed
based on the security requirements of buyer-seller
watermarking protocols[3]. In Walsh-Hadamard transform
image watermarking algorithm is used in the encrypted
domain using Paillier cryptosystem is presented [4]. However,
due to the constraints of the Paillier cryptosystem, the
encryption of an original image shows high overhead in
storage and computation. Note that, several research on
reversible data hiding in encrypted images are found recently.
The encryption is performed by using bit-XOR operation. In

these methods, the host image is in an uncompressed format.
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In [5] a robust watermarking algorithm is proposed to embed
watermark into compressed and encrypted JPEG2000 images.

As development of the multimedia and Internet
technology, more information including images, audio and
other multimedia, are being transmitted over the Internet. Due
to some internal features of images, such as large data
capacity and high correlation among pixels, early encryption
algorithms are not suitable for practical image encryption.
Recently, the image encryption technologies based on chaos
theory have been developed to overcome the disadvantages

present in early encryption techniques.

I11.  PROPOSED SCHEME
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Fig.1 Video Encryption and Data Hiding

In this section, a novel scheme of data hiding in the
encrypted version of H.264/AVC videos is presented, the
involves H.264/AVC Coder, Chaos

and Bits replacement to accomplish better

processing system
encryption,
compression performance and efficient data hiding. The
content owner encrypts the original H.264/AVC video stream
with encryption keys using standard stream ciphers to produce
an encrypted video stream. Then, the data-hider (e.g., a cloud
server) can embed the additional data into the encrypted video

stream by using Chaos encryption for text, without knowing

the original video content. At the receiver end, the hidden data
extraction can be accomplished either in encrypted or in

decrypted version.
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Fig. 2 Data Extraction And Video Decryption

Video encryption often requires that the scheme be
time efficient to meet the requirement of real time and format
compliance. It is not practical to encrypt the whole
compressed video bit stream like what the traditional ciphers
do because of the following two constraints, i.e., format
compliance and computational cost. Alternatively, only a
fraction of video data is encrypted to improve the efficiency
while still achieving adequate security. The key issue is then
how to select the sensitive data to encrypt.

A. H.264/AVC Coder

H.264 is a standard used for video compression, It
converts digital video into a format that requires less capacity
when it is stored or transmitted. Video compression (or video
coding) is an important technology for applications such as
digital television, DVD-Video, videoconferencing, mobile TV
and internet video streaming. In H.264, encoder converts
video into a compressed format and a decoder convert’s
compressed video back into an uncompressed format [8].

B. Chaos Cryptosystem
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Chaotic systems are suitable for data message
encryption because they have good properties as follows: 1)
chaotic motion is neither periodic nor convergent, and the
domain is limited. With time passing, the points of the
movement trace traverse all over domain. 2) Flexing and
collapsing are carried continually through the limited domain.
Therefore the outputs of chaotic systems are very irregular,
similar to the random noise.

The discrete sequences of the chaotic dynamical system are
gained by the following equation.

Xn+1 =Tn (xk).

The basic Logistic-map is formulated as,

f(xX)=px(1-x)

Where, x (0, 1). The parameter p and the initial value
Xo can be adopted as the system key (u, xo). The research
result shows that the system is in chaos on condition that
3.569 <1 <4.0.[6]

C. Bits Replacement Technique

The frequently used steganography method is the technique of
LSB substitution. Every pixel of gray-level image consists of
8 bits. One pixel can hence display 28 =256 variations. The
basic concept of LSB substitution is to embed the confidential
data at the rightmost bits (bits with the smallest weighting) so
that the embedding procedure does not affect the original

pixel value greatly.[7]
IV.  CONCLUSIONS

System presents an algorithm to embed additional data in
encrypted H.264/AVC bit streams, which consists of video
encryption, data embedding and data extraction phases. The
algorithm can preserve the bit-rate exactly even after
encryption and data embedding, and is simple to implement as
it is directly performed in the compressed and encrypted
domain, i.e. it does not requires partial decompression of the
video stream thus making it ideal for real-time video
applications. It preserve the confidentiality of the content

completely.
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