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ABSTRACT

This paper presents a review on the LSB image steganography. This paper also explains the different methods of the
steganography, which is the technique used to hide or conceal the existence of the secret data within the cover object. It also
discuss the new LSB steganography method, 2/3 LSB steganography which will be useful to hide more data within the image

with less distortion in the cover image.
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I.  INTRODUCTION

Steganography is the art of the hiding the data within
the data carrier in such a way that no other person except
sender and receiver can identify it, while the carrier occurs to
be the simple file to other peoples. The word steganography is
derived from the Greek words “stegos” meaning “cover” and
“grafia” meaning “writing” [5], the data carrier may be in the
form of an image, a text or an audio file. Steganography
differs with the other data hiding technique like water marking
in many ways for example the existence of a watermark in a
document or message is many times declared openly [3],
while in steganography the object to be transmitted is hidden
in such a way that no one can identify it. Steganography
differs from cryptography also, which does not keep the
communication hidden but only scrambles the data to prevent
intruders understanding the content.

Steganography is used from ancient times, the first
use of steganography was reported in Greece where wax
tablets were used as a medium to hide the data, another
steganography method in history includes shaving the head of
the messengers and tattooing the secret message on head and
let the hair grow. The message can be viewed after the
messengers head is shaved again [1]. Data hiding methods and
techniques advanced as per time like using paper mask,

invisible ink etc. now days for this purpose steganography is
used in the digital formats.

In steganography almost all digital formats can be
used but formats with high redundancy are more suitable for
steganography. The types of main formats that can be used for

steganography are as shown in figure 1.

Steganography
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Fig. 1 Formats for the Steganography

Text steganography has a long history, which
consists of the hiding the secret message within text message
but it is now rarely used due to the digital text files have very
small amount of redundant data.

Image steganography is the very popular type of the
steganography now the days in this the data is hidden within
the pixels of the cover image
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In audio/video steganography, techniques used are
similar to the image steganography.

In protocol steganography the secret data is hidden
within messages and network control protocols used in the

network transmission [2].

I1. IMAGE STEGANOGRAPHY

Among the different types of steganography image
steganography is mostly used. There are various methods to

do image steganography like in transform domain and in

image domain.LSB steganography comes in the image domain.

Image steganography consists of two images one is
cover image and the other is secret images. The bits from the

secret image are embedded in the cover image, as shown in

figure 2
Secret
Image
A 4
Cover Encrypt Stego
Image -ion Image

Fig. 2 Block Diagram of Encryption Process of an Image

A. Least significant bit (LSB) steganography

In LSB steganography the information is hidden
within the last bits of the pixels of the image. The LSB is the
least significant bit in the byte value of the image pixel in the
image. In a 24-bit image three colours are used namely red,
green and blue, they are each represented by the byte so there
are three bytes per pixel in the image. An 800 x 600 pixel
image, can thus store a total 1,440,000 bits or 180,000 bytes
of embedded data since there are 256 possible intensities of
each primary colour, change in the LSB of a pixel results in

small changes in the intensity of the colours, these changes

cannot be detected by the human eye - thus the message is
successfully hidden.

To illustrate LSB technique, consider the following
example, suppose the cover image has the following two pixel
values

(0000 1010 00111010 0111 0100)

(11111101 11000011 11000111)

Also, assume that the secret bits are 101111, after

embedding the secret bits, the resulting pixel values are:

(0000 1011 00111010 01110101)

(11111101 11000011 11000111)

The underlined bits indicate that the bits were
changed from their original value. Only two bits in the cover
image were modified in this process. On average about half of
the bits in the cover image will be modified when embedding
the secret image. LSB method given above limits the size of
the secret data to eighth of the size of the cover image.

LSB steganography can be further extended to
embed secret information in the least n-bits to increase the
capacity of the secret information n/8 the size of the cover
image but it causes distortion in the image when it goes

beyond certain limits.

B. 2/3 LSB steganography

Secret Byte ‘7‘6‘5‘4‘3‘2‘1‘0‘

LA
rfefe]4fs]2]1]o]

YyYvyy
—lefe[4s[2]1]o]

Y A y
r]efs]a]a]2]1]o]
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Fig.3 2/3 LSB Steganography

The block LSB

steganography method by concealing the secret information in

steganography implements

the cover image using a combination of 2-bit and 3-bit LSB
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steganography, referred as 2/3-LSB [4]. Each cover image
pixel is represented by three bytes. Single byte of the secret
information is concealed in the three bytes of a cover image

pixel as shown in figure 3

I11.  CONCLUSIONS

This paper highlights some basic concepts about
steganography and its types. It explains the LSB image
steganography. The future work includes implementing
hardware of the LSB steganography using matlab and FPGA,
also calculating image parameters like PSNR, BER etc in the

matlab.
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