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ABSTRACT 
Cloud  comput ing   is   an       evolv ing  paradigm  with  changing definit ions, but an industry wide accepted  definition 

standardized by National Institute of Standards and Technology (NIST) defines cloud computing as a model fo r 

enabling convenient, ub iquitous,  on-demand network access to a shared  puddle  of  configurable  computing  

resource  (e.g.,  servers, networks,  storage, services and app licat ions)  that  can  be  rapidly   p rovisioned  and 

released with minimal management effort or service prov ider interaction. In this paper we review the different 

security facts associated with cloud computing environment. 
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I. INTRODUCTION 

The objective of cloud computing is to apply 

customary supercomputing, or the power of h igh 

performance computing, typically used by military and 

research facilities to perform tens of trillions of 

calculations per second, application -oriented consumer, 

such as financial portfolios, to offer personalized 

informat ion to provide data storage or feeding large 

immersive computer games. 

To do this, we use cloud computing networks large 

groups of servers running normally low-cost 

technology for consumer PCs with specialized 

connections to spread data-processing chores across 

them. This shared infrastructure has large reserves of 

the systems are joined together. Often virtualization 

techniques are utilized to explo it the power of cloud 

computing. 

        Cloud computing has started to gain extensive 

appreciation in corporate data centres, as it permits the 

data centre to operate as Internet through the training 

process of computing resources to access and share 

resources in a virtual way protected and scalable. 

For a trivial and average size business, the benefits of 

cloud computing is presently driving adoption. In the 

trivial and average size business sector there is often an 

absence of time and fiscal resources to buy, deploy and 

maintain an  in frastructure (e.g. the server, software and 

storage). 

Cloud computing has been standardized by the NIST to 

have three distinct layers in the cloud software stack: 

Software-as-a-Service (SaaS), Platform-as-a-Service  

 

(PaaS), and Infrastructure-as-a-Serv ice (IaaS). Each 

layer has different levels of abstraction from the 

physical hardware from which  the software runs on top 

of. We first consider each of the different  levels shown 

in Figure 1. 

 

 

Figure 1: Cloud computing software layers  

II. CLOUD SECURITY 

Cloud computing security is an sprouting sub-domain 

of network security, computer security and more 

largely, in fo rmat ion security. It refers to a broad set 

of technologies, policies and controls deployed to 
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shield data, applications and  the associated 

in f r as t r uct u re  o f  cloud computing.  Cloud security 

is not to be confused with security software offerings 

that are “cloud- based”.  The scope of the cloud  

security spans  across all the three  service delivery  

models  deployed  in  any  of  the  four  cloud  

deployment  models (private,  public,  hybrid   and  

community  cloud)  and  exhib iting   the  five 

essential characteristics of the cloud. It is this span of 

the scope of security in the cloud that makes it very 

important and at the same t ime much complicated. 

The wide scope of the security thus has mult iple 

facets  including but not limited to security related to 

application, data transmission, data storage, 

authentication and authorization, network, v irtualization 

and  physical hardware. Th is raises multip le questions 

with respect to each of these facets. This thesis 

provides solutions to the questions related to 

application and data security which falls under the 

SaaS layer. 

III. CURRENT SECURITY 

SOLUTIONS 

A detailed literatu re survey was done in the area of 

application and data security and the knowledge of 

which was used in developing the framework for 

cloud security 

 A.   Application and data transmission security 

Security in cloud is a promising topic of research, 

already addressed in many research and academic 

publications. A good overview of the issues in cloud is 

provided by Molnar and Schechter[1] who investigated 

the pros and cons of storing and processing data by the 

public cloud provider with regards to security. They 

detail about the new forms of technological, 

organizat ional, and jurisdictional threats resu lting 

from the usage of cloud, as they also provide a 

selection of countermeasures. 

The different th reat and attack models given by 

Akhawe et al[2] can be used to formally analyze the 

attacks in cloud computing scenarios. However, their 

approach is limited to HTTP communication only. The 

model does not take into account application layer 

messages. 

Youngmin  Jung and Mokdong Chung[3] proposed an 

Adapt ive security management model for cloud 

computing algorithm. They suggest an adaptive access 

algorithm to decide the access control to the 

resources using an improved Role Based Access 

Control (RBAC) technique. The proposed model 

determines dynamically security level and access 

control for the resources. But  this model is based on 

provision of security based on cloud providers’ 

decision and main ly considers different types of 

resources to arrive at the security level and access 

control. Th is model is targeted towards decisions of the 

client and services along with the resources to arrive at 

security levels. Also, this model is framed considering 

the cloud provider also as an third party un-t rusted 

provider, thus making  the system non-vulnerab le even 

at the hands of the provider. 

Gruschka and Lo Iacono[4]showed how XML 

Signature wrapping attacks can be perfo rmed to 

attack Amazon ’s EC2 service. They detailed a 
vulnerability that enab led an attacker to execute 

operation on the cloud control, while hav ing 

possession of a signed control message from a 

legitimate user. 

Manal and Yunis[5] outlined six security 

considerations for cloud computing namely resource 

sharing, data ownership, reduced encryption in favour 

of speed, refusal of services, data loss due to technical 

failu re and attackers going after provider or the 

implementation. He also proposes a theoretical model for 

overcoming these issues through management of 

policies. For example, he proposes to classify the 

policies based on different types of data, like Client 

financial data, Intellectual property and so on. But 

creation and management of these policies are 

practically cumbersome and inefficient. Though many 

of the security issues in the past were due to inefficient 

policies, enabling an efficient policy is next  to 

impossible. Po licies can on ly be an add itional 

measure but as long as the security framework is not 

efficient, even the most strategically created security 

policy will fail. 

Though existing cloud providers use APIs that have 

the structure of web services standards such as SOAP 

and also standard cryptographic primit ives for 

authentication is done through SSL protocol. A lso 

they have IT in frastructure comprising of proxies and 

gateways containing malware and intrusion detection 

techniques. There are two prob lems arising out of 

this solution. The first one is that the API structures 

are still proprietary because they use the provider’s 

own semant ics within the standard structures. This 

will have a great impact on user’s  ability  to move their 

http://www.ijcstjournal.org/


International Journal of Computer Science Trends and Technology (IJC ST) – Volume 3 Issue 4,  Jul-Aug 2015  

ISSN: 2347-8578                     www.ijcstjournal.org                                             Page 214 

data from one p rovider to the other. The other one 

is that, the public key cryptography, a central 

concept in cryptography is used to protect web 

transactions and its security relies on the hardness 

of certain number theoretic problems. These are 

also the main place where quantum computers have 

shown to have exponential speedups. 

These problems include factoring and discrete log, 

comput ing the unit group and class group of a number 

field as pointed out by  Gentry and Szydlo[6] and Pell’s 

equation described by Gentry et al)[7]. The existence 

of these algorithms  implies that a quantum computer 

could break Diffie-Hellman and elliptic curve 

cryptography as discussed by Marisa et al [8] and 

RSA which are current ly used, as well as potentially 

more secure systems such as the Buchmann-

Williams key-exchange protocol. It’s just a matter of 

processing power that is required to crack these 

cryptic techn iques. In  that case, employment of 

standard cryptographic techniques will be efficient only 

over a matter of t ime. As processing power gets 

exponential and quantum algorithms like Simon’s 

quantum algorithm [9] gain better strength, these 

cryptographic techniques are bound to be disrupted, 

may not be immediate but in near future. 

In 2004, Bertino[10] proposed a model for secure 

publication of XML documents. In the presence of 

third party publishers, the owner of a  document  

specifies access control po licies for the subjects. The 

subjects obtain the policies from the owner when they 

subscribe to a document. When the subject requests a 

document, the publisher will apply the policies and 

give fragments of the documents to the subject. Now, 

since the publisher is untrusted, it may  give false 
informat ion to the subject. Therefore the owner 
encrypts various combinations of documents and 

policies [10]. Using Merkle signature and the 

encryption technique the subject verifies the 

authenticity and completeness of the document. This 

model provided holds good for conventional scenarios 

but in case of cloud systems the range of vulnerabilities 

are even higher and hence should be targeted in a 

different way. The model proposed by Bert ino[10] 

can still be used in conjunction with the framework 

that is developed. The framework developed as a 

result of the research  enab les to provide 

confidentiality behind this level. Th is refers to the 

requirement o f a subject in the cloud receiving a 

response to an access request must be ab le to verify 

the completeness of security of the response. This can 

pertain to data or any document. The framework 

developed in this research provides a solution for th is 

in the path of using checksum validations for every 

request and response, the details of which  will be 

discussed in the later sections. 

There are numerous research works happening in 

the region of cloud safety. Numerous groups and 

organ izat ion are concerned in developing security 

solutions and standards for the cloud. The Cloud 

Security Alliance (CSA) is gathering solution 

providers, non-profits and individuals to penetrate into 

discussion about the present and future finest practices 

for in formation assurance in the cloud (“Cloud Security 

Alliance (CSA) - security best practices for cloud 

computing”[11]). The Cloud Standards web site is 

gathering and coordinating informat ion about cloud-

related standards under development by the groups. The 

Open Web Application Security Project (OWASP) 

maintains listing of top vulnerabilit ies to cloud-based 

or SaaS models which is updated as the menace 

landscape changes [12]. The Open Grid Forum 

publishes papers to containing safekeeping and 

infrastructural specifications and informat ion for grid 

computing researchers and developers [13]. 

The finest security solution for web  applications is to 

develop a development scaffold that has strong 

security architecture. Tsai et al [14] put forth a four-

tier structure fo r web-based development that though 

seems attractive, on ly implies a security feature in the 

process. “Towards best practices in designing for the 

cloud” by Berre et. al. [15] is  a road map toward 

cloud-centric development and the X10 language is one 

way to attain better utilization of cloud capabilities of 

immense parallel processing and concurrency as 

agreed by Saraswat and Vijay [16]. 

Krugel et  al [17] point out the value of filtering a 

packet-sniffer output to particular services as an 

effectual way to address security issues shown by 

anomalous packets directed to precise ports or 

services. An often- ignored solution to accessibility 

vulnerab ilities is to shut down unused services, keep 

patches updated, and d imin ish permissions and access 

rights of applications and users. 

Raj et al [18] suggest resource seclusion to guarantee 

security of data during processing, by separating the 

processor caches in v irtual machines, and isolat ing 

those virtual caches from the hypervisor cache. Hayes 
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points out that there is no way to know if the 

cloud providers correctly deleted a client’s purged 

data, or whether they saved it for some unidentified 

reason [19]. 

Halton and Basta [20]  suggest one technique to avoid 

IP spoofing by using encrypted protocols wherever 

achievable. They also suggest evade ARP poisoning 

by requiring root access to alter ARP tables; using 

static, rather than dynamic ARP tables; or at least 

make certain changes to the ARP tables are logged. 

B.  Data storage security 

Hayes [19] points out an attractive crinkle here, 

“Permitt ing  a third-party service to take custody of 

personal documents raises awkward questions about 

control and ownership : If you move to a competing 

service provider, can  you take a data with  you? Could 

you lose access to documents if you fail to pay a bill?” 

[19] . The issues of privacy and control cannot be 

resolved, but only assured with tight service-level 

agreements (SLAs) or by keeping the cloud itself 

private. 

One easy solution, to be a extensively  used solution for 

UK businesses is to merely utilize in-house “private clouds” 

[20]. Nurmi et al [21] illustrated a preview of one of the 

available home-grown clouds in their p resentat ion 
“The Eucalyptus Open-Source Cloud-Computing 

System”. 

Ignoring fragmentation with respect to providing 

security, data fragmentation is not a new concept. 

Concepts like these are already in use for provid ing 

optimizat ion of data access in distributed systems. 

But most o f them do not take security as the concern 

for fragmentation. One such work is regarding 

fragmentation and allocation of data in distributed 

database systems done by Katja et al [22]. Here they 

propose a model to fragment data horizontally or 

vertically with relation to the tuples so that data can be 

accessed or updated in an optimized manner. Another 

work is related to enhancement of Adaptive Data 

Replication Algorithm (ADRW) algorithm to achieve 

dynamic fragmentation and object allocation in 

distributed databases is done by Azzam et al [ 23]. 

Here they deal more about the cost involved in 

accessing data fragments from remote sites. 

Gibbs et a l [24] describes about different prob lems 

created by the fragmentat ion of information across a 

number of different  databases that are maintained 

and contro lled by different function units within an 

organization. 

IV. CONCLUSION 

Cloud computing is a distributed computational model 

over a large pool of shared-virtualized computing 

resources (e.g., storage, processing power, memory, 

applications, services, and network bandwidth), where 

customers are provisioned and de-provisioned recourses 

as they need. Cloud computing represents a vision of 

providing computing services as  public utilities like water 

and electricity. In this paper we reviewed security 

concerns of cloud environment and analysed different 
existing solutions. 
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