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ABSTRACT

Presently, Internet is used all over the world for different purposes and people take advantage of it in almost all possible
ways. But at the same time there are large number of attackers and hackers which can harmthe user and his /her information
that is transmitting through the internet. One of the major internet security threats is Botnet. In order to handle these typ es
of internet security threats, different techniques and tools have been developed. Botnet is the association of large number of
compromised computer systems called Bots that work collective in order to perform the malicious purpose. The malicious
activities supported by Botnet are Distributed Denial Of Service (DDoS) attacks, Spamming of emails, Phishing and
creating the illegal computer systems to cause exchange of harmful material. The Botnet differentiates itself from other
malicious software by having the ability to work under its originator called Botmaster or BotHeader that uses the Command
and Control(C&C) Server to forward its commands to the Bots. In this paper, we have given the general idea about how
Botnet performs the malicious activities and various techniques that are used for the revelation of the Botnet. Later, we
have used the tool called Wireshark for detecting the bot and have proposed a generic architecture for detecting the Botnet

that helps in securing the network traffic, exchanging over the internet.
Keywords:- Botnet, Bot-master, C&C server, DDoS attacks, Honeypots, IRC-based botnet.

l. INTRODUCTION

Botnets are emerging threat with hundreds of millions of
computers infected. Botnets have become a severe global
Internet threat.
unprotected computers controlled by an attacker
(“Botmaster™). It is a collection of software robots, or bots,
which run automatically. They run on groups of zombie
computers controlled remotely by the attacker. Bots are used
to perform a wide variety of malicious and harmful actions
against systems and services like distributed denial of service
(DDoS) attack, spam campaigns, and phishing activity. The
size of the Botnet may differ from tens and hundreds to few
thousands. Most of the times, the host machine does not know
that it is compromised [[1],[2].[3]]. In fact, the system which
we are using can also be a part of Botnet. The attacker first
exploits the unprotected system by usually Trojans and once
the system gets infected, it comes under the control of the
Botmaster. The Command and Control(C&C) Server is used
for sending command to the bots. The C&C server connects
the Botmaster with the Bots. Botnet may have none, one or
many C&C Servers. The C&C Server receives the commands
from the Botmaster, forwards them to the botnet and then
sends the reports back to the Botmaster. Botnets are used to
perform DDOS attacks against the number of targets
including government and even other botnets. It is possible to
re-program or update the botnet node software after it has
infected a system Polymorphism and Rootkitting are two of
the most common techniques in use. In polymorphism, the

malware code changes with every new infection in order to
avoid being detected by the anti-virus. In rootkitting, the
installed malware called “rootkit” is activated each time a
system boots up. The rootkits are not easy to detect because

A “Botnet” consists of a network of they are activated before the Operating Systemof any system

has completely booted up [[4], [5], [6]]. The Botnet Life
Cycle consists of five phases .Figure 1 below shows the life
cycle of the botnet.

In the first phase, the Botmaster, which is the attcaker expoits
the vulnerable system by sending malicious progarms to it
like Trojans and therefore, this phase is known as preliminary
infection phase.This gives back door entry to the BotHearer.
In the second phase, the infected system downloads and
installs the bot binary into itself. Once the bot program is
installed in the exploited system, it starts behaving like a Bot
and therefore is known as Secondary injection phase. In the
third phase, the bot send query to the DNS server in order to
get the address of the C&C Server. The moment the bot gets
the address, it joins to the C&C Server and authenticates itself
to it.The C&C Connection is made by the bot program that
was installed in the victim system which has now become a
bot. Once the C&C connection is established, the newly made
bot becomes the part of the botmaster’s botnet army and is
now ready to act according to the commands that it receives
from the C&C Server[[6] , [7]]
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I Exphta e ol s . cycle of botn_ets and a}rchitegtural designs. It_ also classifies

(preliminary infection) . botnet detection techniques into two categories, host-based

% S Eaar "= (ompromised and network-based techniques. However [[8], [9]] do not
(sscondarym ecion) system focus on real world botnets.

Botnet U Botnet detection methods are classified in two categories

SISyt 5. Compromised namely honeynets and passive traffic [10]. Several data
4 Addpess o CEC Server Sstembecomes sources for botnet detection are enumerated [11]. The
evadability of detection methods are also studied [12]. The
s 6. New Bot comects authencatesitself [ ] evasion cost is proposed as a measure of how good each
e — et E et method is. This cost represents the complexity of the evasion
C&C Server technique and the utility lost by the botnet when the evasion
i technique is successful. The detection techniques are classified
/ &.pDes into four classes namely signature-based, anomaly-based,
‘ Domain Name System (DNS)-based and mining-based
techniques [1]. This is the first survey to use capabilities in a
& comparison table of detection techniques - ability to detect
Victim server unknown bots, capability of botnet detection regardless of
Botmaster botnet protocol, encrypted command-and-control (C&C)
channels and structure, real-time detection and accuracy.
Several botnet detection and tracing methods are analyzed
[13]. They are separated into honeypot-based, IRC-based and
DNS-based methods. The IRC-based category is separated
into traffic analysis-based and anomaly activities-based
methods. A topology of network-based and anomaly-based
detection systems is presented [14]. Another research work
has implemented an algorithm for detecting a botnet. The
authors mention features of botnet DNS traffic that is
distinguishable from legitimate DNS traffic. They defined the
key feature of DNS traffic called group activity, as they
studied and grasped botnets behavior. They developed an
algorithm that differentiates a botnet DNS query by using
group activity feature.

DNS Server

7. Commands

Figurel: Botnet Life Cycle

. In the fourth phase, bot master relays the commands to the
bot through various mechanisms such as HTTP or IRC server
to direct the bot in performing the attack. The Last Phase is
related to the up-gradation and Continuance of the malware
so that the botmaster is kept up to date with the botnet army
for future co-ordinated attacks.

Section 1 defines the introduction of Botnet , Section 2
demonstrates the related work on the Botnet , Section 3
describes the Botnet Revelation and various Revelation
techniques for detecting the Botnets , Section 4 presents the

proposed idea , and Section 5 discusses the various research . BOTNET REVELATION

challenges and conclusion.
9 In order to detect attacks from botnet, many researchers

concentrated on analyzing the characteristic of packet [[53],

. RELATED WORK [54] , [55]]. Mia different methodology of analyzing attacks,
attacks from botnet are detected and some standards are

) computed to evaluate the performance of the methodology

Large number of work has been done on the detection of the[11]" Al-Ahmad et al. [29] used a Sniffer program that
botnets. The detection techniques mostly used by the,erformed monitoring function. All the message that are
researchers include Signature based, Anomaly based, Networke,changed between the bots and the botmaster ,the IP header
based, Host based and Data mining based techniques. In theof TCP were captured and then discrimination was made
earlier days, Signature based techniques were used foryenyeen the legal and illegal activities by using statistical
detecting the botnets but it quickly lost importance when itohart Garcia et al. [59] used the EM Clustering algorithm for
could not find the unknown bots. A number of passivetne detection of synchronization in bots and for the detection

techniques like honeypots, analysis of flow records, and g the pehaviour of the botnets . The EM algorithmis used for
analysis of spam records, packet inspection, and analysis ofyhe clustering of the time slices that have been divided while

application log files, DNS-based approaches, and evaluationseeking to the detection of synchronization Jianbo et al. [65]

of ant_i-virus _soft_wa_lre fgedback are examined. Active dEteC“O”proposed an algorithm based on the analysis of flow. After the
techniques like infiltration, detecting fast-flux networks, DNSpreprocessing of flow grasped from layer 3 switches, it gets

cache snooping, sinkholing, IRC-based botnets detection andpree vectors, such as source IP, destination IP and package
P2P botnets detection are examined. Various botnet mitigationgi e then defines reasonable sliding window of time, does

schemes are illustrated too. The survey [8] offers botnets yynamic analysis based on the algorithm of connection rate.
history, components of a botnet, characteristics of a bot, "feSteinberger et al. [61] used different techniques for the
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detection of anomaly and for mitigating the botnets at thegenerate botnets in the network and generate an early report
internet scale. Xiang et al. [60] provided a new mitigationfor understanding the consequences of botnets. Nepenthe [18]
technique that promoted the development of more efficientis the example of low interaction honeypot that simulate some
countermeasures against advanced botnets. Zhao et al. [9]vulnerability and provides some features for the collection of
presented a system for the detection of botnet activity in bothmalware binaries [19]. The drawback of this technique is that
the command and control and attack phase. The botnetthe limited scale of exploited activities can be tracked. It can
detection techniques can be categorized as follows: Honeypotonly give report for infection machines that are anticipated and
and Honeynet, IRC-based detection , and others like IDSput in the network as trap system. It can’t give a report for
(Intrusion Detection System),Firewall etc. Figure 2 shows thethose computers that are infected with bot in the network [19].
pictorial representation of the botnet detection techniques. It can’t capture the bots that use the method of propagation
other than scanning e.g, spam. So we can come to the
conclusion that generally in this technique we have to wait
until one bot in the network infect our systemand then we can

Botne Detction track or analyze the machine.
Techniques
3.2 IRC-Based Detection
HoneyPot and IRC-Based Botnet :
) . Others (IDS Firewal ) Lo .
HoneyNet L Deteein | i One of the simplest ways to detect this kind of botnets is to
sniff traffic on common IRC ports, and then check if the
Tl Bl pay!oads march the strings in the kn_owledge database [15].
Detecton Deteclion Racine found IRC-based bots were oftidle and only responded
upon receiving a specific instruction [20] .Therefore; the
‘ connections with such features can be marked as potential
Nf‘l‘)‘;”k'w ”s;'w enemies. In [3], Rajab et al. introduced a modified IRC client
— ol called IRC tracker that was able to connect the IRC Server and
1| Pasive Moriorg . reply the queries automatically. The IRC tracker could
DNS-Bised Mining-Based Signature-Based instantiate a new IRC session to the IRC Server, if the
1 Acive Moriring Dt Dt Deoion | template and the relevant fingerprint are given.

In [21] , the real traffic on IRC communication ports ranging
from 6666 to 6669 was observed by authors . It was found that
some IRC client repeated sending the login information while
the denied their connections.Depending on the results of the
experiment , they claimed that the bots would repeat these
actions at certain intervals after denying by the IRC Server,
and those time intervals are different. Nevertheless, they did
31 Honeypot and Honeynet not consider a real IRC-based botnet attack into their

experiment. IRC-based Detection technique can be

The first and the most general approach for detecting andcategorized into: Detection based on traffic Analysis and
tracing the botnets is the use of honeypots, where a subset Detection based on Anomaly Activities.

pretends to be compromised by a Trojan, but actually

observing the behavior of attackers, enables the controlling3.2.1 Detection based on Traffic/Flow Analysis

hosts to be identified[15]. Bethencourt et al. have successfully

identified honeypots by using intelligent probing according toThe main objective is to extract feature information on the
public report statistics. Honeypot and active responders arepackets from the traffic and match pattern registered in the
used to collect bot binaries. Then, pretend to join the botnet as knowledge base of existing bots. Although it is easy to carry
acompromised machine by running bots on the honeypots andon by simply comparing every byte in the packet, but it has
permitting them to access the IRC Server. In [16], Zou andseveral demerits [21]. It should always update the knowledge
Cunningham have proposed another methodology forpase with new signatures. Before the knowledge bases are
honeypot detctio based on independent software and hardwarepatched, the new bots may launch attacks. In [22], Sroufe et
.The useful information gathered by the honeypot is: Signaturea|, proposed a different method for detecting the botnets. Their
of bots for content-based detection, information of botnetmethod can effectively and automatically identify the spam or
C&C mechanism/Servers, unknown security holes that enablepots The main idea is to extract the shape of email by applying
the bots to penetrate the network, tools and techniques that arethe Gaussian Kernel density estimator [22]. In [[23], [24],

used by the attack and flna"y the motivation of the attacker. In[25]], flow/traffic ana|y5is is used to detect the attacks from
[17], the author has used has used honeypot to track and

Figure 2: Botnet
Detection Techniques
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botnet. It can be divided into the four steps: Packet monitoringanalyzing different domain attributes such as the lifetime of
phase, Data preprocessing phase, revealing phase, andthe domain, TTL of the query, page ranking of domains, and
Analysis phase, the diagram of which is shown below inhow frequently a query is applied.
Figure 3.
3.2.1.2 Data Mining Based Detection —This technique uses the
data clustering, machine learning and classification for the
revelation of botnets. Identifying botnet C&C traffic is one of
_ the effective methods for detecting the botnets. Botnet C&C
traffic is different to detect. Since normal protocols are used
by the botnets for C&C communication; the C&C traffic is not

high volume and does not cause high network latency. Thus
anomaly-based methods are not useful to identify botnet C&C

DATA PREPROCESSING PHASE

HEEAUNE HE Server traffic. The common approach which applies data
mining technique for the detection of botnet C&C traffic is
ANALYSING PHASE Botminner [28]. It is an improvement and advancement of

Botsniffer [29]. The similar malicious traffic and
communication traffic are gathered by Botminner. After that,
Figure 3: The four steps of Traffic Analysis Botnet it performs the cross cluster correlation in order to identify the
Detection Technique h_os'ts that.s:hare bo'th. similar communication patterr_1§ and
similar malicious activity patterns .It has the capability to
detect the real world botnets including IRC-based, HTTP
In Packet Monitoring Phase, packet sniffer is used to monitorpased, and P2P botnet with a very low false positive rate [28].
the packets. In Data Preprocessing Phase, the data is
recalculated in the form so that they can be used to detect theg 5 5 petection Based on Anomaly Activities
attacks. In revealing Phase, the normal data and abnormal data
are distinguished. In the Analysis Phase, the performance of
the packets is evaluated. The Traffic /Flow Analysis detection
technique can be categorized into the following:

This technique monitors any behavior that is abnormal by
studying the normal behavior and statistics of the system. The
characteristics studied are high volume of data, high network
latency, traffic on unusual ports, etc. Therefore it can be
concluded that this technique can also the unknown bots.This
method is very efficient in detecting unknown bots and
comprise of two phases- Training and Detection phase. In the
training phase, the normal behavior system (in the absence of
an attack) is observed and a profile is created, using machine
learning techniques. In the detection phase, the current
behavior of the system is compared to the created profile.
However, it may use a lot of system resources as it has to
constantly update the user and system profiles and it also
generates a high false positive alarm [30]. The encrypted
. . . . . botnet communication can also be detected by this approach.
3.2.1.2 DNS Based Detection — This detection technique isTpo Anomaly Based Detection Technique can be categorized
based on the particular DNS information that is shared by thejytg Host based detection technique and Network based
botnet and C&C. These are similar to anomaly detectiongetection technique. The Host based technigue is used to
techniques. Bots typically initiate connection with C&Canalyze and monitor the intemals of the computer system
Server to get commands. For accessing the C&C Server, botSjnstead of the network traffic on its external interfaces [30].
perform DNS queries in order to locate the particular C&Cyhe Network based technique is used to detect the botnets by
Server which is hosted by the DDNS provider. Therefore it ismonitoring the network traffics and can be categorized into
possible to Detect botnet DNS traffic by DNS monitoring and active monitoring and Passive monitoring .Passive monitoring
detect DNS traffic anomalies[[26] , [27]].During this stage, ajs pased on the ability to inject test packets into the network,
detection mechanism is provided to analyze DNS traffic,servers or application for measuring the reactions of network.
detect possible communication instabilities and detect DNSThys it can produce extra traffics. The Active monitoring uses
anomalies (Choi, Lee et al. 2007, Villamarin-Salomén andsome devices to inspect the traffics as they pass by. It does not
Brustoloni 2008). Normally bots communicate within a singleincrease the traffics on the network for inspection. This
administrative domain and it is easy to measure thestrateqy usually requires a long time to inspect multiple stages
relationship between the bots and the C&C mechanism by o rounds of Botnet communication and activities to detect

3.2.1.1 Signature Based Detection — This technique maintains
a database of known bots or attacks and compares the
characteristics of netwok traffic with the known bots present
in the database. This technique is considered as an efficient
technique for detecting known bots. The bots are detected
quickly with almost zero false positive rates and needs less
system resources. The major drawback of this technique is that
it can’t be used for detecting the unknown bots.For example
Snort, which is an Intrusion Detection System, monitors
network traffic to find signature of existing bots.
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Botnets. Majority of Botnet detections that currently exist aresuch as Java, .NET languages, and scripting

based on passive network monitoring. languages generally use awrapper; no such wrappers are
provided by libpcap or WinPcap itself. C++ programs may

V. PROPOSED WORK link directly to the C API or use an object-oriented wrapper

1. Data can be captured "from the wire" from a live network

Presently the network traffic compromises of various types of . .
y P yp connection or read from a file of already-captured packets.

data. For example web contents, e-mails, files, real-time
audio/video data stream and many more. Depending upon the
type of transmission needed either UDP or TCP is used as a
transport layer protocol .For instance, for the transmission of
web content, e-mails and files, TCP is used as a transport layers nepwork data can be browsed via a GUI, or via the terminal
protocol as it is more reliable protocol. But for the transfer Of(command line) version of the utility, TShark.

time sensitive application like real time audio/video streams,

UDP is used. The applications that used TCP protocols Captured files can be programmatically edited or converted
maintain a full duplex communication between the sender andyja command-line switches to the "editcap” program.

the receiver and there is also the sequenced flow control

between the two. To make a TCP connection between the5. Data display can be refined using a display filter.

sender and the receiver, the sender first sends the SYN packet

to the receiver to initiate the session. After the initiation of6. Plug-ins can be created for dissecting new protocols.
connection, an [SYN, ACK] packet is sent by the sender

indicating that a connection is maintained and now the sender?. VolIPcalls in the captured traffic can be detected. If
can receive the packets without overwhelming and invadingencoded in a compatible encoding, the media flow can even be
any of the internal buffer. At the end, the ACK packet is sent.Played.

This process is known as TCP 3 way Handshaking. Due to this i

ACK, the TCP protocol is more reliable than UDP protocol;8 Raw USB traffic can be captured.

still most of the P2P applications use UDP protocol for
communication purposes. Due to the use of various kinds of
protocols for capturing the data from different applications,
there has been the diverge inconsistency found in the volume
of traffic and in the time measured. Also some of them are
unidirectional in nature.

2. Live data can be read from a number of types of network,
including Ethernet, IEEE 802.11, PPP, and loopback.

9. Wireless connections can also be filtered as long as they
transverse the monitored Ethernet.

10. Various settings, timers, and filters can be set that ensure
only triggered traffic appear.

Wireshark's native network trace file format is the libpcap
format supported by libpcap and WinPcap, so it can exchange
captured network traces with other applications that use the
same format, including tcpdump and CA NetMaster. It can
also read captures from other network analyzers, such
as snoop, Network General's Sniffer, and Microsoft Network
Monitor. The user typically sees packets highlighted in green,
blue, and black. Wireshark uses colors to help the user identify
the types of traffic at a glance. By default, green is TCP
traffic, dark blue is DNS traffic, light blue is UDP traffic, and
black identifies TCP packets with problems — for example,
they could have been delivered out-of-order. Users can change
existing rules for coloring packets, add new rules, or remove
rules.

4.1 Detection of Bot from the network traffic by using the
Wireshark

In this section we have captured the packets of the malware
transmitting over the network and have analyzed the bot
infected host by using a tool called Wireshark. Wireshark is
afree and open-source packet analyzer. It is used
for network troubleshooting, analysis,  software  and
communications  protocol development, and education.
Originally  named Ethereal, the project was renamed
Wireshark in May 2006 due to trademark issues. Wireshark is
very similar to tcpdump, but has a graphical front-end, plus
some integrated sorting and filtering options. Wireshark is
software that "understands™ the structure (encapsulation) of

different networking protocols. It can parse and display theWe have created the Virtual Box in our system and have used

fields, 3'0”9 with thelr_meamngs as_specified by OIIﬁerentOracle. Then Ubantu operating systemis being installed on it.
networking protocols. Wireshark uses pcap to capture paCI(etS‘Thus we have created a virtual environment so as to keep the

S0 it can only capturf packﬁts Or]l.trl]; typis of networks thalisystem protected. The Wireshark is also installed in on
pcap ~ supports. n the 1e Of computer networ Ubantu. We execute the malware in this virtual environment.

admlnls_trat_lon, pcap (packgt capture) consists _OfThe packets that were captured by Wireshark are analyzed in
an application programming interface (API) for capturing

. - ; ~this section.
network traffic. Unix-like systems implement pcap in
the libpcap library; Windows uses a port of libpcap known asy, figure 17 there are number of devices that are being
WinPcap. The pcap API is written in C, so other languagesscanned by 10.129.211.13. We see the number of handshake
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packets going out to all these target addresses or systems.
These are all TCP scans taking place. We also see the port
going out to: which is NetBIOS port (139).

G (9t Yeu Qo Coptuw Snite Jwtescs Teaphosy lsch ey
e = = Ve eeTa2EE qaat 2" % 2

Frame 121 (62 bytes on wire, 62 bytes captured)
Ethernet 11, Src: DellEsgr _58:93:fa (00:00:ab:58:93:Fa), Ost: watchgua O4:78:35 (00:90:7F:04:78:3%)

Figure 17 Handshake packets going out to the target systems.

In figure 18 we also see the ICMP destination unreachable responses grouped together. These are all of the different
systems responding to the scanning device. When we do a TCP scan on a target system, we send a SYN packet to the target
system. We expect to get either a [SYN, ACK] packet or a Resend, but not expect to get an ICMP destination unreachable
(port unreachable) message. That may be indication that host is firewall that is why it did not respond as we expected.

Ple ot Yeou ge Ceptue Snete Retsmcs  Touphony Isci: ey
e SBXx & T eeTAaA [EBE aaQt YW e =B

i
il
i
i

Frame 121 (62 bytes on wire, 62 bytes captured)
Ethernet IX, Src: DellEsglr _58:93:fa (00: OB :db:S8:93:Fa), Dst: wartchgua O4:F8: 35 (DD:90:7F:04:F8:35)
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Figure 18 ICMP destination unreachable responses

L - x Isch ey
B SEBXNTE NeseTa (S aaaD e N 3
e - Gpresson.. Clesg Apely

« Frame 121 (62 bytes on wire, 62 bytes captured)
“« Ethernet IXI, Src: DellEsgl S58:93:fa (00:00:®:58:93:Fa), Ost: watchgua O4:F8:35 (00:90:77F:04:78:35)

Figure 19 TCP scans going out on the system

We have got these scans going out on this system as shown in figure 19. Now, we can tell the host is infected with the part a
lot of times are justby passively listening to what that host says when nobody is listening to what that host says when nobo dy
is listening at the keyboard.

Here are infected host and the infected host is 10.129.211.13 as shown in figure 20. It first does a DNS query for
“bbjj.househot.com”. And it gets back a canonical name or an alias response indicating that the alias is “ypgw.wallloan.com.

e Go Ceptue  Sney % Y Isch ey
SEees SRATE NeeeoT2a (@B aqaaD @RS % I
* Ggresson.. Can Apply

Destrnatron Preteaed

m 211.13 m.u. 5... * : - ored - ez . : "

d Query A ypgw.wa com
:  POT A 61.189.243.240 A 61.°

Segel Ackel Wins=64240 [TCP
ACK] Seq=l Ack=]l win=64240
Seg=l Ack=14 win=65522 [TC)
] Seq=14 Ack=1 win=0424
Seq=1 Ack=31 Win=6550
Seq=31 Ack=24 win=642
Seq=24 Ack=52 win=654:
Seq=5%2 Ack=80 win=641
Seq=80 Ack=70 win=654/
Seqe=70 Ack=283 win=63058 [
10.129.5%6 Standard query A hometown.aol.com
N 129 231 1% A‘M“l-”"‘l&”'

YVYYVYVYVYyYYyy

« Frame 121 (62 bytes on wire, 62 bytes captured)
“ Ethernet 1I, Src: DellEsgl _S58:93:fa (00:00:d:58:93:Fa), Ost: watchgua O4:78:35 (00:90:7f:04:78:3%)

Figure 20 DNS query by the infected Host
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T . i == EEEE——==—=——_© """
wmm—v'ﬁqxum

Lo e
B SFATE AT (A QaQaAD D" % 3

« Frame 2 (399 bytes on wire, 399 bytes captured)
« Ethernet IX, Src: watchgua O4:f8:35 (00:90:7F:04:F8:35), Ost: Dellisgr_S58:93:Ffa (00:0b:db:58:93: Fa)
- Internet Protocol. Src: 10.129.56.6 (10.129.56.6). Ost: 10.129.211.13 (10.129.212.1%»
User Datagram Protocol, Src Port: domain (53). Ost Port: blackjack (102
Domain Name System (response)
IReguess In: 11
[Time: 0.237997000 seconds)
Transaction 10: Ox0006
v Flags: 018580 (Standard qQuery response, NoO error)
Questions:

Authority RRs s!,.

Additional RRs
¢ Queries
¢ Answers
* Authoritative nameservers
¢+ Additional records

Figure 21 Unusual numbers of Answer Resource Records in the DNS response

If we look at the response as shown in figure 21, there is a classical sign that may be a problemon the network. The response
that came back has four portions: Questions, Answers, Authority, Additional RR (Resources Records). In response we get
question restated back to us and we should get one or may be two (max4) answer resource records. It is unusual to see 12
answer resource records and that is always a trigger that we want to pay attention.

e foe Yeu Qe Cepturs g L ¥ Isck pwp
B SFXNTDae LeeveTaEES aaao | w B
Fia -  Ggpewssen.. Cesg Agply

L0 T Samai e epteee Prstocod L

10. 129 56.6

» Flags: UxBE530 (Standard query response, No error) -
Questions: 1
Authority RRs: 2
Additional RRs:
¢ Queries
Answers
*« bbjj.househot.
yegw.wallloan. com:
“ ypgw.wallloan. coms:
* ypgw.walllocan. com:
yow.wallloan. com:
* ypogw.wallloan. com:
*» ypow.walllocan.com:
yegw.wallloan. com:
yogw.wallloan. com:
»« ypogw.wallloan.com:
« ypgw.walllocan.coms:

* ypow.wallloan.com:
L Bsathne i s st fus FLUS—.—— ..

151.198.6.55
216.234 247 191
i 68.112.229.228
v 61.189.243.240
218.12.94.58

61.145.119.63
2.98.223.87
.249 .83 118

0

LR R
n
-
M
"
w
-~
4

208.154. 214

Figure 22 List of different IP addresses as DNS response
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But when we open the answer section as shown in figure 22, we see the “ypgw.wallloan.com” that is alias for
“bbjj.househot.com” and here are all of the different IP addresses that are assigned to “ypgw.wallloan.com”. Now the presence
of lot of IP addresses makes us very concern because it is very unusual to see that. Most of the times the presence of many IP
addresses, is a list of IRC Servers. In packet number 3, the client goes out and does a SYN to port “18067”. Anything can run

on this or any port that is why port filtering devices are very limited because we can go round that by using other ports for our
services.

B Lot Yeu Ge Ceptuew = ¥

e

o e o & X2 e e e TaEs aaanD @G| s O
e e . S ——
Pao T - S - Dot et noe Pertra et o d

10.129.211.13 10.129.56.6

Frame 2 (399 bytes on wire, 399 bytes captured)

Ethernet IX, Src: watchgua OS2:Ff8:35 (00:90:7F:04:F8:35), Dst: DellEsgl _S8:93:Fa (OD:Ob:cdb:58:93: Fa

Domain Name System (response)
IScgue=s In: 11
[Time: O.237997000 seconds]
Transaction 1D Ox OO0

» Flags: Ox8580 (Standard query response,
Guestions: 1
Answer RRs: 12
Authority RRs: 2
Additional RRs 3

b Oueries
Answers
“« BbI i . househot . com: Type

NO error)

NAME, class IN, <g e TS . €

<
yogw.wallloan.com: type A, class In, addef216_234.235_165
ypogw.wallloan.com: type A, class IN, adde 151. - e
yioow.wallloan.com: type A, class IN, addr 216.234.247.191
wrsrne wall lases roes- e A

rlace TN ndd- AR 112 D3Q DPOR

Figure 23 Unsuccessful TCP Handshakes

Now we look at the response that came back as shown in figure 23, the very first IP address that came in the response is
“216.234.235.165” and sure enough that is the first target that the bot infect host wants to make a handshake. Here is the TCP
Handshake going out and the destination unreachable (port unreachable) coming back.
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—
e L3¢ Yeu Go LCeptuw _Aef ‘I—na-.

SBEsees =AXTae e TaEs aaan 9| % 2

e . e

Mo . Toma Scmami Detratson Protoced [aatd

TN MRS TN 130 21 1RG >4 dan ’ 2ot nT Win-Al74N Tere ~
18cguest In. D1 -
[(Time 0.228953000 seconds)

Transaction ID: Ox0007

» Flags: Ox8580 (Standard query response, NO error)

Questions: 1
Answer RRs: 11
Authority RRs: 0O
Additional RRs: 0

v Queries
Answers
* ypogw.wallloan.com: type
« ypow.wallloan.com: type
“ ypogw.wallloan.com: type
« ypgw.wallloan.com: type

yegw.wallloan.com: type
*» ypow.wallloan.com: type
ypgw.wallloan.com: type
* ypgw.wallloan.com: type
= ypow.wallloan.com: type

class IN, addr 61 189 243 240

class IN, addr 61.145.119.63

class IN, adde 151.198.6.55 "
class IN, addr 202.98.223.87

class IN, addr 218.249.83.118

class IN, addr 68.186.110.158

class IN, addr 68_112_229_228

« Class IN, adder 218.12.94.58

. class IN, addr 216.234_ 235.165

LR R

Figure 24 DNS response for ypgw.wallloan.com

Now this makes us feel that the target system has got some firewall process to something loaded which is responding ICMP
instead of TCP reset or TCP [SYN, ACK] .The client tries again, it is unsuccessful, it tries again, and it is unsuccessful. Then
the client gives up and does a DNS query for “ypgw.wallloan.com”. It is now going after the canonical name. For its DNS
reply we will look into the answer section as shown in figure 24

In the answer section we see the “ypgw.wallloan.com” and there are number of different IP addresses associated with that. The
list of IP addresses is probably the list of IRC Commanding and Controlling Servers because it is very typical to see.

L =
B @ XTas NeseTa@lEs qaaanD DW=
- Ggeesmon.. Clasg Sgpty

Seg=1 Ack«l wWin=64240 [(TC#@
ACK] Seq=l Acks=l wWin=064240
Seg=l Ack=14 win=65522 [T
Seqe=l4 Ack=1 Win«6424:
Seq=1 Ack=31 Win«6550
Seq=31 Ack=24 win=642
Seq=l4 Ack=52 win=654;
SeqeS2 Ack=80 win=641:
ACK] SeqeB0 Ack=T0 win=654
Seq="0 Ack=283 win-63958 [ .

(-2 - -

0990090000
Q

TGN N ot ot et ot ot h ot
INFQUBNAVAW
INNNNNNNNNN
R ok T
B e e e g et
P A e
Whwhwhwaww
YYYvYyvyvyyvyvyyy

1Bcguess Ion. 91 -
[(Time: 0.228953000 seconds)
Transaction ID: OxO007
v Flags: Ox8580 (Standard query response, NO error)
Questions: 1
Answer RRs: 11 -
Authority RRs: 0O
Additional rRrRs o
» Queries
Answers
* ypow.wallloan. com:

SR . W O O

Figure 25 TCP Handshake between the client and the target system

The first address in the list is “61.189.243.240” and sure enough the client goes out and sure enough the client goes out and
does a Handshake to that target system as shown in figure 25. There is a SYN packet; it is going out on port number “18067”,
which we know that anything can run on that port.
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T T - - -
5 Telephony Tools Help
Ao T2 (B AQaaD 0B % B
v Expression.. Clear Apply
Destinatson Protocol info

m

St-nda d_g v A vpd
cacy.Z11l. 2> : Y _respw..

61. 139" 3.240 .. > 18067 Ack=1 w1n=64240 [TCP
61.189.243_.240 ne - ACK] Seq=1 Ack=1 Win=064240

) 10.129.211.13 TCP 18067 > wmeod2 ACK Seq=1 Ack=14 wWin=65522 [TCI
61.189.243.240 TCP neod2 > 67 [PSH, ACK] Seq=14 Ack=1 Win=6424!

) 10.129.211.13 TCP 18067 > neod2 [PSH, ACK] Seq=1 Ack=31 Win=6550'
61.189.243.240 TCP neod2 > 18067 [PSH, ACK] Seq=31 Ack=24 win=642

) 10.129.211.13 TCP 18067 > neod2 [PSH, ACK] Seq=24 Ack=52 wWin=654i
61.189.243.240 TCP neod2 > 18067 [PSH, ACK] Seq=52 Ack=80 Win=641

) 10.129.211.13  TCP 18067 > neod2 [PSH, ACK] Seq=80 Ack=70 win=6541
61.189.243.240 TCP neod2 > 18067 [ACK] Seq=70 Ack=283 win=63958 [ -

Figure 26 Push flag sent with the ACK after the successful TCP connection

In this case the client is successful. We see the [SYN, ACK] came back and the ACK and the 3 way Handshake is completed.
After that we see that the client immediately sends data up to that server using the Push flag which is also unusual to see as
shown in figure 26.

G (9 You o Cowptue Sreyte Betascs Teaghosy [och ey
B g v VT ¢eTF2 (@ aaan 0" % ®B
@ Lo Tookar
Pesien Yoot * Egeeswon.. Clas Agpty
v Dt

 Packet L

@ Pachet Qetai
(> g
!im'—a . 29.5€
Plarrie Fasonprom . ¥

v Colorioe Pachet Loz
Auto vl » Lige Capture 8
A(K] Seq-l Ack=]l wWin«064240

- » <) 9 >
g8 e e > Seqs=l Ack=14 Win=65522 [TCI
3 - Tase O Cuie~ > . ACK] Seq=14 Ack=1 win=6424
« X Hoemal e Cobe s > . AK] Seq=]l Ack=3]1 win=6550
« I Reson A5 Cobuwes N > , ACK] Seq=31 Ack=24 win=0642
- ACK] Seq=24 Ack=52 win=0654:
3 > . ACK] Seq=52 Ack=830 win=0641
Bpena i Cwte R > . ACK] Seq=80 Ack=70 win=654/

L itage (41 Cotele B >

Seq=70 Ack=283 win=63958 [ .

Coteruoe Conienston .

Ethes ™ Colonng Rubes a (00:00:db:58:93:Fa), Ost: watchgua O04:F8:35 (00:90:7F:04:F8:35)

Figure 27 Opening the Packet Bytes section

In this case the data is not buffered at all and is delivered right away; maybe there is something like a Telnet communication.
But we do not recognize and Wireshark recognizes what is running on the port “18067”. We will go to “View “option then we
will select “Packet Bytes” as shown in figure 27
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v

61.189.243.240 Seq=1 Ack=1 wWin=642
5 bl.189.243_240 7TCP neod’Z2 > 138006 PSH. ACK Sea=1 Ack=1 w1l
.240 10.129.211.13 TCP 18067 neod?2 [ACK] Seq=1 Ack=14 win=063

>
X3 61.189.243.240 7TCP neod2 > 18067 [PSH, ACK] Seq=14 Ack=1 W
3.240 10.129.211.13 TCP 18067 > neod2 [PSH, ACK] Seq=1 Ack=31 w
= 2= 61.189.243.240 T7TCP neod2 > 18067 [PSH, ACK] Seq=31 Ack=24
8.240 10.129.211.13 TCP 18067 > neod2 [PSH, ACK] Seq=24 Ack=52
e 61.189.243.240 TCP neod2 > 18067 [PSH, ACK] Seq=52 Ack=80
8.240 10.129.211.13 TCP 18067 > neod2 [PSH, ACK] Seq=80 Ack=70
o e 61.189.243.240 T7cCP neod2 > 18067 [ACK] Seq=70 Ack=283 win-

ire, 67 bytes captured)

sgP_58:93:fa (00:0b:db:58:93:fa), Dst: watchgua 04:f8:35 (00:90:7f:¢(

0 Ob db 58 93 fa 08 00 45 00  ..... Voo, aXen onlta

0 06 00 Oa 81 d3 Od 3d bd MLy | R et =

e d8 34 ed 88 e5 4c¢c 5 18 s ilFeva Weez P

5 53 65 52 20 6c 0O 6c 20 6c¢ a3 d..us er 1 1 1
-

Figure 28 Data sent to the destination “61.189.243.240”

Then we will look into the packet bytes section and try to understand what data is going through the packets. We can see the
client sent data up to the Server .We can see it is saying “User (space) | (space) | (space) 1 (space) I” going up to the server as
shown in figure 28. Then we see the ACK coming back. Then we see the client sending some additional information as shown
in figure 29.

61.189.243.240 T7CP neod2 > 18067 Seq=1 Ack=1 wWin=64
=13 61.189.243.240 T7TCP neod2 > 18067 [PSH, ACK] Seq=1 Ack=1 w

10.129.211.13 > Seq=1 Ack=14 wWin=6
.240 10.129.211.13 TCP 18067 > neod?2 [PSH, ACK] Seq=1 Ack=31
k3 61.189.243.240 T7TCP neod2 > 18067 [PSH, ACK] Seq=31 Ack=24
.240 10.129.211.13 TCP 18067 > neod2 [PSH, ACK] Seq=24 Ack=52
13 61.189.243.240 TCP neod2 > 18067 [PSH, ACK] Seq=52 Ack=80
.240 10.129.211.13 TCP 18067 > neod2 [PSH, ACK] Seq=80 Ack=70
33 61.189.243.240 TCP neod2 > 18067 [ACK] Seq=70 Ack=283 win-

re, 71 bytes captured)
gP_58:93:fa (00:0b:db:58:93:fa), Dst: watchgua 04:f8:35 (00:90:7f:(

I Ob db 58 93 fa 08 005 00 ..... Sii aXivoslEa =
I 06 O00 00 Oa 81 d3 0df3d bd QNS IS e =5

. d8 34 f9 ed 88 e5 4c|50 18 R D S

. 69 43 4b 20 70 38 2dl30 30 iéégiim CK p8-00

Figure 29 Additional information is sent to the destination “61.189.243.240”

In order to read this information right click on one of those packets and choose to follow the stream. We can follow the TCP
stream, UDP stream or follow the SSL stream as shown in figure 30.
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551 B 61.189.243.240 T7cCP neod2 > 18067 [ACK] Seq=1 Ack=1 win=641

.13 61.189.243.240 TCP neod2 > 18067 [PSH, ACK] Seq=1 Ack=1 w
1.240 10.129.211.13 TCP 18067 > neod2 [ACK] Seg=1 Ack=14 wWin=65
.l 1.18. 4 = 40 TCP s W - T Y e -
i.240 10.129.211.13 7TCP = Rk Puchit Sopoie Seq=1 Ack=31
=53 61.189.243.240 T7CP (& Set Time Reference (toggie) Seq=31 Ack=24
i.240 10.129.211.13 TCP P e Seq=24 Ack=52
.13 61.189.243.240 TCP :""” - . K1 seq=52 Ack=80
1.240 10.129.211.13 TCP PO & ] Seq=80 Ack=70
.13 61.189.243.240 TCP Conversation Filter * §=70 Ack=283 win=
— e Colorize Conversation » =

ire, 71 bytes captured) Fol;*TCPm %

sgP_58:93:fa (0D0:0b:db:58:93: P Sere ES:BS C(00:90:7f:(
Copy »

2} Decode As.. !

ll

D Ob db 58 93 fa 08 00 45 OC & Prmt

D 06 00 00 Oa 81 d3 0Od 3d bc Show Packet in New Window

e d8 34 f9 ed 88 e5 4c 50 18 T e A
e 69 43 4b 20 70 38 2d 30 30 -..-h..Ni CK p8-00
a 196671.

Figure 30  Following the TCP stream

Here the TCP stream is available for us so we will go to it. When we click on it, a window pops up and it shows exactly what
data transferred between the client and the server. The client’s data will by default be in “Red” and any data send by the server
will by default be in “blue”. This is an IRC communication it contains the User command, Nick command, User host command
and especially the join command as shown in figure 31.

@8 Foliow TCP s_

Stream Content
uUser 1 1T 1 1 @__
: NiCcK p8-0019667 1

a7 001l p8-00196671 - <_'_ &
USeRHOST p8-00196671
a7 302 p8-00196671 :p8-00196671=+1Aa010.129.
JOIN #38 1 hodc9hi
car 23 g8—00196671 #p8 :-!1a
gfcagihehehadkcpcpgigpgngfhegphhgocogbgpgmco
ogkhagh
a7 333 p8-00196671 #Fp8 a 1134159047
l: a7 366 p8-00196671 #pS8 -

Figure 31 IRC communication

So at this port, we can tell this client is automatically connecting to the IRC Server in the background. Now we know that the
client is connecting to the IRC Server.

Next, the client goes out and it does a query for “hometown .com” as shown in figure 32. The client gets a response, tries to
make a connection, it is an unsuccessful connection attempt and then it begins its scanning process. So probably something
during that IRC command exchange, something in the network client begins the scan process.
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Seq=1 Ack=31 wWin=6550 »

Seq=31 Ack=24 win=0642

Seq=24 Ack=52 win=0654;
ACK] Seq=52 Ack=80 win=0641
ACK] Seq=80 Ack=70 win=654:
Seq=0 Ack=283 win=63958 [

Standard any A hometown. aol. com
10.129.56.6 1 L2112 )3 Standard m response A 205. m.n‘.u. A 20
10.129.211.13 w0 Win=64 2

« Frame 16 (71 bytes on wire, 71 bytes captured) -
Ethernet II, Sec: Dellisgh _S8:93:fa (00:00:db:58:93:Fa), Ost: watchgua O4:f8:35 (O0:90:7F:04:F8: 35
| Internet Protocol. Src: 10.129.211.13 (10.129.211.13). Dst: 61.159.243.240 (61.189.243.240)
- Transmission Control Protocol. Src Port: neodZ (1048). Dst Port: 18067 (18067). Seq: 14, Ack: I. L
« Data (17 bvres) -

0000 OO0 90 7f 04 f8 35 00 Ob db 58 93 fa 08 00 45 00O cesosdee x

0010 OO0 39 01 2a 40 00 80 06 00 00 Oa 81 d3 Od 3d bd -9.%8. ceoeeeest
0020 3 1O 04 18 46 93 ce ds8 34 f9O ed 88 &5 4c 50 18 > Foceo Boae P,
D030 fa fO 97 68 00 00 4¢ 69 43 4b 20 70 38 2d4 30 30 h. .NT CK p&-00
0040 31 39 36 36 37 31 Oa 196671.

Figure 32 Client does a query for “hometown.com” and gets back a DNS response
We have some signatures as shown in figure 33, we have:

Port 18067, which is unusual port.

bbjj.househot.com

ypgw.wallloan.com

A number of target IP addresses that were given in the DNS response packets on those targets (figure 34).

E O

ion.. Clear Apply

otocol Info

NS Standard query
NS Standar .

m

Standard query A ypgw.wallloan.com
Standard query response A 61.189.243.240 A 61.:

neod2 > 18067 [ACK] Seq=1 Ack=1 win=64240 [TCP
cpP neod?2 > 18067 [PSH, ACK] Seq=1 Ack=1 win=64240

Figure 33  Signatures that indicate the abnormal activity
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e Lot Yew Go Ceptues v y Isck e

[ SXTdae neveeTaES aaaOo GRS x 3D
¥ A e

e . T - fmamt Cetostas= Protexod s

10.129.211.13 10.129.56. A bb housechot . com
3. E25 5. & O. 129

. FesHons e CRAME vDOw . wa

Additional RRs 3 -

v Queries
Answers

bbjji.househot . com: type CNAME, class IN, cname ypgw.wmallloan.com

* ypogw.wallloan.com: type A, class IN, adder 216.234_235.165
yogw.wallloan.com: type A, class IN, addr 151.198.6.55
yiogw.wallloan.com: type A, class IN, li;r 216.234_ 247 191

* ypogw.wallloan.com: Type A, class IN, addr 68.112.229.228
vyogw.wallloan.com: type A, class IN, adder 61_189_243. 240 .
vogw.wallloan.com: type A, class IN, addr 218.12.94_58

* ypow.wallloan.com: type A, class IN, addr 61.145.119.63
yogw.wallloan.com: type A, class IN, addr 202.98_223_87
yoogw. wallloan.com: type A, class IN, addr 218.249.83.118

“« ypgw.wallloan.com: type A, class IN, addr 68.186.110.158
vyegw.wallloan.com: type A, class IN, addr 221.208_154 214

0000 OO Ob db S8 93 fa 00 9O 7f 04 f8 35 08 00 45 0O cnadleaps:. vwodesile
0010 Ol 81 78 6 00 00 74 11 93 6f Oa 81 38 06 Oa 81 cadiLL bl o..8.

Figure 34 List of IP addresses that came in DNS response

Be careful connecting to those targets because those targets can infect other systems in case they are not protected. Let us now
go to the browser and just find out what this client might be infected with.

We have used the browser, Mozilla Firefox and will make a search for “bbjj.househot.com” as shown in figure 35.

Ubunktu Start Page - Mozilla Firefox

il Ubuntu Stark Page

| £33 about:startpage ~ & | [2W~ Google Q| &y

Coogle

bbjj.househot

.
g Ubuntu help » gy Ubuntu shop » @ Ubunktu communikty >

Figure 35 Search for “bbjj.househot.com”.

This seems to tell us the definition of “bbjj.househot.com” listed as the Window 32 Mocbot. It is also called SDbot Worm and
IRC-Mocbot, as it has different names as shown in figure 36.
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bbjj.househot - Google Search - Mozilla FirefFox
bbjj.househot - Google Search

@ = google.co.in | https://

svw.google.co.in/search?q=bbjj.househot&ie—UTF-8&sa=Sea ~&| 28~ Q ﬁ
- Go Sle bbjj.househot “ HH m
web Maps MNews Images Videos More ~ Search tools e

About 172 results (0.20 seconds)

Air Charter Service - aircharterservice.co.in
www.aircharterservice.co.inf/ ~ 022 6519 7070
ACS can provide BBJ's and other luxury VIP aircraft for charter.

Mocbot. A - F-Secure Labs

https:i/fwww. f-secure.comfv-descs/mocbot.shtml ~

bbjj.househot.com ypgw.wallloan.com. The bot joins to password-protected IRC
channel where the hacker can send commands to the bots to control infected

IRC-Mocbot!MS06-040 - Malware - McAfee Labs Threat ...
wwwmeafee comithreat-intelligence/malware/default. aspx?id=140394 ~
Aug 13, 2006 - This page shows details and results of our analysis on the malware
IRC-Mocbot! MS06-040.

W32.Mocbot.A Technical Details | Svma@
wwwsymantec.comisecurity_responsefwriteup_jsp?docid=2005... ~

Feb 13. 2007 - bbjj. househot.com; ypgw.wallloan.com. Listens for commands which
may allow a remote attacker to perform some of the following actions on ...

goaway.exe Newme.exe bbjj.househot.com [CLOSED] - Geek...
www.geekstogo.com » ... » Security > Virus, Spyware, Malware Removal ~

Jan 22, 2006 - 16 posts - 2 authors

Page 1 of 2 - goaway.exe Newme.exe bbjj.househot.com [CLOSED] - posted in Virus,
Spyware, Malware Removal: | am having problems with ...

htep://www.symantec.com/secur.. . d=2005-102415-5716-99&tabid=2 = ] ¥

Figure 36 Shows the result for “bbjj.househot.com”

We have used Wireshark and build a filter that will show us when those DNS queries come back and they look a little
suspicious.Look at the second packet where we have the Answer Resource Record, “12” answers coming in the record. As
already mentioned that answers more than 4 or 5 is notusual because thatis so constantly happening in the environment of bot
infected host (figure 37).

Next we built a “Butt-Ugly” color filter that will highlight any packet that will have Answer Resource Record value greater
than 5 let us say. When we highlight the field inside a packet down below on the status-bar, Wireshark tells us the name of the
field is “dns.count.answers”.

sick-chent pcap - Wireshark

Eile Edt Yiew Go Capture Analyze Statistics Tetephonx Jools Help
S EBEEXTE NPT L2 (EE QA &8
Fiter: dns.count.answers == 12} I ~ Expression.. Clear Apply

No. . Time Source Destination Protocol info

1 0.000000 10.129.211.13 10.129.56.6 DNS Standard que
5 5 : 8

9 328.353073 10.129.211.13 10.129.56.6 DNS Standard query
10 0.228953 10.129.56.6 10.129.211.13 DNS Standard query
NnanNEacT = or > MDa -t QN7

bl

[Time: 0.237997000 seconds]
Transaction ID: O0x0006
# Flags: Ox8580 (standard query response, No error)
Questions: 1
Answer RRs: 12
Authority RRs: 2
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Figure 37 Filter is used to get DNS responses having Answers Resource Records greater than 12.

We did Right Click on this field and prepare a filter based on the selected value as shown in figure 38.

sck -chent pcap - Wireshark
Eide Edt VYiew Go Capture Analyze Statistics Telephony Tools Help
SO e e r:l B aaapn éau

Expand All

Filter: Collapse All Expression... Clear Apply
No. . Time So Apply as Falter > I Protocol info
1 0.000000 Prepare a Filter » Selected dard
U 93 Colorize with Filter [} Mot Selected
I trear . @nd Selected
Follow UDP Stream e Qr Selected

. and not Selected

C > — Of not Selected

Export Selected Packet Bytes...

9 328.353073 1« .6 DNS Standard quenry
10 0.228953 I & Wik Protocol Page =213 DNS Standard query
W Filter Fieldd Reference ——e |
Protocol Preferences »
o cgion o1 Seen
# Flags: Ox8580 ~ D LR se, No error)

e Besolve Nam
Questions: 1 : ,'

Answer RRs: 18
Authority RRs: 2

Figure 38 Prepare Filter based on selected value

We made changes in the filter. We wrote “dns.count.answers >5 or “dns.count.answers gt 5”. We got two packets having
answers greater than 5as shown in figure 39.

e LS Pew G Coptien Smetyre Peemcs  Teepteny Eools  Hep
e SRR B S e B

Piter  Sne count arceers gt S

[ R S Ot e Pertees -
O T

o S51 10.129.56.6

[Time: 0.237997000 seconds]

Transaction ID: Ox0006
» Flags: Ox85850 (Standard Query response, NO error)
Questions: 1

Answer RRs 12

Authority RRs: 2

Additional mRs: 3
v Queries

Answers

b)) .bousehot . com: Ttype CNAME, class IN, cname ypgw.mallloan. com
« ypogw.wallloan.com: type A, class IN, addr 216.234 235,165
ypogw.wallloan.com: type A, class IN, addr 151.198.6.55
ypow.wallloan.coms: type A, class IN, adde 216.234_247.191
* ypogw.wallloan.com: type A, class IN, addr 68.112.229.228
ypgw.wallloan.com: type A, class IN, addr 61_.189_243_ 240
000 o0 Ob o> S8 93 fa 00 90 7f O4 f8 35 08 00 45 0O > o= - - B
D0JI0 O] 81 78 «6 00 00 74 11 93 6f Oa 8] 38 06 Oa 81 2a...)., .0..8...

Figure 39 Filter is used to get DNS responses having Answers Resource Records greater than 5

After that we went to the coloring rules area and made a new color by writing (figure 40):
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Bl Wirezhacic Edit Codor Fitter - Profile: Default
F Filter
Neme: DNS response g2t 5 §
s
Stong dns.count answers gt |Egpression.., |B@ 00000
Dupiay Colces
Move
selected filter
P Of dowmn
v
wdp
£ " -
rame fier
Clear = ;
Help l QK J Apply Lencel
P —

Authority RRs: 0

Additional RRs: 0O
* Queries

Answers

» ypagw.wallloan.com: type A, class IN, addr 61.189.243.240

Figure 40 Select the color for foreground area.

Name = dns.count.answers gt 5 and in string area we wrote: Filter = dns.count.answer > 5. We also selected orange as
foreground color and green as background color (figure 41, 42).

|

- =
Authority RRs: O
Additional RRs: O

* Queries

Answers
= ypgw.wallloan.com: type A, class IN, addr 61.189.243.240

Figure 41 Orange is selected as foreground color
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Bl Wireshaci: Edit Cosor Fitter - Profile: Default

Fiter
MNome:

Serng:  dns.count antwers gt 5 Ezpression
Diusplay Colors
Move
selected fiter

wp Or down

wdp
—— -
" rame fier
-3 . =
by | sppty Comcel
R——

Authority RRs: 0O
Additional RRs: O
* Queries
Answers
#« ypagw.wallloan.com: type A, class IN, addr 61.189.243.240

Figure 42 Select the color for background area

The figure 43 below shows the Edit color filter of the Wireshark. The Name field contains the name of the filter which has
orange foreground color and green background color.

Bl vWireshark: Edit Color Filter - Profile: Default

~Filter
Name: &

String: dns.count.answers gt S

- Display Colors

: [Fotegfound Color---] EBackgtound 1

L

Figure 43 Edit Color Filter shows the colored foreground and background area

After applying the butt-ugly filter, there is no way we can miss these butt-ugly packets as shown in figure 44.
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Figure 44 Results after applying the Butt-Ugly Filter

As we analyze botnet effected system we see that there is aln order to detect the botnet, we need to follow an effective
similarities in the packets they request, the replies that comeway so that we can detect the bots as early as possible. We
and also the data of the configuration file downloaded by thehave designed a generic Architecture for effectively detecting
bot program used to launch the attacks. Thus we need to stopthe bots by monitoring the network traffic over the internet.
our system from becoming a bot in a botnet. This can be doneThe internet is widely used by people all over the world,
in two steps. having both legal and illegal users. The applications used on

internet can be many like LinkedIn, Google +, Skype,
Analyzing the traffic: This is done by seeing the DNS replies Instagram, Twitter, Facebook, YouTube and much more. All
and if the answer field has more than few entities then we canthese applications will provide a number of benefits but only if
just discard and quarantine such packet till the user or system-they are used in a responsible way. At the same time the
administrator looks into the contents of the DNS request andattackers are also present on the internet to performthe illegal
reply and decide if they are genuine or generated by theactivities. All the activities going on the internet will generate
malicious program (botnet) that might have infiltrated ourthe network traffic. The incoming and outgoing network
system. Discarding such packets will stop the bot programtraffic is first sent to the network traffic assembler containing
running on our computer from communicating with the C&Cthe repository where the network packets are stored for the
server making it unable to download the configuration file and future use. There are number of tools used for assembling the
thus stop the bot from performing the attack. network packets. We have used Wireshark (Network Protocol

Analyzer) for capturing the network flow. The captured
Machine Based learning system: This technique is based on apackets are then passed through the Filter that helps in
filtering program, which needs to be trained by using areqycing the traffic burden. There are two methods commonly
training set, comprising of the similarities in a botnetyseq for filtering the network flow, they are White Page and
communication steps or the file downloaded. If any of thegjack page filtering techniques. The legitimate packets like
communication steps or file downloaded matches the filter ofntivirus updates are filtered by White page filtering technique
the filter program it quarantines it and thus stopping the bot toang the malicious packets like viruses, Trojans are filtered by
perform its attack. Black Paper filtering technique.

4.2  Generic Architecture for detecting the Botnet from the
network traffic
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Figure 45 Generic Architecture for detection of botnet from the network traffic

Reports are made

The filtered network flow is passed through the Classifiedistributed among the multiple servers or there is no obvious
Three types of Classifiers have been used namely Signaturenaster-slave relationship between C&C server and bots. The
Based Classifier, Anomaly Based Classifier and Cross LinR2P traffic is monitored by using the Traffic monitoring
Based Classifier (figure 45). The known bots are detected bynodule, in order to discover the group of hosts having same
Signature Based Classifier. It helps in minimizing the falsbehavior and communication pattern. The possible malicious
positive rate as this technique only detects the known bots. Thactivities that are related to the P2P based packets are detected
rest of the network traffic is left with unknown flow, which iby the malicious activity detector. The IRC and HTTP network
passed through the Anomaly Based Classifier. It detects theraffic is a type of Centralized applications (having single C&C
encrypted bots only, leaving behind the non-encrypted networkerver).
traffic. The encrypted traffic detected is then passed through the
Evaluator or the Analyzer. The non-encrypted network flow iJhe Centralized network traffic (IRC) is sent for the
passed through the Cross-Link Based Classifier. It classifies theurveillance or monitoring. The monitored network traffic is
non-encrypted network flow into the different networkhen clustered or grouped and then examined. After the close
applications. examination of the network packets, the bots are detected on
the basis of flow pattern and are passed through the network
We have grouped the network flow into the two applicationpacket evaluator, which analyzes the unknown packets so that
i.e.; Centralized and Decentralized applications. The P2P (Peemo information is lost. If all the bots are discovered, the reports
to-Peer) network traffic is a type of decentralized applicatiomre generated and are updated into the data store. Else, the
where no single unit is accountable for providing or issuindpetection techniques and the Filtering process are upgraded
C&C (Command and Control) to bots. Here the bots are eitheand the filtering of the network flow is restarted.
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V. RESEARCH CHALLENGES VI. CONCLUSION

5.1 Detection: Detecting the botnet in a systemor the networBotnet is a very distinctive technology used by attacker which
is a major task. A botnet is considered to be a group of thés very extensive in nature, thus due to this, the botnet research
compromised systems also known as zombies, which are undeis still in inception. The botnet discriminates itself from other
the control and command of the single botmaster. These botsnalware in the ability of its compromised machines to establish
keep on forming again and again with the help of the differentommand and control with remote server controlled by human
types of the network architecture and various applications andnisfeasor. Every stage of the life cycle of botnet must be
using topologies and the digital signatures also [134]. Theuccessfully completed if the botnet is to succeed. Therefore,
Firewall and IDS system are used to detect and identifying theven if the execution of just one stage is interrupted, it will
attacks from the botnets and also a Honeypot is used to detectender the whole botnet detection. This paper surveys state-of-
any malicious program and mitigating the attacks. But if therart botnet research that can be categorized into the areas
is a continuous attack going on, then detecting the botnet witmamely, (1) Botnet review and sum up. (2) Botnet revelation
the help of these systems will be difficult. So it requires somand botnet revelation techniques. (3) Classification of botnets
advanced techniques or systems. based on its architecture or topology. In this paper, various
botnet detection techniques have been discussed, among them
5.2 Botnet size: The size of the botnet depends on the numbegnly Signature- based technique is the only one that can’t detect
of the bots attacking a system. Generally, the size of the botnethe unknown botnet. Most of the Botnet detection techniques
expands greatly and moreover, there are various botnets whiclhased on DNS and Data mining can detect real —world botnets
consists of the million bots which can be used to launch largeegardless of the botnet protocol and structure with a very low
and powerful attack. For example, botnet Zeus has more thafalse positive rate. Only Mining—based botnets have the
million of bots and botnet Waladac have the strength of sendingapability to detect the encrypted botnet. Data mining and
15 billion spams per day. Therefore the size of the botnet is gnachine learning techniques are well suited on flow
major challenge [135]. information. Botnet detection techniques gather this
) ) ~_information from bots to interpret their behavior and revelation
5.3 AnalysisS: As the botnets are both reactive and proactive ifnechanism. However, a large number of challenges still persist
nature therefore, analysis can be done in both the active as well, the area of Botnet Detection.
as the passive mode. An example of the active analysis is the
honeypot, but due to its difficult setup its use is restricted fon number of research works have been done for P2P and IRC
the large scale networks. And the passive analysis is performegotnets, but the motivations for using the HTTP protocol are
on the network data traffic collected and can also identify manynultiple. For IRC —based botnets, the problem is that we can’t
botnets at a time but it is limited to some specific types ofiet the source code of the most of the bots. The main issues
botnets only. related to P2P botnets are — hiding the botnet topology while
o ) _ some bots are apprehended by protector, changing the traffic
5.4 Investigation: For detecting the botnet attack and collectingatterns more often and making it harder for detection.
the data about the botnet, various types of the detectiofpetecting the compromised hosts in the botnet will continue to
techniques are used to performan investigation. To present 0Ue 3 challenging task. Anomaly detection is a feasible approach
evidence and fulfill our criteria I a court of law, aRor detecting botnets. The interesting issue about this approach
acknowledgement of the attack is being used to precede thgs time efficiency .If the attack occurs and we can capture the
investigation process and thus generating the required resullynomaly in the first place and fix the relevant problems before
Thus, investigating a botnet is also a one of the majof s ysed for performing the abnormal activities, we say
challenge. anomaly detection is time effective. We need to work on this

. . . . time efficiency in future.
5.5 Server failure: It is one of the biggest challenges wh|IeI iclency in T

detecting the botnets. If the server failed during the process ofphe hotnets are tuming to cloud computing to expand their
while collecting the packets or required information, then it i?)otentials. The cloud platform is used by the botnets in two
possible that all the data captured or detected is lost anywayyays — host the C&C server on the cloud or create bots on the
and then there will be no proof. Server failure can relate to thgjoyq instead of infecting user machine. The cloud security is
DNS failures or the failures related to the name servers [137]. till in a transient stage and most of the existing detection
) . . techniques do not scale to clouds, therefore, clouds provide a
5.6_Cryptogrgphy. Qne of the lmpo_rtan_t parts of the botnet is WQice cover to botnets for carrying out their malicious activities.
maintain the integrity and authentication of the system orthq-he mobile phones can utilize a number of communications
entire network, which can be violated by an attacker througrﬁke 3G, 4G which multiplies the possibilities for C&C and
any means. Thus in keeping it all confidential throughout th?nalware propagation.
process is a difficult task.
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