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ABSTRACT

Energy saving is very important matter of subject in Mobile Ad Hoc Networks (MANETS). Current studies show that
network coding can help lessen the energy consumption in MANETs by providing less transmission. Apart from
transmission cost, the other sources of energy consumption are data encryption/decryption. The studies show how to
control network coding to reduce the energy that is consumed by the data encryption in MANETS. It is interesting that
network coding has an agreeable property of key security, based on which encryption can be done quite well. In this
paper, we have proposed P-Coding, a lightweight encryption scheme to provide confidentiality for network-coded
MANETs in an energy-efficient way. The basic idea of P-Coding is to let the source randomly permute the symbols of
each packet (which is prefixed with its coding vector), before performing network coding operations. Without knowing
the permutation, eavesdroppers cannot locate coding vectors for correct decoding, and thus cannot obtain any

meaningful information.
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I.  INTRODUCTION

Mobile Ad Hoc Networks (MANET’s) are significant
wireless communication models. Mobile Ad Hoc Network
(MANET) are infrastructure-less and dynamic network
involving wireless mobile nodes that communicate with
each other without use of any integrated authority. The
mobile and infrastructure less nature of MANETs makes
them fit for collecting alternative data in disastrous areas
and performing mission-critical communication in battle
fields. A serious matters in MANETSs is how to reduce
energy consumption and maintain a longer life time for
mobile nodes. Some energy efficient scheme are proposed
to determination this issue [2], [3], & [4]

Current studies that network coding [5] can help
realize a lower energy consumption in MANETs [6], [7]
& [8]. The energy savings arise from fact that less
transmission are required when in-network nodes are
assisted to encoded packets. Energy consumption can also
come from encryption and decryption processes at each
node, as most MANETs need some level of guard on their
content. For model, in a battle field, the data

communicated between soldiers with mobile devices can
be very delicate, and should be kept confidential during
transmissions. The easiest approach in providing
confidentiality to a network-coded MANETs will be to
encrypt the packet payload by using symmetric-key
encryption algorithms. While this method is not that
efficient reference [9] show that on a Motorola’s “Dragon
Ball” surrounded microprocessor ,it consumes around
13.9 micro to send a bit, while consumes another 7.9
MicroJ per bit when symmetric-key algorithms are used.
Due to the homomorphic environment of HEFs, network
coding can be performed straight on the encrypted coding
vectors, without impacting the standard network coding
operations. In this paper we propose a new encryption
system which is a lightweight in totalling by leveraging
network coding which makes it very beautiful in network-
coded MANETS to further reduce energy consumption.

Il. LITERATURE SURVEY

A. “P-CODING: SECURE NETWORK CODING AGAINST
EAVESDROPPING ATTACKS”’
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In this paper [1], author focuses on basic privacy as
network coding is still vulnerable to eavesdropping
attacks, via which an enemy could compromise the
confidentiality of message content. Fundamental studies
mostly deal with eavesdroppers that could catch a limited
number of packets. But, real situations often consist of
more capable opponents, e.g., Global eavesdroppers,
which can defeat these systems. In this paper, the author
proposed P-Coding, a novel security scheme against
eavesdropping attacks in the network coding. P-Coding
can capably spoil global eavesdroppers in a clear way by
using lightweight permutation encryption which is
performed on each message and its coding vector.
Moreover, P-Coding is very much highlighted in
scalability and toughness, which enable it to be combined
into practical network coded systems. Security analysis
and simulation results showed the efficiency of the P-
Coding scheme.
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Run Length Run Length
Encoding Decoding
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Figure2.1.1: Enhanced P-Coding

B. “ALGORITHMS FOR ENERGY-EFFICIENT
MULTICASTING IN STATIC AD HOC WIRELESS
NETWORKS”’

In this paper [3], the author had addressed the challenge of
multicasting in ad hoc wireless networks from the
perspective of energy efficiency. Here the author had
discussed the impact of the wireless intermediate on the

mu lticasting problemand the essential trade-offs that arise.

Further the author proposed and evaluated several
algorithms that defined multicast trees for session or
connection-oriented traffic when transceiver resources are
restricted. These algorithms selected the relay nodes and
the corresponding transmission power levels, and realized
different degrees of scalability and performance. Here
author demonstrated the incorporation of energy
considerations into multicast algorithms which could
result in improved energy efficiency.
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C. “MINIMUM-ENERGY MULTICAST IN MOBILE AD HOC
NETWORKS USING NETWORK CODING”’

In this paper [6], author has proposed the minimum
energy required for transmitting one bit of information
through a network that represented the most economical
way to connect in the network. Further author focused on
the layered classic of a wireless network, the minimum
energy-per-bit for multicasting in a mobile ad hoc
network had been found by a linear program; the
minimum energy-per-bit could be attained by acting
network coding. When comparing with conventional
routing solutions, the network coding not only allows a
potentially lower energy-per-bit to be reached, but also
enables the perfect solution that could be started in
polynomial time, in sharp contrast with the NP-hardness
that constructs the minimum-energy multicast tree which
results in  the optimal routing solution. Later author
focused on how the minimum energy multicast
preparation is equivalent to a cost minimization with
linear edge-based rating, where the edge prices where the
energy-per-bits that were the corresponding physical
transmission links. Due to the linearity of the pricing
arrangement, the minimum energy-per-bit for routing is
achievable by wusing a single delivery tree. A
categorization that consisted of tolerable rate region for
routing with a single tree was presented. The minimum
energy-per-bit for multicasting with routing was
originated by an integer lined program. Author showed
that the reduction of this integer linear program might
now be assumed as the optimization for minimum energy
mu lticasting with network coding. In short, the author
presented a joining study of minimum energy multicasting
with network coding and routing.

D. “NETWORK CODING- BASED BROADCAST IN MOBILE
AD-HOC NETWORKS”’

In this paper [8], author introduced Broadcast operation,
which disseminates evidence network-wide, and is very
important in multi-hop wireless networks. Owing to the
broadcast nature of wireless media, not all nodes need to
transmit in order for the note to reach every node. Prior
work on broadcast support could be classified as
probabilistic i.e. each node rebroadcasted a packet with a
given probability or deterministic approaches i.e. nodes
pre-selected a few neighbours for rebroadcasting. Further
author showed how network-coding could be applied to a
deterministic broadcast methods, resulting in significant
reduction in the number of announcements in the network.
author proposed two algorithms, that rely only on local
two-hop topology information and made a wide use of
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opportunistic attending to reduce the number of
transmissions: 1) a simple XOR-based coding algorithm
that provided up to 45% gained as compared to that a non-
coding approach and 2) a Reed-Solomon based coding
algorithm that determined the optimal coding gain
achieved for a coding algorithm that trusted only on local
confirmation, with gains up to 61% in the simulations
result. Author also showed that the coding-based
deterministic approach outclassed the coding-based
probabilistic approach.

E. “4A STUDY OF THE ENERGY CONSUMPTION
CHARACTERISTICS OF CRYPTOGRAPHIC ALGORITHMS AND
SECURITY PROTOCOLS”’

In this paper [9], author focused on how safety is
becoming an ordinary concern for a wide range of
electronic systems that operate, communicate, and store
complex data. Author focuses on an important and
emerging group of such electronic systems which are
battery-powered mobile applications, such as personal
digital assistants (PDAs) and cell phones, which are
strictly, constrained in the resources they possess, namely,
CPU, cordless, and memory. This effort focuses on one
important constraint of such devices-battery life-and
inspects how it is impacted by the use of various security
mechanisms. Author showed a study on the energy
consumption supplies of the most popular transport-layer
security protocol: Secure Sockets Layer (SSL). Also
author examined the impact of various limitations at the
protocol level such as authentication mechanisms, cipher
suites, and transaction sizes, etc. and the cryptographic
algorithm level (cipher modes, strength) on the overall
energy consumption for secure data transactions. Author
proposed a measurement-based experimental test bed that
consisted of an iPAQ PDA which was connected to a
wireless local area network (LAN) and running Linux, a
PC-based data achievement system for real-time current
measurement, the OpenSSL imple mentation of the SSL
protocol, and the parameterizable SSL client and server
test program. Based on results, author discussed various
occasions for understanding energy-efficient applications
of security protocols.

11, EXISTING SYSTEM

The straight approach to provide secrecy for network-
coded MANETs is to encrypt the packet load using
symmetric-key encryption algorithms. The information
fraternization feature of network coding which provides
an intrinsic security depending on which a more effective
cryptographic scheme can be designed. Vilelaet al. [10]
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proposed such a scheme. In this scheme, the source
performed arbitrary linear coding on the messages that are
to be send and locks/encrypts the coding vectors by using
the symmetric key which is shared between it and all
sinks. Fanet al. [11] proposed encrypt coding vectors by
using Homomorphic Encryption Functions (HEFs) in an
end-to-end way.

F. DISADVANTAGE OF EXISTING SYSTEM

Owing to the homomorphic nature of HEFs, network
coding can be performed conventional on the encrypted
coding vectors, without impacting the standard network
coding operations. However, the above two approaches
have large above with respect to either computation or
galaxy, and may not be suitable for MANETS.

IV.  PROPOSED SYSTEM

The proposed system attempts to design a new
encryption scheme that can fully adventure the security
property of net-work coding. The coding vectors and the
message content are both necessary for decoding,
arbitrarily reordering/mixing they will generate significant
confusion to the eavesdropping challenger. In specific, we
propose P-Coding which is a lightweight encryption
scheme to fight against eavesdroppers in network-coded
MANETSs. In a nutshell, with the help of permutation
encryption, P-Coding randomly mixes symbols of each
packed which is a coded packet (packet prefixed with its
coding vector), so as to make it harder for eavesdroppers
to locate coding vectors for package decoding.

1) ADVANTAGES OF PROPOSED SYSTEM

A fresh encryption scheme which is lightweight in control
by leveraging network coding, which makes it very
gorgeous in network-coded MANETs to further reduce
energy consumption.

We present here an analysis on the inherent weak security
which is more accurate by network coding,

4.2 PROPOSED SYSTEM ARCHITECTURE
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Figure 4.2.1: Encrypted and Decrypted Permutation

ISSN: 2347-8578

WWW. ijcstjournal.org

Page 73



http://www.ijcstjournal.org/

V. CONCLUSION

This project involved the education of energy saving
problem in MANETSs based on the technique of network
coding. Preceding studies demonstrated that network
coding can shrink energy consumption with less
transmission in MANETs. P-Coding, a lightweight
encryption scheme on top of network coding, reduces
energy consumption in MANETs by decreasing the
security cost. P-Coding events the intrinsic security stuff
of network coding, and uses simple permutation
encryptions to generate great mistake to eavesdropping
adversaries. It is publicised that P-Coding is efficient in
calculation, and incurs less energy consumption for
encryptions/decryptions. Extending the Application of P-
Coding to other communication.

FUTURE WORK

The future work includes the application of Enhance P-
Coding to other statement networks, e.g. Vehicular Ad
Hoc networks
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