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ABSTRACT

Wireless sensor networks usually consist of hundreds or thousands of inexpensive and low-powered sensing devices.
In WSN, nodes have low computational power and communication resources to collect data to a specific function.
Nodes have limited battery power and small data storage. In WSN, Security is an important issue, therefore its need
to create a secure transmission model with minimum overheads and transmit the data securely to the Base station. In
WSN, sensors are used to collect the data from the environment and pass it on to base station. Data aggregation is a
technique to process and analyse the collected data from multiple sensor nodes and send the aggregated information
to a base station through single route. Efficient Distributed Trust Model (EDTM) is a trust model for wireless sensor
network used to provide the trustworthiness for each sensor nodes. The proposed model provides a secure data
aggregation technique to avoid malicious node and false data generation during data aggregation in WSN. And also
use to improve the average sensor lifetime, to eliminate redundant data transmission from multiple sensor nodes and

to reduce the energy consumption during aggregation process. The simulation has been donein ns2.
Keywords: - Data Aggregation, Trust Model, Wireless Sensor Network.

. INTRODUCTION

Wireless sensor networks are usually consists of
hundreds or thousands of inexpensive and low-powered
sensing devices. In WSNs, the basic function of sensor
networks includes collaborative sensing, sampling,
computing, broadcasting sensed information. However,
sensors have severe resource constraints in terms of
battery power, CPUs, storage, processing capability,
finite radio range, and network bandwidth. It is a
challenging task to provide efficient solutions to data
gathering.

Several small and low cost devices are included in
the sensor networks which are self-organizing ad hoc
systems through which the information is collected and
transmitted to one or more sink nodes by observing the
physical environment. Thus, the data needs to be
transmitted towards the sink node in a hop-by-hop
manner. If the amount of data which needs to be
transmitted is reduced, the energy consumption of the
network is also minimized. To minimize this issue data
aggregation technique is used in Wireless sensor
network. Various data aggregation techniques are [4]

Centralized Approach, Tree Based Approach, Cluster
Based Approach and In-Network Approach. Data
aggregation is the process of aggregating the sensed data
from multiple sensor nodes and also uses to eliminate
redundant data transmission and enhances the lifetime of
energy in wireless sensor network. Aggregation is used
to reduce network traffic energy consumption on sensor
nodes. Main function of data aggregation is to suppress
the duplication. Let two nodes source x and source Y.
All forwards same data to station z, now station z will
send one of these forward, and used to save cost of data
transmission. This can be done by one of the data
aggregation technique that is In-network data
aggregation. In this technique a number of sensor nodes
act as a group which collects data or information from
target region. Traditionally nodes send data individually
when base station demands for network. Instead of that
there is a special node called as aggregator which
collects statistics from its neighbouring stations, adds
them and forwards that combined information to base
station in multi-hop pattern.
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Efficient Distributed Trust Model (EDTM) [1] is a
trust model for WSN, it is used for secure data
aggregation in WSN. Here, every node locally calculates
the trust value of all other nodes in the network by the
calculation of direct trust, recommendation trust and
indirect trust. The proposed system EDTM has been
combined with In-network data aggregation to securely
transmit the sensed data from multiple sensor nodes to
the base station. EDTM provides trust worthiness for all
sensor nodes by calculating the neighbour nodes in a
distributed manner. The rest of the paper is organized as
follows: section Il presents the literature survey for data
aggregation in wireless sensor network. In section Il
and IV data aggregation and its approaches are
discussed. Section V covers the proposed system and
section VI concludes the paper.

Il. LITERATURE SURVEY

Jinfang Jiang [1] et al the authors have proposed the
EDTM trust model to provide the trust worthiness to
each sensor nodes in a WSN. EDTM has been compared
with the previous trust model NBBTE while comparing,
EDTM has been performed better than NBBTE. Direct
and recommendation trusts are calculated to find the
trust worthiness of each sensor node EDTM is used.
Direct trust is calculated by considering the values of
Communication trust, energy trust and data trust. EDTM
is a multi-hop network which means the sensor nodes
can only have direct communication with the neighbour
nodes within their communication range. EDTM used to
keep neighbourhood information which implies
significant less memory space, less processing for trust
level calculation, and lower energy consumption.

Elena Fasolo et al, [4] in this paper the authors have
described various, in-network aggregation technique and
protocols. The aim of this paper is used to provide
appropriate taxonomy of in-network aggregation. In one
hand it provides the existing solutions and on other hand
, it provides the solution for future use. The main goal of
the paper is to motivate the researchers to use in-
network aggregation.

V.Umarani and K.Soma Sundaram [5], in this paper the
authors have discussed about trust models general
structure such as Centralized, distributed and hybrid,
next the author discussed about the design issues attacks
and their defense mechanis m in trust model. Finally they
compared various existing trust model with each other.
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Therefore need of trust model in wireless sensor
network is extensively discussed in this paper.

Suman Nathy, Phillip B. Gibbons et al, [11] here the
author describes the synopsis diffusion general
framework in an in-network aggregation. Synopsis
diffusion uses order- and duplicate-insensetive (ODI)
which avoids duplicate data and ODI synopses used to
summarize the intermediate result during in-network
aggregation.

Sumedha Sirsikar and Samarth Anavatti [12], in this
paper the authors focus on various issues with respect to
data aggregation process such as delay, redundant data
elimination and reliability. Different data aggregation
strategies has been studied. And various existing data
aggregation has some different issues like redundancy,
delay, accuracy, and traffic load. And this issues affect
the performance of data aggregation. In this paper the
author consider some methods to solve this issues by
using different approaches and technique. For the above
stated issues the comparative analysis have been done.
And based on that, they proposed one model which
performs data aggregation at two levels one is cluster
head and another at storage node. By doing this the
tradeoff is maintained between energy efficiency and
accuracy and also it balance traffic load.

Nanthini.D and R.A.Roseline [13], in this paper the
authors focus on various types of data aggregation in
Wireless Sensor Network and also describes the general
techniques and protocols used for it. A protocol have
been proposed to route packets for facilitating data
aggregation.

Sushruta Mishra and Hiren Thakkar [14], here the
features of WSN and data aggregation have been
discussed. Various architecture for data aggregation
techniques are explained and simulation software is
discussed in this paper.

I1l. DATA AGGREGATION

Data aggregation [4] is used for grouping the data
from multiple sensor nodes by avoiding the redundant
data transmission and that data has been sent to the
base station in single route. Fig. 1 represents Data
aggregation process, by this aggregation method can
reduce number of redundant transmission and thus it
improves the network performance and also provides
bandwidth utilization.
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Fig.1 Data Aggregation

In WSN, traditionally nodes send data individually
when the base station demands for network. Instead of
that there is a special node called aggregator which used
to collects statistics information from its neighbouring
stations, adds them and forward that combined
information to the base station in multi-hop manner.
Various data aggregation algorithms are used to gather
the sensed data from the sensor nodes and then
aggregates the data and sent to the base station.

The main aspect of data aggregation is to collect and
aggregate data in an energy efficient manner by which
the network lifetime increases quietly. Aggregating data
is a technique of compressing the transmitted packet, in
the sense that the packet has only the necessary
information.

A good aggregation function for Wireless Sensor
networks need to have some additional requirements
such as, they should take care of energy capabilities of
the sensor devices, energy resources and computational
capabilities. The topology of the network should be
considered as important factor to construct aggregation
function which is then used by the sensors.
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Fig. 2 General Architecture for Data Aggregations

Fig. 2 shows the architecture of data aggregation, in
which the sensor nodes are collected from the different
sensors and for the data aggregation we can use different
algorithmas showm in the above figure. Then the data is
aggregated ,that it used to sense the informatiom from
multiple sensor nodes. And finally its send to the base
station.

IV. DATA AGGREGATION
APPROACHES

Aggregation techniques reduces energy consumption
in sensor nodes and also used to avoid double counting
problem. Many researchers have been identified
different approaches. There are five Approaches for data
aggregation [3]

A. Centralized Approach
B. Decentralized Approach
C. IN-Network Approach
D. Tree Based Approach
E. Cluster Based Approach

A. Centralized Approach

Centralized approach is an approach in which each
sensor node sends its sensed data to a base station. The
sensor nodes in wireless sensor network transmit the
data packets to a leader node or base station, which is
the powerful node with respect to energy and also acts
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as a central node. The leader node aggregates the data
according to the queries. Each intermediate node has to
transmit the data packets addressed to leader node from
the child nodes. Then for the given query a large number
of messages have to be transmitted in a best case equal

to the sum of external path lengths for each sensor nodes.

Base
station

N
"1 T
Ge>  &O

Fig. 3 Centralized Data Aggregation

B. Decentralized Approach

Decentralized approach is an approach in which all
sensor nodes act as a aggregator to the sink node. In this
approach there is no centralized node. In Fig. 4, all
neighbour nodes can communicate with each other. It is
more scalability when compare to other approaches.

Fig. 4 Decentralized Data Aggregation

C. In-Network Approach

In-network aggregation is an approach for gathering
and processing the data at intervening nodes and routing
that processed information in a multi-hop network. The
objective of this approach is to reduce resource
consumption and to increase the network lifetime.

Fig. 5 In-Network Data Aggregation
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There are two types of in-network aggregation: with
size reduction and without size reduction.

i)  With size reduction is used to reduce the packet
size to be forwarded towards the sink node by
combining & compressing the data packets
received by a sensornode from its neighbours.

i) Without size reduction will not process the
value of data but merge all the data packets
received from different neighbouring sensor
nodes into a single data packet.

D. Tree Based Approach

In this approach, Data Aggregation Tree (DAT) is
formed at first for data transmission. An aggregation tree
is constructed for each data transmission with minimum
spanning tree. Each node in a network has a parent-child
relationship in which the data is forwarded in a bottom-
up approach. Data flow starts from leaf nodes to the sink
and the aggregation is done by parent nodes in the
network.

Fig. 6 Tree based Data Aggregation

E. Cluster Based Approach

In cluster-based approach, the entire network is
formed as clusters. Cluster head is selected among the
sensor nodes within a cluster. Cluster heads is used to
receive and trans mit data among sensor nodes present in
a cluster. Cluster head acts as an aggregator which
aggregates the data received and send to the base station.
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Table 1 show the comparison of different data Base Station

aggregation algorithms. The algorithm Synopsis
Diffusion based on In-Network Aggregation is used for
multi-hop network.

Fig. 8 Architecture of proposed work

In figure 8, Sensor nodes in wireless sensor network

- nodes are avoided in data aggregation process and data
, R R . R
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Cuar. ifusion Diion. | and synopsis diffusion which aggregates the data and sent to
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A. Efficient Distributed Trust Model:

Timing Periodic | Ammchr | Pemodic Beripdic | Asynchron | Asynchronous
Strategy per hop omon: par hop perbap Juit

adjusted ajosted | adjusted Efficient Distributed trust model [1] is used to
Resilience . .
t L | Mefm | Vevlow | Low Hish Medin calculate the direct trust and recommendation trust based
F;;J‘ on the number of packets received from sensor nodes in
res

wireless sensor network. While calculating direct trust,
the other trusts like communication trust, energy trust

In-Network Aggregation approach is used for the  ang data trust are considered. Recommendation trust is
proposed system which uses synopsis diffusion  checked for its trust reliability to improve the accuracy
algorithm for data aggregation. In the next section the  of recommendation trust for sensor node. This existing
proposed systemis discussed in detail. EDTM trust model has been compared with the previous
V. PROPOSED SYSTEM NBBTE model and the s.imulation result shows EDTM
has provide more security than the previous model.

The proposed work is used to provide secure data  Therefore the EDTM model detects the malicious nodes
aggregation by combining trust model and in-network pased on the trust value calculated.

aggregation in WSN.
The wireless sensor network designed for the

proposed system is a multi-hop network. Therefore each
sensor node could only have a directly communicate
with the other neighbouring sensor nodes within their
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communication range. EDTM model provides more
security and increase the packet delivery ratio in WSN.

EDTM
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Fig. 9 EDTM Flow Chart

As shown in Figure 9, there are three kinds of nodes
in the network: subject nodes, recommender and object
nodes. If a sensor node A wants to obtain the trust
value of another sensor node B, the evaluating sensor
node A is reference as subject node and the evaluated
node B is the object node. The trust value is calculated
based on a subject node’s observation on the object node
and recommendations from a third party. The
recommendations provided by third party for object
node is referred as recommender. Thus, EDTM provides
trustworthiness for all the sensor nodes in the network
and the nodes used for data aggregation may not be
malicious node. Therefore by using EDTM in wireless
sensor network before data aggregation process can help
in avoiding false data aggregation.

B. Data Aggregation using Synopsis Diffusion:

The main contribution of the proposed work is to
define a secure data aggregation function which is to
prevent the false data generation due to malicious node
and to avoid data redundancy. In-Network data
aggregation approach is used for data aggregation in the
proposed system which is designed as a multi-hop
network.
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Data Aggregation Synopsis Diffusion:

Synopsis diffusion is one type of In-network
aggregation which is a general framework for combining
mu Itipath routing into a single route and to avoid double
counting problem. This approach defines Order and
Duplicate Insensitive (ODI) properties, which is
responsible for the final aggregated result is independent
of duplicate data. The final aggregate computed must be
the same as of the order in which the sensed data are
merged. A synopsis is defined as a brief summary of the
partial result of the aggregation process received at a
given node. Three functions are used for synopses and
possible to perform for in-network dataaggregation.

i)  Synopsis Generation: SG(sensor)=Synopsis
generation. Synopsis generation function SG
(Sensor Reading) produces the corresponding
synopsis forthat data.

ii) Synopsis Fusion: SF (s1, s2) = Synopsis fusion
Given two synopsis, a synopsis fusion function
SF (sl1, s2) generates a new synopsis that
summarizes bothsland s2.

iii) Synopsis Evaluation: SE(s) = Synopsis
Evaluation
Given a synopsis,
function
SE (s) produces the final result.

a synopsis evaluation

Synopsis diffusion consists of two phases:

First, distribution phase in which the query for
aggregation is flooded throughout the network and
topology for aggregation is constructed, and Second,
aggregation phase where the aggregate values are
continually routed toward the querying node. Each node
periodically uses the function Synopsis Generation
within the aggregation phase, to convert sensed data to a
local synopsis and the function Synopsis Fusion to
merge two synopses to create a new local synopsis. For
example, whenever a node receives a synopsis from a
neighbour, Synopsis Fusion SF is applied to update its
local synopsis to its current local synopsis. Finally,
Synopsis Evaluation SE is used by the querying node to
translate its local synopsis to the final result.
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Fig. 10(b) Synopsis Diffusion with redundant data

From the following figure 10a and 10b, come to
know that the synopsis function has been applied and
energy efficiently the final result has been produced.
The aggregated result must be ODI-correct which are
based on the following four properties mentioned below:

i) Preserves duplicates: if two readings contain
the same values, the algorithm generates the
same synopsis.

i) Commutative: for any two synopses slands2
if SF (s1, s2) = SF(s2, s1) then the synopsis
function SF (s) is commutative.

iii) Associative:if any triple (s1,52,53) then
SF(s1,SF(s2,s3)) = SF(SF(s1, s2), s3).

iv) Synopsis Idempotent: The synopsis function
SF(s) is same for any synopsis s we have that
SF(s1, s2)=s

The above said four properties helps in achieving an
energy efficient result by applying this synopsis
diffusion framework for aggregating data in Multi-hop
Wireless sensor network which is secured by using

EDTM for avoiding malicious nodes and false data
aggregation.

VI. CONCLUSION

. : i, ). (8, 2). (€31 (B 2l This paper presents a new approach to secure data
. Answrer: 10

aggregation technique by using the Efficient Distributed
Trust Model (EDTM) to avoid data falsification and to
reduce the energy consumption by avoiding multiple
redundant data transmission from multip le sensors using
synopsis diffusion during aggregation process and from

this the average sensor lifetime of the overall bandwidth

utilization is less. From the proposed system the data

from multiple sensors nodes are securely aggregated to
the base station in a distributed manner, so the

neighbour nodes can communicate among themself. By

.{m 1), 18,2}, (c, 31, (o, Y8ing EDTM the malicious nodes are detected and

avoided based on the trustworthiness of the sensor node.
Therefore data is aggregated using synopsis diffusion in
a secured manner.
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