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ABSTRACT 

Security is an important issue in ad hoc networks, especially fo r security sensitive applicat ions. This paper main ly focus the 

authentication based on the group signature for providing the security and privacy in vehicular ad hoc networks (VANET). In 

VANETs, g roup signature is widely  used for vehicles  to achieve unauthenticated vehicles. A group signature scheme allows 

members of a group to sign messages on behalf of the group. Signatures can be verified with respect to a single group public 

key, but they do not reveal the identity of the signer When receiving a message from an  unknown entity, a  vehicle has to check 

the certificate revocation list (CRL) to avoid communicat ing with revoked vehicles and then verify the sender’s group signature 

to check the validity of the received message. The Public Key Infrastructure ensures user validity. It is based on the concept of 

asymmetric key cryptography. The security and performance analysis  show that our scheme is more efficient in terms of 

authentication speed, while keeping conditional privacy in VANETs. 
Keywords:- vehicular ad hoc networks(VANET), certificate revocation list (CRL), Public Key Infrastructure 

 

I.     INTRODUCTION 

   Vehicular ad hoc networks (VANETs) are an instance of 

mobile ad hoc networks that design to enhance the safety and 

the efficiency of road traffic. VANETs consist of elements 

including On-Board units (OBUs), Roadside Units (RSUs) 

and central Trust Authority (TA). On-Board Units (OBU), that 

are radio devices installed on vehicles, and Road Side Units 

(RSU) [18], that constitute the network infrastructure. RSUs 

are placed along the roadside and are controlled by a network 

operator [2]. VANETs are expected to allow for transmission 

of information  between vehicles or between vehicles and the 

roadside units (RSUs) [17] and, thus, to enhance the safety of 

both vehicle drivers and passengers [1]. 

    Securing vehicular communications is an indispensable 

prerequisite for their deployment. Systems must ensure that 

the transmission comes from a trusted source and has not been 

tampered since transmission. Privacy is another major issue. 

Vehicle safety communicat ion applicat ions broadcast 

messages about a vehicle’s current location, speed and 

heading several times per second. Ensuring the security and 

privacy of vehicu lar wireless communicat ions is still a  

formidable challenge. Conflict ing goals such as security and 

efficiency as well as privacy and authenticity must be taken 

into account. 

   The simplest and the most efficient method is declare to 

assign to each vehicle a set of public/private key pairs that 

will allow the vehicle to digitally sign messages and thus  

 

authenticate itself to  receivers. A group signature scheme is to 

allow members of a group to sign messages on behalf of the 

group. Signatures can be verified with respect to a single 

group public key  by verifier, but they do not reveal the 

identity of the signer. 

 In this paper, group signature based authentication is used. A 

group signature scheme allows members of a group to sign 

messages on behalf of the group. Signatures can be verified  

with respect to a single group public key, but they do not 

reveal the identity of the signer. Furthermore, it is not possible 

to decide whether two  signatures have been issued by the 

same group member. However, there exists a designated 

group manager who can, in case of a later dispute, open 

signatures, i.e., reveal the identity of the signer.  Existing 

schemes based on group signatures suffer from long 

computation delay in the cert ificate revocation list (CRL) 

checking and in the signature verificat ion process, leading to 

high message loss. As a result, they cannot meet  the 

requirement of verifying hundreds of messages per second in 

VANETs. The hash message authentication code is used for 

avoiding the certificate revocation list (CRL) checking 

problem. Basically the hmac is implemented in MatLab a 

technical computing tool. 

    The simplest and the most efficient method is declare to 

assign to each vehicle a set of public/private key pairs that 

will allow the vehicle to d igitally  sign messages and thus 

authenticate itself to  receivers. A group signature scheme is to 
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allow members of a group to sign messages on behalf of the 

group. Signatures can be verified with respect to a single 

group public key  by verifier, but they do not reveal the 

identity of the signer.  

    Group signatures are address the privacy issue by providing 

anonymity within a specific set of users, namely, a group. It 

calculates HMAC values with the group key which can 

replace the time-consuming CRL checking and provide the 

integrity of messages before batch verification. The 

cooperative message authentication scheme is to increase the 

efficiency of authentication.  

II.     RELATED WORK 

    Security and privacy are still open problems in vehicular 

networks. 

    A novel RSU-aided message authentication scheme named 

RAISE has been proposed by Chenxi Zhang [2]. RAISE 

provides significant improvement in authentication efficiency 

and scalability for the intervehicle communicat ions (IVC) of 

VANETs. In this paper, they propose an RSU-aided message 

authentication scheme named RAISE.  With RAISE, RSUs are 

responsible for verifying the authenticity of messages sent by 

vehicles and notifying the authentication results back to all the 

associated vehicles. RAISE also protects the vehicles’ privacy 

by adopting the k-anonymity approach. In addition, a 

cooperative message authentication scheme named COMET 

has been proposed to work as a supplementary scheme of 

RAISE in case of the absence of an RSU. But this system does 

not provide the scalability and also there is a chance for 

message loss. 

    Xiaodong Lin proposes a secure and privacy-preserving 

protocol based on group signature and identity (ID) -based 

signature techniques [3]. It  uses a novel group signature based 

security scheme which relies on tamper resistance devices 

(requiring password access) for preventing adversarial attacks 

on vehicular networks. They demonstrate that the proposed 

protocol cannot only guarantee the requirements of security 

and privacy but can also provide the desired traceability of 

each vehicle in  the case where the ID of the message sender 

has to be revealed by the authority for any dispute event. 

Communication overhead is the main problem in this paper. 
    Lin Yao proposed biometrics based anonymous 

mutual authentication with provable link-layer location 

privacy preservation [9]. During its authentication phase, two 

vehicles negotiate their temporary session key and generate 

two temporary MAC addresses. These two addresses, instead 

of the real ones, are used in all future communication frames. 

They further protect the biometric privacy with the help of a 

biometric encryption technique. During the authentication 

process, a user’s biometric is matched against the biometric  

template stored in the database through field sampling. Th is  

match will prove the user’s identity. In order to protect MAC 

addresses from being eavesdropped, their scheme generates 

two temporary MAC addresses for the communicating part ies. 

A unique session key is also generated for communicat ion 

message encryption. Furthermore, biometric encryption is 

adopted in our scheme in order to protect biometric template 

from tampering. The communication overhead is the main  

problem of the paper. 

    The fundamental security functions in VC will consist in 

authenticating the origin of a data packet. Authentication and 

the inherent integrity  property counter the in-transit t raffic 

tampering and impersonation vulnerabilit ies. Authentication 

helps also to control the authorization levels of vehicles. 

Signcryption is a new parad igm in public key cryptography 

[7]. A remarkable property of a signcryption scheme is that it 

fulfils both the functions of public key encryption and digital 

signature, with  a cost significantly s maller than that required  

by signature-then-encryption. The purposes of this paper are 

to demonstrate how to specify signcryption schemes and to 

examine the efficiency of such schemes. A signcryption is a 

primitive that provides private and authenticated delivery of 

messages between two parties. Proxy signature schemes are 

variations of ordinary  digital signature schemes and have been 

shown to be useful in many applications.DOS attack con not 

be solved by the signcryption. 

    In our proposed system we propose an efficient conditional 

privacy preserving authentication scheme for VANETs under 

the semi-trust model of RSU, by jointly  using the techniques 

of distributed management, HMAC, batch group signature 

verification, and cooperative authentication. We first divide 

the precinct into several domains so that the system can run in  

a localized manner. Then, we calcu late HMAC with the group 

key generated by the self-healing group-key generation 

algorithm [15], which can rep lace the time-consuming CRL 

checking and ensure the integrity of messages before batch 

verification. We also give a practical setting of the Hao et al. 

Cooperative message authentication scheme [14] to improve 

the efficiency of authentication. The security and performance 

analysis show that the proposed scheme can achieve more 

efficient group signature based authentication while keep ing 

conditional privacy for VANETs.  

III.     SYSTEM  MODEL 

The system model of VANET in  this paper as shown in Fig  

1, which consists of a central trust authority (TA), fixed RSU 

at the road side, and mobile OBUs equipped in vehicles.  
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Fig 1 System model 

 

 TA is the trusted management centre for the network. 

It divides the precinct into several domains. TA is 

responsible for generate the group key and group 

signature material for every domain. Then s ends 

these materials to the RSU and also provides 

registration and certification fo r RSU and OBU when 

they join the network 

 The RSU is a wave device usually fixed along the 

road side or in  dedicated locations such as at 

junctions or near parking spaces. The RSU is 

equipped with one network device for a dedicated 

short range communicat ion based on IEEE 802.11p  

radio technology, and can also be equipped with 

other network devices so as to be used for the 

purpose of communication within the infrastructural 

network. RSUs are also responsible for issuing the 

group key materials and group signature related keys 

to validate OBUs when OBUs join the domain. 

 An OBU is a wave device usually mounted on-board 

a vehicle used for exchanging informat ion with 

RSUs or with other OBUs. The OBU connects to the 

RSU or to other OBUs through a wireless link based 

on the IEEE 802.11p radio frequency channel, and is 

responsible for the communications with other OBUs 

or with RSUs; it  also provides a communicat ion 

services to the TA and forwards data on behalf of 

other OBUs on the network.  

IV.    PROPOSED SCHEME 

    The proposed method of this paper used the group signature 

on privacy-preserving authentication for VANET.  

Authentication:- Authentication Protocols are used to 

convince parties of each other’s identity and to exchange 

session keys. They may be one-way or mutual. Central to the 

problem of authenticated key exchange are two issues: 

confidentiality and t imeliness. To prevent masquerade and to 

prevent compromise of session keys, essential identificat ion 

and session key informat ion must be communicated in  

encrypted form. This requires the prior existence of secret or 

public keys that can be used for this purpose. The second 

issue, timeliness, is important because of the threat of message 

replays. 

 Digital Signature Standard:-A digital signature may be 

formed by encrypting the entire message with the sender’s 

private key, or by encrypting a hash code of the message with 

the sender’s private key. Confidentiality can be provided by 

further encrypting the entire message plus signature using 

either public or private key schemes. It is important to 

perform the signature function first and then an outer 

confidentiality function, since in case of dispute, some third  

party must view the message and its signature. 

The Fig 2 shows system architecture of the proposed scheme. 

 

A. System Setup 

     For the considered system, there are three types of network 

entities: the TA, the RSU, and the mobile OBUs equipped on 

the moving vehicles . When the vehicles are  entered into the 
domain , they regularly broadcast routine traffic related 

messages such as position, current t ime, direction, speed, 

brake status, steering angle, acceleration/deceleration, t raffic 

conditions, and traffic events, etc., to help  drivers getting a 

better awareness of what’s going on in their d riv ing 

environment and taking early actions to respond to an 

abnormal situation. 

    Our system aims at providing the anonymous authentication 

between two vehicles. We model our system into two logical 

layers, the security layer and the network layer as shown in 

Fig  2. Network layer can  provide routing services for the 

security layer and is transparent to the security layer. 

Therefore, in  our scheme, we only focus on the security layer. 

The security layer can achieve anonymous authentication 

based on the pseudonym scheme. The working process of the 

system is summarized as follows: 

 System init ialization: Before a communicat ion 

begins, every entity must go to register as a legal 

entity. 

  Anonymous mutual authentication: Two vehicles 

can achieve anonymous authentication with the help 

of TA.  

 Pseudonym generation: After mutual authentication, 

a session key will be established and a pseudonym 

for every user will also be negotiated 
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Fig 2 Logical Layer 

 

B. Group Key Distribution 

    TA sends the public system parameters and the group key to all 

RSUs in domain for secure group key distribution, the vehicles 

and the RSU can realize mutual authentication by using these pre-

stored materials. 

 

C. Registration of vehicles 

    When a vehicle joins a new domain, a mutual 

authentication process between the vehicle and the RSU it  

first meets should start. Notice that, in  our protocol, if an RSU 

is compromised, TA will revoke  it  by broadcasting the 

informat ion of the domain it belongs to and its identity, i.e., 

every vehicle can get information of revoked RSUs. 

 

D. Batch Authentication 

    In mutual authentication first every RSU broadcasts its 

certificates in the domain. After that when the vehicle gets this 

message, it checks the domain, vehicle sends the message 

about their public key, cert ificate of TA & signature of private 

key. The public key and certificate of vehicle are encrypted by 

the public key of RSU, only RSU can get the plaintext. Next  

RSU sends the message attached with HMAC value to 

vehicle, when vehicle receives this  message decrypts by its 

private key and verifies the signature. If the signature is valid,  

vehicle sends message with time stamp to RSU. RSU sends 

message to calculating group keys for HMAC computation to 

vehicle. Batch verificat ion scheme remarkab ly increases  the 

number of signatures that can be simultaneously verified.  

Hence, OBUs can meet the real life verification requirements  

of VANETs. 

 

 
 

Fig 3 System architecture 

 

E. Cooperative Authentication 

     Cooperative authentication can ensure that a vehicle knows 

the authenticity of all received messages without verifying all 

the message signatures by making the neighboring vehicles 

work cooperatively. In  this scheme verifier can measures the 

distance between message sender and receiver that each 

security related message carries the location informat ion of 

the sender vehicle. Verifier should be in  front of or behind the 

vehicle, away from each other and neither too small nor too 

large to computes the direction and location. 

 

 
 

Fig 4 Cooperative authentication 

 

    In this proposed work HMAC technique used to avoid time 

consuming CRL checking because it provides two purposes. 

The valid ity of sender’s identity is to ensure for HMAC 

generation and integrity of messages checks before batch 

verification that are overcome the CRL checking problems. 

This scheme should reduce the delay caused by CRL checking 

and group signature verification to achieve the rapid  

authentication. The signature verification time is to reduce by 

these schemes employ batch group signature verificat ion, in  
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which a large number of messages can be authenticated in a 

timely manner. 

 

V.    SECURITY ANALYSIS 

         We discuss security issues of the proposed scheme 

according to the security objectives 

         

         A.     Against RSUs’ Compromission 

     Considering the problem of RSUs’ compromission, in the 

communicat ion process of mutual authentication and group 

key generation, can get services without revealing its real 

identity to RSUs. Therefore, if there exist some RSUs 

compromised, our protocol can  still preserve the privacy of 

vehicles’ identities. 

    In our protocol, each message sent by signed by its  private 

key, and the group private key and private key are bound 

together. We also store the information about the mutual 

authentication, 

 

        B.    Nonrepudiation of Giving the Group Private Key to 

a Vehicle 

     Public parameters of the group signature are generated by 

TA, it can compute the group private key. If private key  is 

correct, TA verifies the signature to ensure the authenticity. 

 

      C.   Preventing Colluding With Vehicles: 

    A compromised RSU may collude with a malicious vehicle 

and then send other legal vehicles’ group private key to its 

accomplice. Then, the malicious vehicle can broadcast 

messages on behalf of other vehicles. 

    To prevent this kind of attack, by computing the group 

private key and verifying the signature, TA can affirm to 

which vehicle belongs. 

 

VI. RESULTS AND ANALYSIS 

   This paper provides two parameters analysis for privacy 

preserving authentication. They are throughput and packet 

delivery ratio.  

 

A.   Throughput 

    Throughput is the ratio of number of packets which are 

forwarded and received. Fig 4 shows the graph of 

throughput.So that input parameters are packets and number 

of nodes. From the numerical analysis, we can see that 

initially throughput increases faster as number of nodes 

increases and get maximum throughput for the maximum 

number of nodes for a fixed transmission range. 

 

B. Packet Delivery Ratio (PDR) 

    Packet delivery ratio is the ratio of the number of packet  

received by the destination to the number of packet sent by the 

sender. It  is most significant metric that we should consider in  

packet forwarding. It may affect by different crucial factor 

such as packet size, g roup size, action  range and mobility of 

nodes .Fig 6 shows the PDR of our proposed system. 

 

     The basic idea for PDR is that choose reliable routes. 

Reliab le route need longer predictable lifetime and less 

number o f hops. If the sender have prior in formation about 

routes should be chosen instead of the shortest paths which 

may probably break soon and introduce high maintenance 

overhead. 

 

 
 

Fig 5 Throughput  
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Fig 6 Packet Delivery Ratio 

 

VII. CONCLUSIONS 

    The deployment of vehicular communicat ion networks is 

rapidly approaching. There is an urgent need to develop 

techniques that ensure both security and privacy in vehicu lar 

network. We have proposed an authentication based group 

signature for protecting the security and privacy in vehicular 

ad hoc network (VANET). The main techniques used here are 

group signature, hmac, batch authentication and cooperative 

authentication for achieve the design goal. The group 

signature main ly provides the authentication with TA. The 

encrypted and decrypted keys are help full for that. Hmac 

avoids the delay of CRL checking. 

    The cooperative authentication is also used to further 

improve the efficiency of authentication scheme. By  

employing the given methods, this scheme can meet the 

requirement of verify ing 600 messages per second. The 

security and performance analysis show that this scheme can 

achieve efficient group signature based authentication while 

keeping conditional privacy for VANETs. In this project, the 

range of packetloss is reduced, compared than the existing 

method. 
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