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ABSTRACT 
Cloud computing is an inclusive new approach on how computing services are produced and utilized. Cloud computing is an 

accomplishment of various types of services which has attracted many users in today’s scenario. The most attractive service of 

cloud computing is Data outsourcing, due to this the data owners can host any size of data on the cloud server and users can 

access the data from cloud server when required. The new prototype of data outsourcing also faces the new security challenges. 

However, users may not fully trust the cloud service providers (CSPs) because sometimes they might be dishonest. It is difficult 

to determine whether the CSPs meet the customer’s expectations for data security. Therefore, to successfully maintain the 

integrity of cloud data, many auditing schemes have been proposed. Some existing integrity methods can only serve for 

statically archived data and some auditing techniques can be used for the dynamically updated data. In this paper, we have 

analyzed various existing data integrity auditing schemes along with their consequences.  

Keywords :— Third Party Auditor (TPA), Cloud Service Providers (CSPs), Data Outsourcing, Proof of Retrievability (POR), 

Provable data Possession (PDP). 

 

I. INTRODUCTION 

Cloud computing is widely embraced by many organization 

and individuals because of its various dazzle advantages like 

huge size data storage, cumbersome computation, low price 

service and flexible way to access the data [1], [14]. The 

basic concept behind cloud computing is virtualization. 

In cloud computing, virtualization means to create a virtual 

variation of a device or resource, such as a server, storage 

device, network or operating system where the structure 

divides the resource into required number of execution 

environments [32]. Cloud computing is a predominant 

service of cloud storage, which allows data owner to store 

their data from their local computing system to cloud. Many 

users store their data on cloud storage. However new 

protocol of data hosting service also introduces security 

issue [6]. Data owner would be worry that data could be lost 

in the cloud. Therefore, the biggest concern is how to 

determine whether a cloud storage system and service 

provider meet the customer expectations for data security 

[20]. Therefore, it is crucial and significant to amplify 

efficient auditing scheme to strengthen data ownersʹ faith in 

cloud storage. Various types of auditing models have been 

proposed, they can be categorized into two types Private 

auditing model and Public Auditing Model. Traditionally in 

Private auditing model data owner can verify the integrity of 

outsourced data based on the two-party storage auditing 

protocol. In this technique data owner should have expertise. 

It increases the overhead of data owner and sometimes it 

also happens both data owner and CSP cannot convince each 

other for the result.  

 

 
Figure 1. Cloud Auditing Model. 

 

As public auditing is the advisable model for outsourced 

data verification, it additionally involves the third party to 

check the integrity [3], [5], [14] which can provide equitable 

auditing result for both data owner and CSP. Data owner 

send metadata to TPA instead of original data. Basically, 

auditing model has two phases set up phase and verification 
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phase. Data owner has to perform some operations prior to 

send data to TPA [5].  

 

 

 

II. RELATED WORK 

In the contemporary year, cloud storage auditing has 

attracted attention to strengthen data owners' trust and 

confidence in cloud storage. To verify the integrity of 

outsourced data many protocols have been proposed with 

distinct techniques [4], [7], [8], [12], [15], [16], [18], [20], 

[21], [22], [26]. The first auditing related work was 

introduced in 2007 by Juels et al. is POR (Proof of 

Retrievability) [4] scheme, which can check the correctness 

of data with the use of error correcting code. It is typically a 

private auditing model because there is no existence of any 

other third party. In the same year, Atenies et al. [16] has 

introduced first public Auditing Model, PDP using 

Homomorphic tag based on RSA. It does not support 

privacy preserving of data. Beside data integrity auditing 

there are many other significant concerns such as privacy-

preserving, batch auditing, and dynamic auditing. In 2008, 

Atenies et al. [20] has further proposed the scheme which 

supports dynamic auditing but does not preserve privacy. 

 

 In 2009 Erway et al. [12] proposed dynamic PDP scheme 

that does not require privacy preserving. In 2010, First 

privacy preserving PDP was introduced by Wang et al. [6], 

they presented a public auditing scheme which ensures the 

privacy preserving for outsourced data using integrating 

Homomorphic authenticator with the random masking 

technique. In 2012 further, a new public auditing scheme 

Cooperative PDP (CPDP) technique proposed by Zhu et al 

[7], which was based on hash index hierarchy and 

Homomorphic verifiable scheme. It Supports public 

auditing, Privacy preserving and Batch auditing in the multi 

cloud but it has no provision for multi-user auditing. 

Dynamic Auditing Protocol (DAP)in 2013, Yang et al. [15] 

proposed further enhanced auditing schemes which 

supported dynamic auditing using the Index table scheme. In 

2015, Identity-Based Distributed Provable Data Possession 

(ID-DPDP) scheme was proposed by Wang, Huaqun [26] 

which used bilinear pairing in random access model. 

Dynamic Hash Table-Public Audit (DHT-PA) introduced by 

Hui Tian et al. [14] in 2016 proposed Dynamic hash table 

which supported public dynamic auditing. Dynamic hash 

table supports public dynamic auditing and employed 

Homomorphic authenticator with random masking to 

preserve the privacy of outsourced data. They used 

aggregate BLS signature to arrange batch auditing. 

 

III. LITERATURE SURVEY 

Data Integration 

Scheme 

Technique Proposed By Year Strength Weakness 

POR (Proof of 

Retrievability) [4] 

Using error 

correcting code 

Juels et al. 2007  Private Auditing using 

error code 

 Data recovery is 

possible 

 

 Increase overhead on 

Data Owner. 

 Cannot be used in the 

original form, 

preprocessing is 

required for encoding. 

 

PDP (provable data 

possession) [16] 

Use 

Homomorphic 

tag based on 

RSA 

Atenies et al. 2007  Support public auditing 

 

 Not Privacy 

preserving 

 No Batch auditing 

 Communication 

overhead 

 Data recovery is not 

supported 

Partially Dynamic – 

PDP [20] 

Symmetric Key 

Cryptography 

Atenies et al. 2008  Supports Dynamic 

Auditing 

 No Privacy 

preserving 

 Bounded no of 
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Audits. 

CPR (Compact 

Proof of 

Retrievability) [21] 

HLA Built from 

secure BLS-

Signature 

H. Shacham, 

B. Waters 

2008  Improved POR scheme  No Privacy 

preserving 

DPDP 

(Dynamic PDP) [12] 

Using ranked 

based 

authenticated 

skip list 

Erway et al. 2009  Dynamic data auditing 

 No demand of privacy-

preserving 

 No public auditing 

 Not support Batch 

auditing 

 Not Privacy 

preserving 

PDP 

First privacy 

preserving [7] 

Integrating the 

Homomorphic 

authenticator 

with random 

masking 

Wang et al. 2010  Supports public 

auditing 

 Privacy preserving 

 

 Does not support 

data dynamics 

Fully Dynamic PDP 

[22] 

Combined BLS 

based HLA with 

MHT 

Wang et al. 2011  Supports Dynamic 

Auditing  

 Not Privacy 

preserving 

 

CPDP (corporative 

provable possession) 

[8] 

Hash Index 

Hierarchy 

Zhu et al. 2012  Support public 

auditing 

 Privacy preserving 

 Batch auditing in multi 

cloud 

 

 It does not support 

dynamic audit 

 Does not support 

auditing for multiuser 

DAP [15] Index table Kan Yang et 

al. 

2013  Support public 

auditing 

 Privacy preserving 

 Support dynamic 

auditing 

 Batch auditing in 

multi-cloud 

 

 High Computation 

cost 

 

DPDP-MHT [19] 

 

Based on 

Merkle hash tree 

Wang et al. 2013  Support public 

auditing 

 Privacy preserving 

 Support dynamic 

auditing 

 Batch auditing in 

multi-cloud 

 

 Heavy computation 

cost of the TPA 

 Large 

communication 

overhead 

 

 

 

IHT-PA (Index hash 

table-public audit) 

[18] 

Index Hash table Zhu et al. 2013  Support public 

auditing 

 Privacy preserving 

 Support dynamic 

auditing 

 

 Batch auditing is not 

mentioned 
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MUR-DPA [2] Used 

Authenticated 

Data Structure 

(ADS) based on 

the Merkle Hash 

Tree (MHT) 

Liu, Chang, et 

al. 

2014  Provides facility to 

verify cloud data 

storage with multiple 

replicas. 

 Works only with 

constant-sized 

integrity proofs 

 ID-DPDP [26] Distributed 

Provable Data 

Possession in 

Multi-cloud 

storage. 

Wang, 

Huaqun 

2015  Bilinear pairings in 

random oracle model 

Flexible and improves 

the efficiency. 

 Verification delay 

occurs 

DHT-PA (Dynamic 

hash table-public 

audit) [14] 

Dynamic Hash 

table 

Hui Tian et 

al. 

2016  Support public 

auditing 

 Privacy preserving 

 Support dynamic 

auditing 

 Batch auditing in multi 

cloud 

 

 Communication cost 

is greater than DAP 

and IHT-PA 

Table 1: Comparison of existing data integrity auditing schemes [5] 

 

IV. CONCLUSION 

In cloud computing, a new paradigm of data outsourcing 

increases new security challenges. This new paradigm 

requires a Third-Party Auditor to check the data integrity in 

cloud storage. In this paper, we have compared different 

types of auditing schemes on the basis of Privacy 

preservation, dynamic auditing and batch auditing along 

with their strength and weakness. From all these papers, it is 

concluded that there is need to design some optimizing 

techniques that can be applied to speed up the set phase at 

data owner side [2], [20], [32]. In our previous paper, we 

have proposed a multithreading model on multi-core CPU 

system to generate the signature for each block [5], it is one-

time operation and occurs in setup phase at data owner side. 

V. FUTURE WORK 

In future, we will focus on enhanced & sophisticated data 

setup process to reduce the computation and communication 

overhead at data owner side. To generate authenticator, we 

use multithreading framework on latest multi-core system to 

speed up the setup phase.  We will use the multithreading 

model in each step of data setup phase. 
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