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ABSTRACT 
Communication systems are vital for effective transfer of information over a network. However, there is many threats in 

maintaining confidentiality and promoting high-level security of information to increase the quality of network communication 

and increase the trust of the people involved in it. The Research Thesis is an attempt to implement a hybridized genetic 

algorithm for enhancing authentication and filtering the traffic so that congestion prevented and complexity reduced. The 

Algorithm used a renounced dataset that shows transmission of huge amount of data from KDD99. To make the results of the 

algorithm more effective a new dataset created. The Research focuses on the prediction of Intrusion in Network congestion and 

exaggerates the presence of intrusion in a network with the use of research tools that can predict the presence of intrusion in a 

host or network based architecture using Analytics from three proposed algorithms namely Naïve Bayesian Algorithm, Stacking 

Algorithm forming a hybrid with Genetic Algorithm . The calculations made based on the statistical analysis of data in the 

network dataset and results predicted using genetic algorithm in Java based environment with Eclipse. The Analytics worked 

out in Weka on all the algorithms with the variations of outputs in predictions of Intrusions over Networks. 
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I.     INTRODUCTION 

 

In a World of Communication, Intrusion is always a threat for 

Global users of the system. Their system might be attacked by 

intruders through suspicious activity like anomalies or misuse 

in detection. In the anomalies mode, data auditing will help to 

detect intruders whereas in misusing mode, signature based 

Detection is used to differentiate the users of the system [1]. 

The Second model is much equal to antivirus programs 

installed in the system. The Misuse of the system can analyse 

and compare signature based activities with network 

behaviour. There is a need to identify and differentiate the 

normal traffic with intrusion in the system. There are other 

techniques like artificial intelligence that can bring best 

solution for this problem. However it is highly cost effective. 

The Rules framed for defining the operations in the Intrusion 

system can be represented by defining patterns or rulesets that 

can be derived from network traffic area, logs from systems 

either host or system dependent.  

Intrusion Detection System (IDS) needs sensors to get 

installed and get executed. TCP/IP headers and the number of 

bytes act as network sensor monitoring the incoming and 

outgoing packets during transmission [2]. The host sensor 

monitors various packets related to memory logs and 

information related to transformation of data. 

The System is developed in a new way where direct 

communication with the server is not entertained thereby 

preventing the heavy traffic of network because of just 

monitoring the systems. Hence it is maintained as a separate 

infrastructure.  

 
Figure 1 General Intrusion Detection System Architecture 

As indicated in the diagram, the intrusion detector acts as a 

separate infrastructure in no relation with other components of 

the network systems, firewall, router or internet systems [3]. 

Intrusion detection of a network based environment 

infrastructure includes the following features: 

1. It helps in analysing & scrutinising user as well as 

system based activities 

2. It can also find system configuration defects or any 

vulnerabilities in the system 
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3. It can also understand typical attack patterns in the 

network based system 

4. It can also track user policy and copyright violations 

in the network 

5. It also counts and reports unwanted activities in the 

system 

In general, Intrusion Detection System is based on two major 

steps. They are 

In Host based system, there is passive intrusion detection to 

enable users to set right passwords [4], inform them of 

unwanted activities or also advise them on the recommended 

settings for the system to prevention of intrusion like 

installing Antivirus or enabling the firewall settings 

respectively. 

In Network based system, the active intrusions are considered. 

This method enables the system to record every activity of the 

user and also alarms the unexpected or unwanted activity from 

unknown users of the system [5]. This is considered as most 

important as it will be the IDS that will give direct 

information to the user on active threats of the system which 

is considered to give harmful effects to the network systems as 

a whole. 

 
Figure 2 – Intrusion detection Process 

The proposed research is based on the Network based 

infrastructure that is proposed to be implemented using 

machine learning and genetic algorithms. The research 

work is explored from the review of literature.  

II.     REVIEW OF LITERATURE 

 

An Intrusion detection system is one of the important thrust 

areas in research field for computer science and has high 

impact in the research field. 

1. Networks employs complicated datasets that will 

challenge the researcher to learn new sequences and get many 

rapid outputs 

2. It is very interesting to evaluate the results of 

intrusion and predict the results for the same. 

Various authors have previously presented their ideas on 

intrusion detection architecture based on various technologies 

and research designs. 

1. Harendra Vaidya et.al analysed to build two levels of IDS 

in order to detect abnormal behavior of network traffic 

and covering fast networks for Intrusion prevention. The 

work is carried out with Naïve Bayesian algorithm with 

results sufficient to predict the occurrence of intrusion in 

computers. 

2. Rana Aamir Raza Ashfaq et.al carried out a research with 

semi-supervised learning algorithm. He utilised 

unlabelled samples that was supported by supervised 

learning algorithm to enhance performance of the system. 

3. Anthony Melaragno et.al proposed a new model with 

Rail Radio Intrusion Detection systems (RRIDS) that can 

identify and monitor various cyber-crimes like command 

replay, guessing with message modifications. It is 

variable and can be portable to other systems.  

4. Keke Gai et.al presented a reduced version of all major 

techniques implemented in IDS with new challenging 

techniques like cloud computing interconnected systems. 

This framework is considered as a higher level secure 

component for futuristic technologies with wireless 

sensors.  

5. Abdulla Amin Aburomman et.al took five random 

subsets from the well-known KDD99 dataset. Ensemble 

classifiers are created using the new approaches as well 

as the weighted majority algorithm (WMA) approach. 

Our experimental results suggest that the new approach 

can generate ensembles that outperform WMA in terms 

of classification accuracy. 

 

III. REFINING DATASET WITH 

ALGORITHMS 

 

Intrusion detection holds a traditional dataset from 

KDD that contain a total number of 24 training set that also 

contains an extra 14 attributes in testing dataset [6]. The 

training dataset is required to be refined using a data mining 

tool like Rapid Miner that can normalize the data and give 

effective output dataset that will be the testing dataset in the 

research.  
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The detailed description with name is explained with 

the basic features as underlined below:  

A. Basic Features: This method combines all the required 

properties that could be possible from a normal TCP/IP 

connection system that can bring implicit delay in the system 

[7].  

B. Feature based on Network Traffic: This feature passively 

monitors features that can be monitored and computed based 

on an interval between them [8].  

TABLE 1 

DERIVED FEATURES OF DATASET 

FEATURE NAME TYPE 

duration  Continuous 

protocol_type  Discrete 

service  Discrete 

src_bytes  Continuous 

dst_bytes  Continuous 

flag  discrete  

land  Discrete 

wrong_fragment  Continuous 

urgent  Continuous 

 

 
Figure 3: Convert and refine dataset based on KDD 

 

In general, KDD dataset in a refined form has the following 

advantages: 

1. The dataset does not contain repeated records and 

hence the classifier will not be oriented towards 

training set based on frequency.  

2. Since duplicate records are avoided in the refined 

set, the research output will be highly acceptable.  

3. The shortlisted records in the testing set can 

present accurate information related to the KDD 

dataset. 

4. Since the testing and training sets are at an 

acceptable numbers, the research work could be 

easily completed in quick time and can also 

present best result that could be more accurate 

compared to the unrefined dataset.  

 

IV. IMPLEMENTATION AND EVALUATION 

After Careful analysis and Review of Literature, the 

existing system the proposed system was formulated based on 

the efficiency of the algorithm. The following Techniques 

were utilized for the effective output of the Intrusion detection 

system.  

The design of algorithm has the following stages with the 

WEKA Explorer: 

1. Dataset loading into system 

2. CFS Method to select the right features 

3. Predicting the results before selection  

4. Predicting the results after selection 

The dataset KDD’99 is designated for research as 

refined dataset, converted into CSV data and loaded 

into the WEKA tool for evaluation [9]. 

 

 
Figure 4 Loading Dataset into WEKA 

 

After loading the dataset into WEKA, the feature selection 

process using CFS is carried out. 

 

 
Figure 5 Feature Selection Using CFS Method 

 

After feature selection, the resultant data is viewed in the 

graphical and tabular form as indicated in the diagram. 
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          Figure 6 after Feature Selection 

Thus the dataset is evaluated in the Explorer by 

viewing the selected features of the KDD Set. Now the 

algorithms has to be applied to the dataset to test the 

intrusions.  

4.1 NAÏVE BAYESIAN ALGORITHM 

Naïve Bayesian is a classifying algorithm that is based on 

Mathematical Bayes Theorem where the prediction factors are 

considered independent of each other [10]. This algorithm 

considers presence of specific feature is more important 

without any requirement. Hence it is used along with Intrusion 

detection systems to enhance prediction.  

First, Naïve Bayesian Algorithm is applied to the 

dataset and the following results are identified.  

 
 

Figure 7 NavieBayes-After Feature Selection 

Thus it is found that the True Positive Rate is higher 

comparing to the False Positive rate for intrusion 

detection in network based systems.  

4.2 STACKING CLASSIFIER ALGORITHM 

Intrusion detection is based on multiple processes at the same 

time due to trafficking of data and hence Stacking algorithm 

plays a significant role to combine multiple classification 

models through a meta-classifier model [11]. 

By applying the stacking method, the following results 

are obtained in WEKA Explorer.  

 
Figure 8 Stacking-After Feature Selection 

In the above method, it is found that True Positive is 

equal to the True Negative and hence stands at 50% 

chances of predicting the right intrusion and false 

intrusion.  

4.3 GENETIC ALGORITHM 

Human Genome is a striking factor to identify the possibility 

of intrusion in normal to distributed systems. In the above 

model, detection can be made for a small population of 

distributed systems [12]. In Genetic algorithm, search-based 

optimisation is rendered and the algorithm helps in best 

feature selection with hybridisation from other two 

algorithms.  

The dataset is loaded with genetic parameters and tools to 

identify the prediction accuracy of the intrusion systems.  

 
Figure 9 Genetic Algorithm-After Feature Selection 

The result clearly indicates the selection 

parameters as well as the precision level as normal to 

indicate accurate presence of intrusion in the dataset. 
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Thus the dataset is highly refined and gets more 

accurate results comparing to the former datasets.  

After experiments, the results are identified and 

has to be discussed. Before performing the discussion, 

few testing methods are used for evaluation of the 

experiments. The next experiment is conducted with 

Eclipse software for result analysis and to predict 

whether there is intrusion or not. 
 

V. RESULT DISCUSSION WITH 

PARAMETERS 

After careful experimentation, various new results are 

identified and presented as input to the system. The results 

were identified from WEKA as well as Eclipse for analysis of 

reports regarding prediction of intrusion in systems. The 

following results were identified for all the three algorithms 

based on the following parameters:  

1. Accuracy 

2. Precision 

3. Recall 

4. F-Measures 

5. FP-Rate 

6. Kappa 

TABLE 2 

The Result analysis of the Existing System 

Before--- Accu

racy 

Preci

sion  

Recal

l 

F-

Meas

ure 

FP-

Rate 

Kapp

a 

Genetic 

Algorithm 

91.09 98.7 96.15 91.03 8.31 82 

NavieBay

es 

90.38 90.5 90.4 90.42 10.1 80.6 

Stacking 53.45 28.6 53.5 37.2 53.5 50.03 

The Table indicates high accuracy with genetic algorithm 

with high values in other parameters as well. The Graphical 

analysis is also carried out to check whether the genetic 

algorithm is capable of producing accurate results 

comparing to other machine learning classifiers. 

 

 

Figure 10 - Graphical analysis of the parameters for 

prediction analysis 

TABLE 3 

The Result analysis of the Proposed System 

After Accu

racy 

Preci

sion  

Reca

ll 

F-

Measure 

FP-

Rate 

Kapp

a 

Geneti

c 

Algori

thm 

97.77 98.38 98.43 98.41 1.129

6 

94.7 

Navie

Bayes 

81.89 85.1 81.19 81.2 20.5 62.7 

Stacki

ng 

53 28.6 53.5 37.2 53 50 

 
Figure 11 - Graphical analysis of the proposed system 

 

From the graph, it is learnt that the accuracy and precision 

of the existing system is normal and needs improvement. 

However, the proposed system showed tremendous 

improvement for the same as it has the improvised genetic 

algorithm in its side. The graphs also show that the rate of 

accuracy and precision along with other factors like Recall, F-

Measure, Kappa and FP Rate increases with the proposed 

system and it lowers down in the existing system for all the 

three algorithms Naïve Bayesian Algorithm, Stacking 

algorithm and Genetic Algorithm respectively. The outputs of 

various Algorithms identified in WEKA tool is represented 

below: 
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         Figure 12 - Output of various algorithms result in 

graphical format 

VI. CONCLUSIONS 

The Research work is an extension of various other research 

works in various stages on Intrusion detection systems to 

carry over effective protection of network systems from 

unexpected intrusions from various sources. The prologue and 

various concepts related to Intrusion detection systems has 

been discussed along with the motivation for the research 

work and the contribution of research for the field of computer 

science. The Result identified as a hybridized projection of 

Machine Learning and Genetic Algorithm is a new beginning 

for more and high secure systems in the future.    
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