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ABSTRACT 
Steganography is the art and science of invisible communication by hiding secret information into other sources of information 

like text, image, audio, video etc. There are a lot  of steganography techniques proposed to hide data like LSB, DCT, pixel-

value differencing etc. This paper improves information security through providing three levels of security: compression, 

encryption and steganography. The secret image is compressed by Deflate then by Huffman(Deflate Based Huffman. Then 

information  header is encrypted by XOR gate and then both of the secret image and the header are embedded into 2 cover 

images using more than one hidden algorithm. So there is an extra safe. thus, reduces the chance of the hidden message being 

detected. MSE (Mean Square Error) and PSNR (Peak Signal to Noise Ratio) are two common quality measurements to measure 

the difference between the cover-image and the stego-image. Results showed that the proposed method gives better results than 

other algorithms with  PSNR about 61%   and MSE about 0.05 . 

Keywords :— Deflate, Huffman, LSB, MSE, PSNR. 

 

I.     INTRODUCTION 

Steganography is the art and science of hiding the one 

information into other sources of information like text, video, 

audio, image etc. so that it is not visible to unintended users. It 

is derived from Greek words Steganos (covered or secret) and 

Graphie (writing) literally means "covered writing". Its 

ancient origins can be traced back to 440 Be. Since Roman era, 

usually carried out by military to send secret messages. 

Messages sent by tattooing it on the slave’s scalp that 

previously shaved, after the hair grows, the slaves then sent to 

allies. To read the messages, the allies shaved the slave’s head. 

Today, the media carried steganography include (image, video, 

audio, and text).  

At first we should note the basic difference between 

encryption and Steganography. Encryption Converts 

understandable data into obscure data, thus hiding the secret 

data content, while Steganography hides secret data (without 

change) within other data , thus hiding the existence of secret 

data. 

 To improve the security of information system, 

Steganography and encryption can be combined to form a 

stronger algorithm. 
  Steganography algorithms can be divided into two main 

categories: spatial domain algorithms and  transform  or 

frequency algorithms. In the spatial domain, the stego image 

is obtained by replacing the bits of the secret message directly 

with the bits of the cover image like LSB technique. LSB is 

one of the most common algorithms in image steganography 

witch belong to spatial domain where the hidden message is 

embedded into cover media by replacing bits with the least 

significant bits of the related media. On the other hand, in 

frequency domain, using some mathematical functions like 

Discrete Cosine Transform and Discrete Wavelet Transform, 

hidden bits are inserted into the coefficients calculated from 

the pixel values of the cover image[10].  
 

II.     PROPOSED METHOD AND DESIGN 

      The proposed image steganography method is composed 

of embedding stage and extraction stage. In the embedding 

stage, the secret image is compressed and encoded and then 

resultant stream is embedded into  two cover images. 

In the extraction stage the secret image will be comprehend 

within the stego image. 

 

A. Embedding Stage 

 RGB image (secret image) will be hidden in two RGB 

images (2 cover images), starting hiding at Hidden Key which 

is a position that sender choose it at the begin of the 

programme.  
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Fig. 1 depicts the proposed method’s framework and process 

flow diagram for embedding stage. 

 

Fig. 1  flow diagram for proposed embedding stage 

1)  Pre-processing: The secret image and the two cover 

images  are converted into stream of bits. To ensure that 

the inserted hidden key is convenience with the size of the 

two cover images, modulo operation is occur between the 

original hidden key and the size of each cover image, the 

output is: hidden key1 &hidden key2. 

hidden key1=mod(hidden key, size of cover1) 

hidden key2=mod(hidden key, size of cover2)    

2)  Compress Secret Image : At first the secret image is 

compressed by Deflate and the output of Deflate is 

compressed by Huffman.  Deflate is two-stage lossless 

data compression algorithm that uses the   combination of 

LZ77 and Huffman coding. This will take advantage of 

both the algorithms. It is a popular compression method 

that was originally used in the well- known Zip and Gzip 

software and has since been adopted by many 

applications[6]. The output of this phase is compressed 

data(compressed secret image and compressed header 

information). 

3)  Generate Data-Position: The secret data is separated 

into two parts, a part contains bits with odd indexes and 

the other part contains bits with even indexes(odd part and 

even part). In general, the odd part will be hidden in the 

first cover image and the even part will be hidden in the 

second cover image. We will form a new array (Data-

Position). Bits of odd part are compared with bits of the 

first cover image(excepted LSB bit), if the comparison 

result is equal then the value '1' is stored  in odd positions 

of Data-Position and  if comparison result is different  then 

the value  '0' is stored.  this process  occurs in conjunction 

with comparison the bits of even part with bits of the 

second cover image "at the same way".  In this way we 

have the secret data in a different form (Data-Position). 

The process of generation is shown in Fig. 2.    

 
Fig. 2  Generation of  Data-Position 

4)    Generate Header:   The header will be generated, it 

contains the important information that make the 

extraction process possible. It contains:  

o Header E ={kind bit, order bit, length(Header E1), 

Header E1 } 

o Header O={kind bit, order bit, length(Header O1), 

Header O1 } 

Where: 

 kind bit:  determines that the cover image contains 

the odd bits or the even bits. 

 order bit: determines that the stego-image is the first 

image or the second. 

 Header E1={height bits, depth bits, even bits, odd bit,   

Huffman even bits}                                                  

 Header O1={ Huffman odd bits} 

5)    Hash Function:  Hash function (MD5) is applied on 

the hidden key 

K1=Hash(hidden key1) &  k2=Hash(hidden key2). 

6)    Encryption Header: To increase the security of 

system, header E and header O  are encrypted by XOR 

gate with k1, k2 hidden key as  encryption keys, so  

encryption the header(header e1, header o1) only is more 

efficiently because it takes less time than encryption the 

whole secret data. 

7)  Find Ideal Hiding: There are two probabilities for 

hiding; the odd part will be hidden in the first cover image 

and the even part will be hidden in the second cover image, 

MSE and PSNR are calculated for each cover image. Then 

the opposite process, the even part will be hidden in the 

first cover image and the odd part will be hidden in the 

second cover image, MSE and PSNR are calculated for 

each cover image. At last we choose the convenient way 

which causes the  least MSE, therefore the greatest PSNR. 

The process is shown in Fig. 3. 
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Fig. 3 Find ideal hiding 

8)  Hiding Data:  after finding the ideal algorithm for 

hiding, secret data will be hidden using LSB algorithm. 

Hiding is shown in Fig. 4. 

  
Fig. 4  Hiding data 

B. Extraction stage 

The extraction stage is the reverse of the 

embedding stage as shown  in Fig.  5. 

 
Fig. 5  flow diagram for proposed extraction stage 

III. EXPERIMENTAL RESULTS AND 

ANALYSIS  

         Some experiments are carried out to prove the 

efficiency of the proposed method where simulation is done 

on Matlab, set of RGB image of size 512 × 512 is used as the 

cover image to hide an image of size 158 × 158 to form the 

stego-image. With the experimental study, we noticed that the 

visual differences between the original cover images and stego 

image with other  techniques is hardly detected with naked 

eyes, as shown in Fig. 6 and Fig. 7. Furthermore, from the 

comparison of Fig. 8 and Fig. 9, we can see that the histogram 

of them are basically the same. 

 

Fig. 6  the cover1 image after embedding with the original cover1 

 

Fig. 7  the cover2 image after embedding with the original cover2 

 

Fig. 8  the cover1 histogram after embedding with the original cover1 

histogram 

 

Fig. 9  the cover2 histogram after embedding with the original cover2 

histogram 

MSE (Mean Square Error) and PSNR (Peak Signal to Noise 

Ratio) are two common quality measurements to measure the 

difference between the cover image and the stego-image. 

MSE is the averaged pixel-by-pixel squared difference 

between the cover-image and the stego-image. 

MSE=  
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where, M and N are the rows and columns of the cover 

image respectively, and C(i, j) and S(i, j) means the pixel 

value at position (i, j) in the cover-image and the 

corresponding stego-image, respectively. 

The PSNR is expressed in dB’s and can be calculated using 

MSE as: 

  
Where, P is the peak signal value of the cover- image, and 

P=max (C(i, j),S(i, j)). 

We have calculated MSE and PSNR and compare it with the 

simple LSB algorithm and random LSB[2]. 

Following Table 1 and Table 2 present the comparison of 

these three techniques with respect to MSE and PSNR 

respectively[2]. Fig. 10 and Fig. 11 present the above 

comparison of techniques graphically using a bar diagram 

with respect to MSE and PSNR respectively[2]. 

TABLE I 

COMPARISON OF MSE VALUES IN COVER IMAGE AND STEGO IMAGE 

Cover 

Image 

Secret 

Image 

Simple 

LSB 

Random 

LSB 

Proposed 

Work 

512*512 Camera-

man 

MSE MSE MSE 

Lena 158*158 0.3807 0.3806 0.0509 

Baboon 158*158 0.3804 0.3800 0.0506 

Pepper 158*158 0.3808 0.3800 0.0508 

TABLE III 

COMPARISON OF PSNR VALUES IN COVER  IMAGE AND STEGO IMAGE 

Cover 

Image 

Secret 

Image 

Simple 

LSB 

Random 

LSB 

Proposed 

Work 

512*512 Camera-

man 

PSNR PSNR PSNR 

Lena 158*158 51.9777 51.9788 61.054 

Baboon 158*158 51.4320 51.3986 61.082 

Pepper 158*158 51.3902 51.3986 61.066 
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 Fig. 10  Comparison of MSE values of Cover Image and Stego Image 
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Fig. 11  Comparison of PSNR values of Cover Image and Stego Image 

Table 3 and Table 4 present the values of  MSE and PSNR 

when the size of embedded image increases.  As can be seen 

in Fig. 12, the reduction in PSNR is very slight as compared 

with the increases in the size of embedded image and this 

suggests that the quality of the cover images remains almost 

constant when the size of embedded image increases. 

Therefore The proposed method have been shown a good 

performance.   

TABLE IIIII 

MSE VALUES OF STEGO IMAGE WITH INCREASING PAYLOAD 

Amount of Data 

Embedded  or 

Payload 

 

Deflate based 

Huffman 

MSE 

Camera man 

64*64 
0.00944 

Camera man 

128*128 
0.03514 

 

Camera man 

158*158 
0.0506 
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TABLE IVV 

PSNR VALUES OF STEGO IMAGE WITH INCREASING PAYLOAD 

Amount of Data 

Embedded  or 

Payload 

 

Deflate based 

Huffman 
PSNR 

Camera man 

64*64 
68.3731 

Camera man 

128*128 
62.6719 

Camera man 

158*158 
61.0826 
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Fig. 12  PSNR values of Stego Image with increasing Payload 

IV.     CONCLUSION 

       In this paper, we try to develop a steganography scheme 

aim to hide the secret image into two cover images. Our 

system  provides three levels of security: compression, 

encryption and steganography, and join hashing to prevent the 

forgery of hidden information.  The resultant images appear 

without any noticeable degradation and  results show  that the 

proposed method gives better results than other algorithms 

and provides  higher PSNR and lower MSE. 

For future work, for improving this method, we must continue 

to study the related analysis of compression algorithms.  
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