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ABSTRACT 

Digital computers have been chosen as a safety system in newly constructed nuclear facilities. Owing to 

digitalization, cyber threats to nuclear facilities have increased and the integrity of the digital safety systems 

has been threatened. To cope with such threats, the nuclear regulatory agency has published guidelines for 

digital safety systems. This paper suggests an implementation method of cyber security for the safety system 

in the development phase. It introduces specific security activities based on a practice in a nuclear facility 

construction project. It also explains experiences resolving security vulnerabilities of the system and gives 

lessons learned about considerations in a real construction. 
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I. INTRODUCTION  

Nowadays, the cyber-security media are very 

concerned about people being exposed to all sorts 

of abuse on Social Media Platforms (SMPs). The 

malicious intent of humans deceiving other 

humans constitutes a cyber threat that is one of 

the most difficult to contend. More importantly, 

these cyber threats are aggravated by the sheer 

number of vulnerabilities present in SMPs, the 

number of available and different types of SMPs 

(Chaffey, 2016), the poor design and construction 

of SMPs (Haimson and Hoffmann, 2016), the 

large volumes of unstructured content (Assunção 

et al., 2015), and the opportunities that SMPs 

provide to humans acting in malicious ways (Fire 

et al., 2014). These factors all contribute to SMPs 

being extremely vulnerable to cyber threats 

caused by malicious users. Furthermore, as a 

result of these cyber threats and SMP 

vulnerabilities we witness an alarming increase in 

the prevalence of cyber bullying (Smit, 2015), 

identity theft (Kabay et al., 2014), identity 

impersonation (Galán-GarcÍa et al., 2015), 

dissemination of pornography (Benevenuto et al., 

2010), fraud (Gurajala et al., 2015), and the like. 

As an example, consider a recent cyber-security 

case reported on in South Africa where, as in any 

other country in the world, an alarming increase 

has been noted in cyber threats related to abuse 

against women (Bliss, 2017). The cyber threat in 

this case manifested itself in the form of identity 

impersonation by two malicious users who 

exploited the “ease-of-opening-a-deceptive-

account” vulnerability on Face book and were 

arrested for luring, raping, and killing women (de 

Villiers, 2017). This and other cyber security 

cases (Peterson, 2016); (Digital, 2016)  point to a 

common thread in exploiting SMP vulnerabilities, 

namely the ease of creating fake or deceptive 

identities (Tsikerdekis and Zeadally, 2014). In the 

case of identity deception, a deceptive account is 

either created with malicious intent or to preserve 

anonymity. This paper is concerned with the 

detection of deceptive accounts created with 

malicious intent, as these pose a cyber threat to 

other humans at large. A deceptive account with 

malicious intent could for example be used to 

defame someone’s character (Galán-GarcÍa et al., 

2015) or conduct online bullying (Smit, 2015). 

These deceptive accounts are generated by 

humans or bots (Chu et al., 2010). Much research 

(Oentaryo et al., 2016); (Dickerson et al., 2014); 

(Cresci et al., 2015) has been done to detect bot 
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accounts that require no human involvement for 

the actions they perform. These deceptive bot 

accounts are known to target groups, as opposed 

to specific individuals (Oentaryo et al., 2016). 

However, to date, very little research has focused 

on detecting deceptive human accounts on SMPs. 

The research reported on in this paper is a first 

attempt at minimising the cyber risk of identity 

deception as exploited by malicious users on 

SMPs through the intelligent detection of 

deceptive identities. The aims of the research 

reported on in this paper are summarised as 

follows: 

● To identify and describe the different types of 

information 

available on SMPs – also referred to as attributes 

(e.g. the date on which the account is created) – 

that can potentially be used to detect user identity 

deception. 

● To experiment with SMP attributes to detect, in 

an intelligent way, user identity deception by 

using various machine learning models. 

● To enhance the SMP attributes for improving 

identity deception detection by using engineered 

features derived from two fields: Firstly, the field 

of psychology where we focus specifically on 

discovering why people lie, and secondly, from 

the field of detecting bot accounts where we 

intend to determine how these solutions can be 

leveraged for detecting human identity deception. 

● To propose a model that intelligently detects 

and interprets the perceived deceptiveness of a 

SMP user, given the results from the 

aforementioned experiments. 

This will be the first time that features derived 

from the field of psychology will be applied 

towards the detection of human identity deception 

on SMPs. 

 

II. CYBER SECURITY FOR SAFETY 

SYSTEM 

 

Safety-grade digital computers are used for the 

reliable protective functions of nuclear facilities. 

This section introduces a planning for cyber 

security of the safety systems. Shortly, the cyber 

security considerations have been incorporated 

into the safety  system development process. 

A. Relationship between V&V activities and 

cyber security activities 

A well-known industrial standard, IEEE, 2004, 

endorsed by the nuclear regulatory body gives 

specific activities for software verification and 

validation (V&V) of digital safety systems. The 

security analysis mentioned in the standard has 

been interpreted as the concept of physical 

security only. Considering recent regulatory 

positions, it is acceptable that the security analysis 

should be conducted for the cyber security of 

digital systems. Thus, this study decomposes the 

standard requirements into three major parts, 

software V&V, safety analysis, and cyber security 

analysis. The analysis results for each part through 

the development phases are published 

independently. Fig. 2 shows the cyber security 

plan within the V&V plan of the system. 

Generally, system developers use qualified 

commercial-off-the shelf (COTS) products as the 

platform of safety systems. Software V&V and a 

safety analysis only focus on logic source codes 

that are newly developed within the products. In 

the case of a security analysis, the security 

capability in the past does not ensure the same 

effectiveness currently due to continuously 

evolving cyber threats. Therefore, this paper 

recommends that the hardware and software of the 

COTS are included as review items in the security 

analysis. 

B. A cyber security plan 

This section proposes a cyber security plan 

including a cyber security team (CST) 

organization and security activities 

implementation. The cyber security team consists 

of a team leader and team members. The major 

missions of the team are as follows: 

 supervision of the secure 

development environment, 

 analysis of the system vulnerability 

and penetration test to the system, 

 introducing cyber security 

requirements, 

 tracking and resolving security issues, 
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 assessing security impact on the 

system integrity, and 

 reviewing the results of development 

phases 

The system development model for the digital 

system is a well known waterfall design model, 

which consists of the concept, requirement, 

design, implementation, and test phases. This 

paper adds security activities to the design model 

to perform the security team missions. Fig. 3 

shows the security activities defined in the plan. 

 Attack Path Analysis: Used to 

identify accessible pathways to the 

system cabinet physically and 

logically. Non-accessible pathways 

by existing security controls are 

found in this activity. It is used as 

evidence for justification that the 

security controls used to eliminate 

vulnerabilities at the pathways can be 

excluded in the system. Detailed 

information about the accessible 

pathways is utilized as input to the 

penetration test of the system. 

 Penetration Test: Used to test whether 

attackers can jeopardize the system 

through the identified pathways or 

not. If the cyber attacks actually 

impact the system functioning, then 

security controls used to block the 

attacks are proposed in this activity. 

 Security Requirements V&V: 

Hardware and software requirements 

for the cyber security are defined as 

part of the overall system 

requirements. If potential 

vulnerabilities of the system are 

induced by the functional 

requirements, the results are fed back 

to the developers, and the design 

problems are resolved directly in the 

same phase. 

 Security Design V&V: It is checked 

that the security requirements are 

mapped into specific design items as 

part of the systems. For example, the 

password, session lock, and isolation 

devices become design items for the 

control of the access requirements.  

To decide whether the design is acceptable, a 

security assessment used to identify potential 

vulnerabilities to the system is performed using 

detailed design documents. 

 

Fig. 1. Codes and standards for cyber security. 

 

Fig. 2. Cyber security incorporated into system V&V plan. 

 

Fig. 3. Cyber security plan and activities. 

 

_ Security Implementation V&V: Checks 

whether the security design items are appropriately 

transformed into specific hardware and software 

representations. The security team forces system 

developers to keep a secure development 

environment to minimize any inadvertent or 
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inappropriate alterations of the system. In addition, 

the V&V team performs the code level analysis 

between the requirements and source codes of the 

system, and the security team confirms no 

inclusion of undocumented codes or functions 

within the system by reviewing the code analysis 

results. 

_ Security Test V&V: During the test phase, it 

is verified that the implementation results meet the 

security design requirements completely. Through 

security tests on the system hardware, software, 

and communication devices, it is validated that the 

security functions of the system are implemented 

appropriately. 

_ Final Security Evaluation: After testing, the 

security team publishes a cyber security report for 

the system. It includes a summary of the security 

activities and conformance analysis about the 

regulatory positions (USNRC, 2006). 

Configuration management ensures that the 

security objectives remain satisfied by controlling 

the changes made to the safety system. The 

configuration management team should assess the 

impacts of the changes on the security posture of 

the system when making a configuration change. 

The security impact analysis focuses on potential 

vulnerabilities, weakness, and risks introduced by 

changes in the system. Evaluations on logical and 

physical connectivity pathways, equipment 

interdependencies, and effectiveness of related 

documents are included in the analysis. The  

impact analysis is performed as part of the change 

approval process. 

The proposed plan is featured by (1) the 

harmonization of the security activities with the 

legacy V&V activities, (2) the security analysis 

including penetration testing about the platform in 

the initial phase to address technical security 

problems that are hard to be mitigated at the 

system level, and (3) security V&V activities for 

tracking the security design, maintaining the 

secure development environment, and conforming 

the completeness of the source codes. 

 

III. RESULTS AND DISCUSSIONS 

This section introduces an implementation 

practice of the proposed security plan in a 

construction project. Instrumentation and control 

system package includes a safety-grade digital 

protection system. Thus, cyber security 

consideration is taken in the development process 

of the safety system to meet the regulatory guide 

(USNRC, 2006). This section explains the 

implementation results of security activities. In 

addition, it discusses the lessons learned through 

detecting and resolving the security issues.  

A. Attack path analysis and penetration test 

Even if developers have not added source 

codes to the system yet, internal vulnerabilities of 

the system platform should be addressed early in 

the project. Generally, technical support of the 

platform manufacturer takes a long time. For this 

reason, the cyber security team performs an attack 

path analysis to identify internal vulnerabilities in 

the concept phase of the V&V process. The attack 

paths are revealed by reviewing the design 

documents such as the  system configuration 

diagram, system hardware configuration, and 

system interface description. Through the analysis, 

the security team has built up logically possible 

attack scenarios to a digital safety system. Fig. 4 

shows the channel-A (Ch-A) system cabinet 

configuration composed of signal controllers, a 

maintenance computer, and a development kit. It 

has been found that the attack scenarios are 

initiated at the development tool kit computer and 

the connection interface to other digital system as 

shown in (1) and (2). For each attack scenario, a 

penetration test prepared by independent 

specialists, such as white hackers, has been made. 

They summarized the detailed access steps and the 

security team evaluated the impact on the system 

integrity.  

 
Fig. 4. Internal and external interfaces of a safety system cabinet. 
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B.  Security V&V activities 

Technical issues caused by a lack of security 

functions in the platform can be covered by the 

manufacturer. However, potential vulnerabilities 

in the logic source codes made by system 

developers should be found and resolved by the 

V&V activities. The regulatory body also 

emphasizes the correctness of the source codes in 

(USNRC, 2006) through following statement: 

‘ensure that the safety system does not contain 

unwanted and undocumented functions or codes’. 

Thus, both the implementation of security features 

and the correctness of the source codes should be 

reviewed by the V&V team. The security team has 

concentrated directly on the system design life 

cycle (SDLC) to determine whether the security 

requirements have been completely transformed 

into specific design features. The correctness of 

the source codes and functions has been verified in 

the traceability activity by the V&V team. Thus, 

the security team has joined and reviewed the 

traceability from the perspective of security. As 

the review results, some source codes for the 

module tests and temporary functions have been 

found and removed in the implementation phase. 

IV. CONCLUSION 

One of the emerging issues related to the 

digital safety system of a nuclear facility is 

computer security. To address this issue, security 

considerations in the development process should 

be made as described in the industrial standards. 

This paper suggests an implementation method of 

cyber security of a nuclear safety system. It 

explains four main activities, a cyber security team 

organization, security assessment including 

penetration test, security V&V during software 

development, and security evaluation. It also 

presents the harmonization of the security 

activities with the legacy V&V activities. This 

paper also introduces a practice of the cyber 

security implementation in a real construction 

project. It explains the detailed results of the 

security activities and introduces a process in the 

finding and resolving of security vulnerabilities. 

Finally, some lessons learned in the experience are 

also introduced. It is expected to be useful so that 

system designers and developers can understand 

the overall security activities of the safety system. 
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