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ABSTRACT

customers to securely migrate from one provider to another.

Cloud Computing reflects Efficiency, Flexibility and also savings in the cost as per the IT industry Point of
View. As more and more companies are focusing on the cloud computing technology that is why the reason
research on the cloud data storage security plays very important role. More users rely on cloud storage as it is
mainly because cloud storage is available to be used by multiple devices (e.g. smart phones, tablets, notebooks,
etc.) at the same time. These services often offer adequate prostection to user’s private data. However, there
were cases where user’s private data was accessible to other users, since this data is stored in a multi-tenant
environment. These incidents reduce the trust of cloud storage service providers; hence there is a need to
securely migrate data from one cloud storage provider to another. This research Paper Point out on the
investigation to provide Security as a Service for cloud brokers in a federated cloud. This scheme allows
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l. INTRODUCTION

Cloud storage is a new business model for delivering
virtualized storage to customers on demand. The
formal term proposed by the Storage Networking
Industry Association (SNIA) for cloud storage is Data
Storage as a Service (DaaS) - as “Delivery over a
network of appropriately configured virtual storage
and related data services, based on a request for a
given service level.” [1] Allocation of costs is
important for DaaS. Providing virtualized storage on
demand does not require organizations to pre order a
defined amount of storage capacity. This enables
organizations to save a significant amount of capital
because storage costs depend only on the actual
amount of storage space used. This business model is
extremely cost efficient for start-ups and small
organizations. However, it is not cost effective for
organizations that know (or can predict) the amount of
storage that they actually need. Capital cost savings
for organizations are very tempting. However, this
simply shifts the challenge to the cloud providers.
Cloud storage services require deployment of accurate
metering and billing mechanisms. Additionally, cloud
providers have to meet the potential user’s peak
demands without expanding existing facilities and at a
price that is less than or equal to the non-cloud
alternative. [1] A cloud storage service presents a

container for data, and the user does not really care
how the cloud provider implements, operates, or
manages their resources within the cloud. Although
seemingly abstract and complex, cloud storage is
actually rather simple. Regardless of the data type,
cloud storage represents a pool of resources that are
provided in potentially small increments with the
appearance of unbound capacity. [1]

1.  MAIN CONCEPTUAL
ORIENTED ANALYSIS IN THIS
RESEARCH PAPER

Existing Cloud storage services Security should be a
top priority when it comes to choosing a cloud storage
service. Cloud storage services should employ robust
security measures to safeguard the customer’s data
during transmission and when stored in the cloud. The
most basic protection is Secure Socket Layer (SSL)
encryption of the data during transit, password-
protected accounts, and multi-level security in the
cloud.

DropBox:

Dropbox encrypts data in transit with Secure Socket
Layer (SSL), while stored data is protected with
Advanced Encryption Standard (AES)-256 bit
encryption. Data file names are in their original (plain
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text) form. Dropbox uses Amazon’s Simple Storage
Service (S3) for storage. S3 has a robust security
policy of its own. The overall service design has
security flaws and is a subject to known attacks [2].
Dropbox states that their employees are allowed to see
only metadata, but not the data itself. However, when
legally required to there are some employees who are
allowed to view the customer’s data. Although the
user’s data is encrypted, [2] states that Dropbox
employees are capable to decrypt any data. Those who
are interested in protecting their data should consider
adding an extra layer of encryption before
synchronizing data with Dropbox, as described in [3].

Amazon Cloud Drive

Amazon’s Cloud drive offers no encryption at all.
Amazon’s Cloud Drive "Terms of Use” [4] states that
the provider can do whatever he likes with the user’s
data. Providing a free cloud audio player encourages
users to upload music to their storage. However, all
that music is periodically inspected for illegal (i.e.
unlicensed content). As stated in [4], Amazon is able
to access, retain, use, and disclose any account
information and files. In other words if a user wants to
use this cloud storage service he has to give up all
privacy or protect the data himself or herself.

I1l. CLOUD SERVICE BROKERS
AND CARRIERS

Although the terms cloud broker and cloud carrier are
not new in areas such as real estate and
telecommunications, in cloud computing these two
roles are relatively new. Since so many cloud
providers have entered the market, it is hard for a
customer to choose a suitable cloud provider for their
needs from the many cloud service providers (CSPSs).
It is even harder to integrate cloud solutions across
different providers. Thus, cloud brokers and cloud
carriers will arise in the near future, in order to
provide customers simplified methods to adopt and
utilize cloud services.

Securing the data

The Internet is not a safe place for sensitive private
data to travel. Additionally the cloud model does not
define what security measures should be taken in
order to secure the data while it is inside the cloud.
All security related decisions depend upon the specific
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policies and actions of each cloud service provider
(CSP). This raises security risks both in the protection
of data and in the safeguards applied to this data.
According to [5], recent studies show that CSPs have
tended to provide their services without strong
security solutions. However, Christopher Soghoian
recommends that CSPs should use the kind of
encryption which is currently used by on-line banks.
Moreover, data protection should be applied to data at
rest, in transition, and while processing it.

IV. CONCLUSION

The aim of this research paper was to identify cloud
storage security and privacy risks and propose a
Security as a Service design which could securely
migrate data from one cloud service provider (CSP) to
another. The motivation behind this research lies in
the fact that for many organizations the final barrier to
adopting Cloud computing is whether it is sufficiently
secure.
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